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B #21
Refer to the exhibit.

Which two actions should be taken as a result of this information? (Choose two.)

A. Block any malicious activity with xfe-threat-score- 10.

B. Block all emails sent from malicious domain apponline-8473.xyz.
C. Block any URLs in received emails.

D. Blacklist IPs 164.90.168.78 and 199.19.224.83.

E. Block any access to and from domain apponline-8473 .xyz

IEf@#: D. E

R -

Comprehensive and Detailed Explanation:

The exhibit contains STIX (Structured Threat Information Expression) formatted threat intelligence indicating:

* A phishing indicator related to the domain:apponline-8473.xyz

* Associated malicious IP addresses:164.90.168.78and199.19.224.83

* Labelled as "malicious-activity" with "xfe-threat-score-10"

Based on this:

* Option B is correct: The IP addresses explicitly listed in the pattern field should be blacklisted to prevent command-and-control or
malicious connections.

* Option C is correct: The domainapponline-8473.xyzis also listed and flagged as involved in phishing, so DNS and firewall rules
should block access to and from this domain.

Options A and E are too broad or speculative; the data specifies a specific domain, not a generic block on all emails or URLs.
Option D refers to a label used for classification and not a directly actionable item.

Therefore, the correct answers are: B and C.

B #22
Refer to the exhibit.

‘Which two actions should be taken as a result of this information? (Choose two.)

A. Block all emails with pdf attachments.

B. Block all emails with subject containing "cf2b3ad32a8a4ctb05e9dfc45875bd70".

C. Block emails sent from Admin@state.net with an attached pdf file with md5 hash
"cf2b3ad32a8adctb05e9dfc45875bd70".

D. Update the AV to block any file with hash "cf2b3ad32a8a4ctb05e9dfc45875bd 70"
E. Block all emails sent from an (@state.gov address.

iEﬁ: D\ E

HM #23
What is the purpose of YARA rules in malware analysis and now do the rules atd in identifying, classifying, and documenting
malware?

¢ A They create a backup of identified malware and classify it according to its origin and source
¢ B. They use specific static patterns and attributes to identify and classify matware, characterizing its nature
e C. They encrypt identified malware on a system to prevent execution of files with the same classification


https://www.mogiexam.com/300-215-exam.html

¢ D. They automatically remove malware from an infected system while documenting the behavior of the APT

IEf#: B

HPH #24
What are YARA rules based upon?

A. HTML code

B. network artifacts
C. binary patterns
D. IP addresses

Ef: C

A -

YARA rulesare primarily used for malware classification and detection based onbinary pattern matchingwithin files. They describe
sequences of bytes, strings, and other file characteristics found in malicious binaries.

The Cisco CyberOps Associate guide explains:"YARA rules operate by inspecting binary data using conditions and string matches
to identify specific patterns that indicate known malware samples.".

HM #25

Refer to the exhibit.

According to the Wireshark output, what are two indicators of compromise for detecting an Emotet malware download? (Choose
two.)

A. Domain name: iraniansk.com

B. Content-Type: application/octet-stream
C. filename="Fy.exe"

D. Server: nginx

E. Hash value: 531ab113af08=1597090577

Ef#: AL C

fiR .-

From the Wireshark capture:

* A (raniansk.com): This domain is not a known legitimate resource and is hosting a suspicious file named "Fy.exe," strongly
mdicative of a malware distribution domain.

* D (Fy.exe): The Content-Disposition: attachment; filename="Fy.exe" header explicitly signals a binary executable download, a key
indicator in Emotet campaigns.

While Content-Type: application/octet-stream (E) is typical of binary data transfers, it is not unique to malware and cannot by itself
serve as a strong IoC. The nginx server (B) and cookie/hash string (C) similarly do not uniquely indicate compromise.
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