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Oracle 1z0-1104-25 Prüfungsplan:

Thema Einzelheiten

Thema 1

OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security
responsibility model, the core principles of security design, and the use of foundational security services to
secure deployments on OCI.

Thema 2

Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

Thema 3

Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights
data security practices in OCI. It tests knowledge of using the Key Management Service for encryption
keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.
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Oracle Cloud Infrastructure 2025 Security Professional 1z0-1104-25
Prüfungsfragen mit Lösungen (Q36-Q41):
36. Frage 
Task 7: Verify the OCI Certificate with Load Balancer
Verify HTTPS connection to the load balancer by running the following command in Cloud Shell curl -k https://<Public IP of PBT-
CERT-LB-01> Enter the following URL in the web browser:
https://<Public IP of PBT-CERT-LB-01>
If prompted with a certificate error, accept the risk and continue.
Verify web page content by ensuring the text, "You are visiting Web Server 1" from the index.html file is displayed in the browser
See the solution below in Explanation.

Antwort:

Begründung:
Task 7: Verify the OCI Certificate with Load Balancer
Step 1: Obtain the Public IP of the Load Balancer
* Log in to the OCI Console.
* Navigate toNetworking>Load Balancers.
* Click on PBT-CERT-LB-01.
* Note thePublic IP Addressfrom the load balancer details page.
Step 2: Verify HTTPS Connection Using Cloud Shell
* Open the OCI Cloud Shell from the top-right corner of the OCI Console.
* Run the following command, replacing <Public IP of PBT-CERT-LB-01> with the public IP you noted:
curl -k https://<Public IP of PBT-CERT-LB-01>
* Expected output: You should see the text "You are visiting Web Server 1" if the connection is successful. The -k flag ignores
certificate validation errors (common during initial testing with self- signed or newly issued certificates).
* If you encounter an error, ensure the load balancer is active, the listener is configured correctly, and the backend server (PBT-
CERT-VM-01) is reachable.
Step 3: Verify in a Web Browser
* Open a web browser.
* Enter the following URL, replacing <Public IP of PBT-CERT-LB-01> with the public IP you noted:
https://<Public IP of PBT-CERT-LB-01>
* If prompted with a certificate warning (e.g., due to a self-signed certificate or untrusted CA), accept the risk and proceed (click
"Advanced" and "Proceed" or similar, depending on your browser).
* Verify that the web page displays the text "You are visiting Web Server 1" from the index.html file created on PBT-CERT-VM-
01.
Step 4: Troubleshoot (if needed)
* If the text is not displayed:
* Check the load balancer health status underBackend Sets>Healthin the OCI Console.
* Ensure the security list PBT-CERT-LB-SL-01 allows port 443 and the compute instance security list allows port 80.
* Verify the Apache service is running on PBT-CERT-VM-01 by SSHing in and running sudo systemctl status httpd.

37. Frage 
An OCI administrator notices that a compute instance running in the production compartment is unable to create Object Storage
buckets using the OCI CLI command:
oci os bucket create --name mybucket --compartment-id <compartment_OCID> --auth instance_principal The error message
returned states:
"NotAuthorizedOrNotFound: You are not authorized to perform this action." The administrator verifies that the instance has Internet
access and can reach OCI endpoints.
What then could be causing the issue?

A. The instance is using the wrong OCI CLI authentication method.
B. The instance is not part of any Dynamic Group or the matching rule is incorrect.
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C. The bucket name is already in use, causing a conflict.
D. The policy is written at the root compartment instead of the production compartment.

Antwort: B

38. Frage 
A company is securing its compute instances (VMs and Bare Metal Machines) in Oracle Cloud infrastructure (OCI) using a network
firewall. As shown in the diagram, traffic flows from the internet Gateway (IGW) to the firewall in the Public DMZ Subnet, and then
to the compute instances in the Public Subnet.
When configuring security lists and network security groups (NSGs) in this setup, what should they consider?

A. Security list and NSG rules associated with the firewall subnet and VNICs are evaluated after the firewall.
B. If the policy used with the firewall has no rules specified, the firewall allows all traffic.
C. Ensure that any security list or NSG rules allow the traffic to enter the firewall for appropriate evaluation.
D. Add stateful rules to the security list attached to the firewall subnet or include the firewall in an NSG containing stateful
rules for better performance.

Antwort: C

39. Frage 
You are a security architect at your organization and have noticed an increase in cyberattacks on your applications, including Cross-
Site Scripting (XSS) and SQL Injection. To mitigate these threats, you decide to use OCI Web Application Firewall (WAF).
Which type of OCI WAF rule should you configure to protect against these attacks?

A. Rate Limiting rule
B. Access control rule
C. Encryption rule
D. Protection rule

Antwort: D

40. Frage 
"You are part of the security operations of an organization with thousands of users accessing Oracle Cloud Infrastructure (OCI). It is
reported that an unknown user action was executed resulting in configuration errors.
You are tasked with identifying the details of all users who were active in the last six hours along with any REST API calls that were
executed.
Which OCI feature should you use?

A. Service Connector Hub"
B. Management Agent Log Ingestion
C. Audit Analysis Dashboard
D. Object Collection Rule

Antwort: C

41. Frage
......

Ihnen bei dem Bestehen der Oracle 1z0-1104-25 Prüfung erfolgreich zu helfen bedeutet die beste Anerkennung unseres Fleißes.
Um diesen Wunsch zu verwirklichen verbessern wir die Prüfungsunterlagen der Oracle 1z0-1104-25 immer wieder. Sie können sie
beruhigt benutzen. Wenn Sie Fragen über unsere Produkte oder Service haben, können Sie mit uns einfach online kontaktieren oder
uns mailen. Nachdem Sie die Oracle 1z0-1104-25 Prüfungsunterlagen gekauft haben, geben wir Ihnen die neueste Informationen
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