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H #32

You are experiencing intermittent connectivity issues in a FortiGate HA cluster deployed with Azure gateway load balancer. Traffic
is being dropped when it passes through the cluster. What is the cause of the issue?

(Choose one answer)1

¢ A. The Azure gateway load balancer is configured with an incorrect health probe port.

¢ B. The Azure gateway load balancer is blocking large packets, causing traffic failures.

e C. The FortiGate firewalls are using the default maximum transmission unit (M2TU) size supported by Azure.
¢ D. The protected VMs are running an application that fragments packets.

Ef#: C

L2

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

According to the FortiOS 7.6 Azure Administration Guide and the Public Cloud Security documentation regarding Azure Gateway
Load Balancer (GWLB) integration:

* Encapsulation Overhead: Azure Gateway Load Balancer uses VXLAN (Virtual eXtensible LAN) to encapsulate the traffic before
sending it to the FortiGate-VM HA cluster. This encapsulation adds a header that typically consists of 50 bytes for regular [Pv4
traffic (Ethernet, IP, UDP, and VXLAN headers).

* MTU Mismatch (Option A): The default maximum transmission unit (MTU) in Azure is 1500 bytes.

Ifa protected VM sends a packet at the maximum default size (1500 bytes), and the GWLB then adds the 50-byte VXLAN
header, the resulting encapsulated packet becomes 1550 bytes.

* Packet Drops: If the FortiGate- VM's network interfaces are left at the default MTU of 1500 bytes, they will not be able to
process the 1550-byte encapsulated frames without fragmentation. Because many network paths or configurations (including Azure's
fabric for certain flows) may drop packets that require fragmentation or have the Don't Fragment (DF) flag set, this results in the
observed intermittent connectivity issues and dropped traffic.

* Required Resolution: To resolve this issue, administrators must increase the MTU on the FortiGate- VM interfaces (specifically the
one receiving GWLB traffic) to at least 1570 bytes to accommodate both IPv4 and IPv6 VXLAN overhead.

Why other options are incorrect:

* Option B: While an incorrect health probe port would cause the GWLB to mark the FortiGate as down, it would typically lead to
a conplete loss of traffic flow through that instance rather than intermittent packet drops within an active flow.

* Option C: The GWLB ttself is the component adding the overhead, it is the FortiGate's mability to receive the larger resulting frame
(due to its own default MTU setting) that causes the failure.

* Option D: Packet fragmentation by the application is a secondary effect. The primary "intermittent” issue described in GWLB
deployments is almost always related to the tunneling overhead exceeding the receiving interface's MTU.

HH #33
You are using Ansible to modify the configuration of several FortiGate VMs. What is the minimum number of files you need to
create, and in which file should you configure the target FortiGate IP addresses?

e A. One inventory file for each target device, and one playbook file.
¢ B. One playbook file for each target and the required tasks, and one mventory file.
e (. One .yam file with the target [P addresses, and one playbook file with the tasks.



e D. Ore text file for all target devices, and one playbook file.
EE: A

fiE et

With Ansible, the minimum setup requires:

* One inventory file listing all target FortiGate devices with their [P addresses.
* One playbook file defining the tasks to be executed.

HA #34
Refer to the exhibit. The exhibit shows partial output of changes that AWS found after you created a new change set.
‘What can you conclude from this output if you decide to execute this change set?

Change set conﬂgumﬁ'l :RTINET

"type": "Resource”,
"resourceChange": |
"action": "Modify",
"logicalResourceId™: "VM1",
"physicalResourcelId": "i-05303cbf3234d1014",
"resourceType": "AWS::EC2::Instance”,
"replacement™: "Conditional"™,
"scope™: |
"Properties"
I

"details": |

(
"target™s f
'a¥Cribute"”: "Properties",
"name": "InstanceType®,
"requiresRecreation”: "Conditionally",
"path": ";’Prupe:1,ie-r:;;'1ra:‘.L..nurf-:‘l'ype",
"beforeValue": "t3.micro",
"afterValue”: "t3.small",
"attributeChangeType": "Modify"
),
"evaluation": "Dynamic",
"changeSource”: "DirectModification"
}e

A. You should refer to the AWS documentation to prevent unplanned service interruptions.

B. Executing this change set will create a new VM, unless you do not have proper permissions.

C. Resources deployed successfully will remain, even if other resources fail during execution.

D. CloudFormation will check your account quota before executing the change set, to prevent errors.

Ef#: A

f#EEL:

The change set shows a conditional replacement when modifying the EC2 instance type from t3.micro to t3.small. This means AWS
CloudFormation might either update the instance in place or replace it, depending on AWS service behavior. Since this could lead to
unplanned service interruptions (for exanmple, instance replacement causing downtime), the administrator should consult AWS
documentation before executing.

B #35



Exhibit.

. Ez:pTINET |
In which type of FortiCNP insights can an administrator examine the findings triggered by this policy?

A. User activity
B. Threat

C. Risk

D. Data

EfE: C

HM #36

An organization is deploying FortiDevSec to enhance security for containerized applications, and they need to ensure containers are
monitored for suspicious behavior at runtime.

Which FortiDevSec feature is best for detecting runtime threats?

A. FortiDevSec dynamic application security testing (DAST)
B. FortiDevSec static application security testing (SAST)

C. FortiDevSec software composition analysis (SCA)

D. FortiDevSec container scanner

iFf@E: D
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