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Amazon AWS Certified Solutions Architect - Professional Sample Questions
(Q203-Q208):
NEW QUESTION # 203 
An organization is setting up a highly scalable application using Elastic Beanstalk. The organization is using ELB and RDS with VPC.
The organization has public and private subnets within the cloud.
Which of the below mentioned configurations will not work in this scenario?
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A. The EC2 instance should have a public IP assigned to it.
B. To setup RDS in a private subnet and ELB in a public subnet.
C. The configuration must have two private subnets in separate AZs.
D. The configuration must have public and private subnets in the same AZ.

Answer: A

Explanation:
Explanation
The Amazon Virtual Private Cloud (Amazon VPC) allows the user to define a virtual networking environment in a private, isolated
section of the Amazon Web Services (AWS) cloud. The user has complete control over the virtual networking environment. If the
organization is planning to implement a scalable secure application using RDS, VPC and ELB the organization should follow below
mentioned configurations:
Setup RDS in a private subnet Setup ELB in a public subnet
Since RDS needs a subnet group, the organization should have two private subnets in the same zone The ELB needs private and
public subnet to be part of same AZs It is not required that instances should have a public IP assigned to them. The instances can be
a part of a private subnet and the organization can setup a corresponding routing mechanism.
http://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-rds.html

NEW QUESTION # 204 
A Company has a security event whereby an Amazon S3 bucket with sensitive information was made public.
Company policy is to never have public S3 objects, and the Compliance team must be informed immediately when any public
objects are identified.
How can the presence of a public S3 object be detected, set to trigger alarm notifications, and automatically remediated in the
future? (Choose two.)

A. Use the S3 bucket permissions for AWS Trusted Advisor and configure a CloudWatch event to notify by using Amazon
SNS.
B. Turn on object-level logging for Amazon S3. Configure a CloudWatch event to notify by using an SNS topic when a
PutObject API call with public-read permission is detected in the AWS CloudTrail logs.
C. Turn on object-level logging for Amazon S3. Turn on Amazon S3 event notifications to notify by using an Amazon SNS
topic when a PutObject API call is made with a public-read permission.
D. Configure an Amazon CloudWatch Events rule that invokes an AWS Lambda function to secure the S3 bucket.
E. Schedule a recursive Lambda function to regularly change all object permissions inside the S3 bucket.

Answer: A,B

NEW QUESTION # 205 
A company is planning to host a three tier application in the AWS Cloud The application layer will use Amazon EC2 in an Auto
Scaling group A custom EC2 role named AppServer will be created and associated with the application instances The entire
application stack will be deployed using AWS Cloud Formation The company's security team requires encryption of all AMI
snapshots and Amazon Plastic Block Store (Amazon TBS) volumes with an AWS Key Management Service (AWS KMS> CMK
Which action will deploy the stack correctly after the AMI snapshot is encrypted with the KMS key?

A. Update the KMS key policy to provide the required permissions to the AWSServiceRoleForAutoScalir>g service-linked
role
B. Update the AppServer role to have the required permissions to access the KMS key
C. Update the KMS key policy to provide the required permissions to the AppServer role
D. Update the CloudFormation stack role to have the required permissions to access the KMS key

Answer: D

NEW QUESTION # 206 
Your application is using an ELB in front of an Auto Scaling group of web/application servers deployed
across two AZs and a Multi-AZ RDS Instance for data persistence.
The database CPU is often above 80% usage and 90% of I/O operations on the database are reads. To
improve performance you recently added a single-node Memcached ElastiCache Cluster to cache



frequent DB query results. In the next weeks the overall workload is expected to grow by 30%.
Do you need to change anything in the architecture to maintain the high availability or the application with
the anticipated additional load? Why?

A. Yes, you should deploy the Memcached ElastiCache Cluster with two nodes in the same AZ as the
RDS DB master instance to handle the load if one cache node fails.
B. Yes, you should deploy two Memcached ElastiCache Clusters in different AZs because the RDS
instance will not be able to handle the load if the cache node fails.
C. No, if the cache node fails the automated ElastiCache node recovery feature will prevent any
availability impact.
D. No, if the cache node fails you can always get the same data from the DB without having any
availability impact.

Answer: B

NEW QUESTION # 207 
A company has a single AWS master billing account, which is the root of the AWS Organizations hierarchy.
The company has multiple AWS accounts within this hierarchy, all organized into organization units (OUs).
More OUS and AWS accounts will continue to be created as other parts of the business migrate applications to AWS. These
business units may need to use different AWS services. The Security team is implementing the following requirements for all current
and future AWS accounts.
* Control policies must be applied across all accounts to prohibit AWS servers.
* Exceptions to the control policies are allowed based on valid use cases.
Which solution will meet these requirements with minimal optional overhead?

A. Use an SCP in Organizations to implement an allow list of AWS services. Apply this SCP at the root level. Remove the
default AWS managed SCP from the root level and all OU levels. For any specific exceptions for an OU, modify the SCP
attached to that OU, and add the required AWS services to the allow list.
B. Use an SCP in Organization to implement a deny list of AWS service. Apply this SCP at each OU level
. Leave the default AWS managed SCP at the root level For any specific executions for an OU, create a new SCP for that
OU.
C. Use an SCP In organizations to implement a deny list of AWS service. Apply this SCP at the root level and each OU.
Remove the default AWS managed SCP from the root level and all OU levels. For any specific exceptions, modify the SCP
attached to that OU, and add the required AWS required services to the allow list.
D. Use an SCP in Organizations to implement a deny list of AWS servers. Apply this SCP at the level. For any specific
exceptions for an OU, create a new SCP for that OU and add the required AWS services the allow list.

Answer: C

NEW QUESTION # 208
......
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