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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q88-Q93):

NEW QUESTION # 88
A malicious hacker wants to gather guest credentials on a hotel 802.11 network. Which of the following tools is the malicious hacker
going to use to gain access to information found on the hotel network?

A. Aircrak-ng
B. Nikto
C. Nessus

D. tcpdump

Answer: A
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NEW QUESTION # 89
An analyst is responding to an incident within a cloud infrastructure Based on the logs and traffic analysis, the analyst thinks a
container has been compromised Which of'the following should The analyst do FIRST?

A. Perform a root cause analysis on the container and the service logs

B. Isolate the container from production using a predefined policy template
C. Contact law enforcement to report the incident

D. Perform threat hunting in other areas of the cloud infrastructure

Answer: D

NEW QUESTION # 90
A security analyst working in the SOC recently discovered Balances m which hosts visited a specific set of domains and IPs and
became infected with malware. Which of the following is the MOST appropriate action to take in the situation?

e A implement an IPS signature for the malware and update the blacklisting for the associated domains and IPs

¢ B. Implement an IPS signature for the malware and a change request to the firewall setting to not allow traffic to and from the
IPs and domains

e C. Implement an IPS signature for the malware and another signature request to Nock all the associated domains and IPs

e D. Implement a change request to the firewall setting to not allow traffic to and from the IPs and domains

Answer: D

NEW QUESTION # 91

Ann, a user, reports to the security team that her browser began redirecting her to random sites while using her Windows laptop.
Ann further reports that the OS shows the C: drive is out of space despite having plenty of space recently. Ann claims she not
downloaded anything, The security team obtains the laptop and begins to investigate, noting the following;:

- File access auditing is turned off.

- When clearing up disk space to make the laptop finctional, files that appear to be cached web pages are immediately created in a
temporary directory, filling up the available drive space. All processes running appear to be legitimate processes for this user and
machine.

- Network traffic spikes when the space is cleared on the laptop.

- No browser is open.

Which of'the following initial actions and tools would provide the BEST approach to determining what is happening?

A. Review logins to the laptop, search Windows Event Viewer, and review Wireshark captures.

B. Performa hard power down of the laptop, take a dd image, and analyze with FTK.

C. Disable the network connection, check Sysinternals Process Explorer, and review netstat output.
D. Delete the temporary files, run an Nmap scan, and utilize Burp Suite.

Answer: C

NEW QUESTION # 92
A company was recently awarded several large government contracts and wants to determine its current risk fiom one specific APT.
Which of the following threat modeling methodologies would be the MOST appropriate to use during this analysis?

A. Diamond Model of Intrusion Analysis
B. Kill chain

C. Adversary capability

D. Attack vectors

E. Total attack surface

Answer: C
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