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FIRE #39

You are employed directly by an attorney to help investigate an alleged sexual harassment case at a large pharmaceutical
manufacturer. While at the corporate office of the company, the CEO demands to know the status of the investigation. What
prevents you from discussing the case with the CEO?

e A The attorney-work-product rule
e B. Trade secrets

e C.ISO 17799

e D. Good manners

BE: A

FIRE #40
During a forensic investigation into suspicious activities within an organization's AWS environment, the investigator uses Amazon
CloudWatch to adjust the storage duration of specific log data sets. This action is crucial for managing the lifespan of logs and
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ensuring that critical logs are preserved for further analysis during the investigation. Which feature of Amazon CloudWatch is the
investigator using in this scenario?

A. Searches and analyzes log data efficiently using CloudWatch Logs Insights.

B. Analyzes and monitors systens and applications through the log data.

C. Modifies retention policies for individual log groups.

D. Sets notification alerts for specific API activities for further investigation and troubleshooting.

ER:. C

i RELES B -

Under the CHFI v11 objectives related toCloud Forensicsand AWS Forensics, log preservation is a critical requirement for effective
investigation and legal admissibility. In Amazon Web Services,CloudWatch Logs retention policiesallow investigators to control how
long log data is stored before it is automatically deleted.

Modifying retention policies for individual log groups ensures that relevant forensic artifacts-such as authentication logs, API activity
records, and system events-remain available for analysis throughout the investigation lifecycle.

In this scenario, the investigator's goal is not to analyze or query logs immediately, but toextend or manage the lifespan of log dataso
that it is not lost due to default retention limits. This aligns precisely with the feature that allows investigators tomodify retention
policies for individual log groups. CHFI v11 highlights the importance of preserving cloud-based evidence early, as cloud logs may
be ephemeral and subject to automatic deletion if not properly configured.

Option A refers to general monitoring capabilities, while Option B focuses on querying and searching log data using Logs Insights-
both are analytical fnctions, not retention management. Option D involves alerting mechanisms and does not control log storage
duration.

The CHFI Exam Blueprint v4 explicitly includeslogs in AWS and cloud evidence acquisition, emphasizing retention configuration as a
key forensic readiness and investigation task, making Option C the correct and exam-aligned answer

i RE #41

A large multinational corporation, specializing in financial services, recently experienced a potential data breach that affected their
critical business systens. As part of the forensic investigation, the organization must quickly restore its servers, both fully and at a
granular level, to determine the extent of the breach and verify the integrity of sensitive financial data. The forensic team needs a
comprehensive and reliable tool that can perform full image-level backups of their servers, as well as allow for selective file and
folder restores in order to mvestigate individual systems and recover specific documents and configuration files. The tool should be
able to handle both physical and virtual environments efficiently, ensuring minimal downtime and accurate data recovery.

Given the organization's need for rapid and reliable recovery, the forensic team must choose a tool that can restore entire systems in
case of failure while also offering the flexibility to restore individual files or folders from the backup image. This capability is critical
for isolating the compromised systems and recovering vital business records that may have been affected by the breach. The
organization requires a solution that not only restores data but also provides the ability to maintain business continuity during the
nvestigation, ensuring that systens are up and running as quickly as possible while maintaining forensic integrity.

Which of'the following forensic tools would be best suited for this task?

A. Ezvid

B. Snagit

C. VMware vSphere Hypervisor
D. Macrium Reflect Server

ZE: D

fE R A -

This scenario directly aligns with CHFI v11 objectives underData Acquisition and DuplicationandDigital Forensic Imaging and
Recovery Tools. In large-scale enterprise investigations-especially within financial institutions-CHFI v11 emphasizes the importance
of tools that supportfull disk imaging, rapid system recovery, and granular restorationto ensure both forensic analysis and business
continuity.

Macrium Reflect Serveris specifically designed for server environments and supports full image-level backups, differential and
incremental imaging, and selective file and folder recovery from forensic images.

This allows investigators to restore entire systems to operational status quickly while simultaneously extracting specific files, logs, or
configuration data needed to assess breach impact and verify data integrity.

Importantly, Macrium Reflect supports both physical and virtual systems, making it suitable for complex enterprise infrastructures.
Snagit and Ezvid are multimedia screen-recording tools with no forensic or recovery capability, while VMware vSphere Hypervisor
is a virtualization platform rather than a forensic imaging or recovery solution.

CHFI vl11 stresses that appropriate tool selection is critical to preserving evidence integrity while minimizing operational downtime.



Therefore,Macrium Reflect Serveris the most suitable and CHFI-aligned tool for rapid, reliable, and forensically sound system and
data recovery in this scenario.

I #42

In a large software development company, an investigation conducted into an incident of source code theft. The initial investigation
hints at an insider being responsible. The inquiry should validate the breach, pinpoint the method of its execution and compile proof
that can stand up in court. Considering the case details and the goal of the inquiry, what investigative approach should be taken that
would serve best?

A. A criminal investigation, with the onus on law enforcement to prove guilt

B. An administrative investigation limited to identifying policy or protocol violations
C. A civil investigation focusing on mutual understanding between involved parties
D. A mix of civil and criminal investigations, taking the strengths from both

EX: D

i R #43

Harold is finishing up a report on a case of network intrusion, corporate spying, and embezzlement that he has been working on for
over six months. He is trying to find the right term to use in his report to describe network-enabled spying. What term should Harold
use?

A. Netspionage
B. Spynet

C. Spycrack

D. Hackspionage

ER: A
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