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63. Frage

An enployee was fired from his security analyst job due to misconduct. While leaving, he installed a Trojan server on his
workstation at 172.30.20.75. As an ethical hacker, you are asked to identify and connect to the Trojan server and explore available
files. Enter the name of the VBScript file located in the Pictures folder of the workstation. Hint: You can use one of the Ttojan client
applications available at "Z\CCT-Tools\CCT Module 01 Information SecurityThreats and Vulnerabilities\Remote Access Ttojans
(RAT)" of Attacker Machine- 1. (Practical Question)
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A. Recoil Wave
B. ReboundBlitz
C. EchoStrike
D. BOOm3rang

Antwort: C

Begrindung;

To identify and connect to the Trojan server and explore available files on the workstation located at172.30.20.75, follow these
steps:

* Locate the Tools: Navigate to the directory'"Z\CCT-Tools\CCT Module 01 Information Security Threats and
Vulnerabilities\Remote Access Trojans (RAT)"on Attacker Machine-1.

* Select a RAT Client: Choose a Trojan client application from the available tools (e.g., EchoStrike).

* Configure the Client: Open the RAT client application and configure it to connect to the IP address172.30.20.75.

* Establish Connection: Connect to the Trojan server. This typically involves entering the target [P address and any necessary
credentials or settings specific to the Trojan being used.

* Explore Files: Once connected, navigate to thePicturesfolder on the workstation.

* Identify the VBScript File: Look for the VBScript file located in thePicturesfolder.

Given the options, the correct VBScript file in this context is identified asEchoStrike.

References:

* EC-Council materials on RAT tools and their usage.

* Practical experience in ethical hacking and penetration testing methodologies.

64. Frage

A text file containing sensitive information about the organization has been leaked and modified to bring down the reputation of the
organization. As a safety measure, the organization did contain the MD5 hash of the original file. The file which has been leaked is
retained for examining the integrity. A file named "Sensitiveinfo.txt" along with OriginalFileHash. txt has been stored in a folder named
Hash in Documents of Attacker Machine- 1. Compare the hash value of the original file with the leaked file and state whether the file
has been modified or not by selecting yes or no.

e A No
e B. Yes

Antwort: B

65. Frage

Anderson, a security engineer, was Instructed to monitor all incoming and outgoing traffic on the organization's network to identify
any suspicious traffic. For this purpose, he employed an analysis technique using which he analyzed packet header fields such as [P
options, IP protocols, IP fragmentation flags, offset, and identification to check whether any fields are altered in transit.

Identify the type of attack signature analysis performed by Anderson in the above scenario.

A. Composite-signature-based analysis
B. Atomic-signature-based analysis
C. Content-based signature analysis
D. Context-based signature analysis

Antwort: C

Begrindung;

Content-based signature analysis is the type of attack signature analysis performed by Anderson in the above scenario. Content-
based signature analysis is a technique that analyzes packet header fields such as IP options, IP protocols, IP fragmentation flags,
offset, and identification to check whether any fields are altered in transit.

Content-based signature analysis can help detect attacks that manipulate packet headers to evade detection or exploit vulnerabilities
. Context-based signature analysis is a technique that analyzes packet payloads such as application data or commands to check
whether they match any known attack patterns or signatures.

Atomic-signature-based analysis is a technique that analyzes individual packets to check whether they match any known attack
patterns or signatures. Composite-signature-based analysis is a technique that analyzes multiple packets or sessions to check
whether they match any known attack patterns or signatures.



66. Frage

The SOC department in a multinational organization has collected logs of a security event as

"Windows.events.evtx". Study the Audit Failure logs in the event log file located in the Documents folder of the "Attacker Maehine-
1" and determine the IP address of the attacker. (Note: The event ID of Audit failure logs is 4625.)

A. 10.10.1.19
B. 10.10.1.10
C. 10.10.1.16
D. 10.10.1.12

Antwort: C

Begrindung;

The IP address of the attacker is 10.10.1.16. This can be verified by analyzing the Windows.events.evtx file using a tool such as
Event Viewer or Log Parser. The file contains several Audit Failure logs with event ID 4625, which indicate failed logon attempts to
the system.

The logs show that the source network address of the failed logon attempts is 10.10.1.16, which is the IP address of the attacker.

67. Frage

A company decided to implement the cloud infrastructure within its corporate firewall 10 secure sensitive data from external access.
The company invested heavily in creating a cloud architecture within its premises to manage full control over its corporate dat a.
Which of the following types of cloud deployment models did the company implement in this scenario?

A. Community cloud
B. Mutti cloud

C. Public cloud
D. Private cloud

Antwort: D

Begrindung;

Private cloud is the type of cloud deployment model that the company implemented in this scenario. Cloud computing is a model that
provides on-demand access to shared and scalable computing resources, such as servers, storage, networks, applications, etc., over
the internet or a network. Cloud computing can have different types based on its service or deployment model. A cloud deployment
model defines how and where the cloud mfrastructure and services are hosted and accessed . A cloud deployment model can have
different types, such as public cloud, private cloud, hybrid cloud, community cloud, etc. A private cloud is a type of cloud
deployment model that provides exclusive access to cloud infrastructure and services to a single organization or entity . A private
cloud can be hosted within or outside the organization's premises and managed by the organization or a third-party provider . A
private cloud can be used to secure sensitive data from external access and maintain full control over the corporate data . In the
scenario, the company decided to implement the cloud infrastructure within its corporate firewall to secure sensitive data from
external access. The company invested heavily in creating a cloud architecture within its premises to manage full control over its
corporate data. This means that the company implemented a private cloud for this purpose. A multi-cloud is not a type of cloud
deployment model, but a term that describes a strategy that uses muiltiple public or private clouds from different providers for
different purposes or functions . A public cloud is a type of cloud deployment model that provides open access to cloud
mfrastructure and services to multiple organizations or entities over the internet . A public cloud can be hosted and managed by a
third-party provider that owns and operates the cloud infrastructure and services . A community cloud is a type of cloud deployment
model that provides shared access to cloud infrastructure and services to multiple organizations or entities that have common
terests or goals
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