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A #117
Which plane in a network architecture is responsible for controlling all administrative actions?

A. Data plane

B. Application plane
C. Management plane
D. Forwarding plane

Ef#: C

TR

The Management plane in a network architecture is responsible for controlling all administrative actions, including configuration,
management, monitoring, and maintenance of network devices and services. It provides the interface for administrators to interact
with the network, perform system management tasks, and enforce policies.

The management plane typically includes functions such as:

* Configuration management

* Monitoring and logging

* Administrative access control

* Policy enforcement

In the context of cloud environments, the management plane also includes APIs and web-based consoles that allow administrators to
manage virtual resources. Due to its critical role in controlling network and system settings, securing the management plane is of
utmost importance to prevent unauthorized access and potential control over the entire network infrastructure.

‘Why Other Options Are Incorrect:

* A. Forwarding plane: Responsible for the actual forwarding of data packets through the network based on predefined rules. It
does not handle administrative finctions.

* C. Data plane: Responsible for data transmission and the forwarding of packets through the network but does not involve
management tasks.

* D. Application plane: This is not a commonly used term in network architecture, and it generally refers to application-specific
functions rather than network admnistration.

References:

CSA Security Guidance v4.0, Domain 6: Management Plane and Business Continuity Cloud Computing Security Risk Assessment
(ENISA) - Management Interface Compromise Cloud Controls Matrix (CCM) v3.0.1 - IAM Domain

R #118
What key activities are part of the preparation phase i incident response planning?

A. Developing malware analysis procedures and penetration testing

B. Implementing encryption and access controls

C. Establishing a response process, training, communication plans, and infrastructure evaluations
D. Creating incident reports and post-incident reviews

EfE: C

AR :

The preparation phase in incident response planning involves activities that set the foundation for a successful response to potential
security incidents. These activities typically include:

Establishing a response process: Defining clear procedures for how incidents will be detected, analyzed, and mitigated.

Training: Ensuring that all relevant personnel are trained on their roles and responsibilities during an incident.

Communication plans: Creating communication protocols to ensure that all stakeholders are informed during an incident.
Infrastructure evaluations: Assessing the existing security infrastructure to ensure it is capable of supporting incident response efforts.
Implementing encryption and access controls is important for security but is not specifically part of the preparation phase for incident
response. Creating incident reports and post-incident reviews s typically part of the post-incident phase, after the response is
conpleted. Developing malware analysis procedures and penetration testing is more related to ongoing security operations and
testing rather than the preparation phase of incident response.

ZHMR#119



What is true of searching data across cloud environments?

A. All cloud-hosted email accounts are easily searchable.

B. You might not have the ability or administrative rights to search or access all hosted data.

C. The cloud provider must conduct the search with the full administrative controls.

D. Search and discovery time is always factored into a contract between the consumer and provider.
E. You can easily search across your environment using any E-Discovery tool.

IEf#: B

HM #120
‘When comparing different Cloud Service Providers (CSPs), what should a cybersecurity professional be mindful of regarding their
organizational structures?

e A. AllCSPs use the same organizational structure and terminology

¢ B. Different CSPs may have similar structures but use varying terminology

¢ C. Terminology difference in CSPs does not affect cybersecurity practices.

e D. CSPs have vastly different organizational structures and identical terminology

Ef#: B

A -

‘When comparing different Cloud Service Providers (CSPs), it is important to recognize that while they may have similar
organizational structures - such as divisions for security, compliance, and support - they often use varying termmology to describe
their services, roles, and responsibilities. Understanding these differences is crucial for cybersecurity professionals to ensure proper
alignment of security practices, controls, and policies across different cloud platforms.

CSPs typically have variations in organizational structure and terminology. While the structure can vary, it is not usually "vastly"
different in terms of core functions. Differences in terminology can have implications for understanding security roles, policies, and
practices, affecting how cybersecurity tasks are performed.

R #121
How does artificial intelligence pose both opportunities and risks in cloud security?

¢ A. Al enhances security without any adverse implications

¢ B. Al is only beneficial in data management, not security

e C. Al enhances detection mechanisims but could be exploited for sophisticated attacks
e D. Al mamly reduces manual work with no significant security impacts

Ef#: C

L2
While Al improves threat detection, it also introduces risks as attackers can use it to develop advanced attack methods.
Organizations must balance these risks. Reference: [CCSK Study Guide, Domain 12 - Al and Security]

B #122
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