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GIAC Certified Incident Handler Sample Questions (Q193-Q198):

NEW QUESTION # 193

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He has successfully completed the following steps of the pre-attack phase:

* Information gathering

* Determining network range

* Jdentifying active machines

* Finding open ports and applications

* OS fingerprinting

* Fingerprinting services

Now John wants to perform network mapping of the We-are-secure network. Which of the following tools can he use
to accomplish his task?

Each correct answer represents a complete solution. Choose all that apply.
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A. Ettercap
B. Cheops
C. Traceroute
D. NeoTrace

Answer: B,C,D

NEW QUESTION # 194
Fill in the blank with the appropriate name of the rootkit.
A rootkit uses device or platform firmware to create a persistent malware image.

Answer:

Explanation:
firmware

NEW QUESTION # 195
Which of the following commands is used to access Windows resources from Linux workstation?

A scp

B. mutt

C. rsync

D. smbclient

Answer: D

NEW QUESTION # 196
A user is sending a large number of protocol packets to a network in order to saturate its resources and to disrupt connections to
prevent communications between services. Which type of attack is this?

A. Vulnerability attack

B. Impersonation attack

C. Denial-of-Service attack
D. Social Engneering attack

Answer: C

NEW QUESTION # 197
Which of'the following strategies allows a user to limit access according to unique hardware information supplied by a
potential client?

A. Extensible Authentication Protocol (EAP)
B. MAC address filtering

C. Wireless Transport Layer Security (WTLS)
D. WEP

Answer: B

NEW QUESTION # 198
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