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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q83-Q88):
NEW QUESTION # 83 
Task: Modify Anti-Bot to monitor C&C traffic only without blocking it.

Answer:

Explanation:
See the Explanation.Explanation:
1- Open the custom profile in SmartConsole.
2- Under Anti-Bot, change all threat confidence levels to Detect.
3- Disable "Prevent" settings temporarily for testing.
4- Save the profile and apply to a staging policy rule.
5- Verify logs show detections without blocks.

NEW QUESTION # 84 
Task: Update Anti-Bot and Anti-Virus signatures manually.

Answer:

Explanation:
See the Explanation.Explanation:
1- SSH into the Gateway.
2- Run: avsu_client to trigger the signature update.
3- Monitor: /opt/CPsuite-R81/fw1/log/antivirus_update.elg.
4- On SmartConsole, go to Gateways > Threat Prevention tab to verify update timestamp.
5- Confirm new signatures are downloaded and applied.

NEW QUESTION # 85 
Task: Check if IPS blade is inspecting encrypted traffic.

Answer:

Explanation:
See the Explanation.Explanation:
1- Confirm HTTPS Inspection is enabled on the gateway.
2- Navigate to Threat Prevention > Protections.
3- Check protections related to SSL/TLS.
4- Confirm visibility of SSL payloads in logs.
5- Use HTTPS test traffic and review detection.

NEW QUESTION # 86 
Task: Exclude IP ranges in custom profile by associating a Threat Prevention exception rule.

Answer:

Explanation:
See the Explanation.Explanation:
1- Go to Threat Prevention > Policy.
2- Add top rule: Source = IP Range to be excluded.
3- Assign a profile with minimal protections or disabled blades.
4- Place before general rules.
5- Confirm policy flow and matching logs.



NEW QUESTION # 87 
Task: Roll back IPS protections to a previous version.

Answer:

Explanation:
See the Explanation.Explanation:
1- Go to Threat Prevention > Updates.
2- Click "View Versions" under IPS.
3- Select an older version and click "Install."
4- Monitor status and confirm with ips stat.
5- Document rollback for audit purposes.

NEW QUESTION # 88
......
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