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o Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
delves nto configuring web filtering, application control, and the intrusion prevention system (IPS) in an
enterprise network.

FH1

=x 2 ¢ Central management: The topic of Central management covers implementing central management.
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¢ VPN: Implementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
FH 3 implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.

¢ Routing: It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
=M 4 route enterprise traffic.

o System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.
=5 Furthermore, it delves into configuring various operation modes for an HA cluster.
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EE #36
After enabling IPS you receive feedback about traffic being dropped.
What could be the reason?

A. Fail-open is set to disable

B. Np-accel-mode is set to enable
C. IPS is configured to monitor

D. Traffic-submit is set to disable

e A

ME:

Fail-open is a feature that allows traffic to pass through the IPS sensor without inspection when the sensor fails or is overloaded. If
fail-open is set to disable, traffic will be dropped in such scenarios1. References:

=IPS | FortiGate / FortiOS 7.2.3 - Fortinet Documentation

When IPS (Intrusion Prevention System) is configured, iffail-openis set to disable, it means that if the IPS engmne fails, traffic will not
be allowed to pass through, which can result in traffic being dropped (D). This is in contrast to a fail-open setting, which would allow
traffic to bypass the IPS engine if it is not operational.

HEE #37
Which statement about network processor (NP) offloading is true?

A. The NP provides IPS signature matching,

B. The NP checks the session key or IPSec SA.

C. For TCP traffic, FortiGate CPU offloads the first packets of SYN/ACK and ACK ofthe three-way handshake to NP.
D. You can disable the NP for each firewall policy using the command np-acceleration set to loose.

: B

o2
m

EE #38
Which statement about the designated router (DR) and backup designated router (BDR) in an OSPF muilti-access network is true?

e A. Non-DR and non-BDR routers form full adjacencies to DR only.
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e B. Only the DR receives link state information from non-DR routers.
¢ C. Non-DR and non-BDR routers send link state updates and acknowledgements to 224.0.0.6.
e D. FortiGate first checks the OSPF ID to elect a DR.

HE. C

ME.

On the broadcast network, all routers that are NOT a DR or BDR are called DROTHER.
DROTHER will send their link state updates and LSAck to the AllDRouter address, 224.0.0.6.
https://community.cisco.convtS/switching/dr-bdr-ospf/td-p/2010995

EE #39
What is true about the Fitter override option in the application control profile?

A. Helps to configure actions for predefined categories

B. Helps to view the application control signatures for a specific category

C. Helps to categorize applications based on behavior risk or on technology
D. Helps to control specific signature and applications

He: C

EE #40
Examine the output of the 'get router info ospf interface' command shown in the exhibit; then answer the question below.

$ get router info ospf interface portd
port4 is up, line protocel is up
Internet Address 172.20.121.236/24, Area 0.0.0/0% 'MTU 1500
Process ID 0, Router ID 0.0.0.4, Network Typé BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DROther, PBriority 1
Dasignated Router (ID) 172.20.140.2, Jnterface Addraess 172.20.121.2
Backup Designated Router (ID) 0.0.04lj Interface Address
172.20.121.239

Timer intervals configured, Hello 10.000, Dead 40, Wait 40, Retransmit
5

Hello due in 00:00:05
Neighbor Count is 4y "Adjacent neighbor count is 2
Crypt Seguence Number is 411
Hello received 106, sent 27, DD received 7 sent 9
LS-Reg received 2 sent 2, LS-Upd received 7 sent 5
LS-Ack received 4 sent 3, Discarded 1

Which statements are true regarding the above output? (Choose two.)

A. Two OSPF routers are down in the port4 network.

B. The local FortiGate has been elected as the OSPF backup designated router
C. There are at least 5 OSPF routers connected to the port4 network.

D. The port4 interface is connected to the OSPF backbone area.

dd: CD

Y.

On BROADCAST network there are 4 neighbors, among which 1*DR +1*BDR. So our FG has 4 neighbors, but create adjacency
only with 2 (with DR and BDR). 2 neighbors DRother (not down).

EE #41
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