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P& #25

An administrator is building a VPC... VPC CIDR: 10.10.0.0/16 Subnet CIDR: 10.10.10.0/24 "Ext Net Ext" (NAT):
192.168.1.0/24 "Ext Net Internal" (Routed): 172.16.1.0/24 The on-premises application server has an IP address of
172.16.2.50/24. A VM (10.10.10.100) in the VPC Subnet can reach the internet but cannot reach the on-premises server. Which
static route needs to be added to the VPC route table to resolve this?

A. Destination prefix: 172.16.2.0/24, Next-Hop: Ext Net Internal
B. Destination prefix: 192.168.1.0/24 Next-Hop: Ext Net Ext

C. Destination Prefix: 10.10.0.0/16, Next-Hop: Ext Net Internal
D. Destination prefix: 172.16.2.0/24, Next-Hop: Ext Net Ext

BER: A
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The most professional way to evaluate this question is to map the symptom to the Nutanix feature responsible for that finction rather
than reacting to secondary details in the prompt. The correct response is D, meaning

"Destination prefix: 172.16.2.0/24, Next-Hop: Ext Net Internal”. The winning option is the one tied to the native Nutanix object or
control that governs the outcome described in the scenario. Operationally, Flow Virtual Networking should be checked from the
control plane outward: gateway health, peering state, route advertisement, ERP coverage, external path, and MTU when
encapsulation is involved.

Seen froma design perspective, the correct answer is the least ambiguous and most supportable implementation path inside Prism
Central and AHV. Notice that A is not appropriate because NAT changes addressing behavior and does not solve the routing or
policy condition described in the scenario. B is not appropriate because NAT changes addressing behavior and does not solve the
routing or policy condition described in the scenario. Seen operationally, the correct response is the least disruptive and most
deterministic one. It changes the exact Nutanix setting that governs the outcome instead of introducing workarounds elsewhere in the
stack.

i =8 #26
An admmnistrator is responsible for managing user access to a Nutanix cluster... configure custom user roles...
What is the first step in configuring and managing user roles for a Nutanix cluster?

A. Create the requisite Authorization Polices from custom or built-in roles.

B. Modify the administrator role to restrict access to critical system finctions.

C. Disable default roles and create new roles for each team.

D. Create the requisite Custom Roles from custom or built-in Authorization Polices.

ER: A
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Froma Nutanix exam perspective, this question is really testing whether the administrator understands the control point that actually
governs the behavior shown in the scenario. The correct response is A, meaning

"Create the requisite Authorization Polices from custom or built-in roles.". The winning option is the one tied to the native Nutanix
object or control that governs the outcome described in the scenario. This is a Flow policy design question, so categories, secured
entities, rule direction, policy mode, and policy precedence matter more than simple TP connectivity assumptions. By contrast, B
does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the outcome here.
C does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the outcome
here. The key takeaway is that Flow is intentionally modular. Networking objects determine reachability, security objects determine
pernission, and lifecycle steps determine supportability. Mixing those layers usually produces the distractor answers. A strong exam
habit is to ask which Nutanix construct would have to change for the symptom or requirement to change. That mental shortcut
usually separates.
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Before creating a new Application Security Policy in Prism Central, what prerequisite must exist?

A. A category key/value pair must be defined for use in the policy.

B. The Network Controller must be deployed on each cluster in the policy's scope.
C. Flow Network Security must be enabled on all registered clusters.

D. Targeted VMs must have category assignments.



ZE: D
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This temis best solved by thinking like an operator in Prism Central: first identify whether the problem is design, control-plane state,
or policy logic, then pick the option tied to that layer. The correct response is C, meaning '"Targeted VMs must have category
assignments.". The Network Controller supplies the control- plane services required for Flow Virtual Networking. Without it, Prism
Central cannot build and manage overlays, gateways, and related virtual networking constructs consistently across the cluster. In
lifecycle terms, Nutanix expects administrators to respect prerequisites, compatibility, and dependency order before enabling or
upgrading Flow-related services. By contrast, A sounds plausible, but it does not align with the specific Flow policy object or
precedence rule that controls this case. B does not fit because it targets a different layer of the Nutanix networking and security stack
than the one causing the outcome here. The key takeaway is that Flow is intentionally modular. Networking objects determine
reachability, security objects determine permission, and lifecycle steps determine supportability. Mixing those layers usually produces
the distractor answers. A strong exam habit is to ask which Nutanix construct would have to change for the symptom or requirement
to change. That mental.

i =8 #28

During a security review, the administrator confirms that the existing security policy does not explicitly allow traffic from Environment:
Development to Environment: Production. A VM in the Development category was still able to reach a Production VM over IPv6.
What is the most likely cause of this behavior?

A. The policy was misconfigured and allowed all Layer 2 broadcast traffic.

B. The Allow All IPv6 option in the policy was selected.

C. The VM was using a static IPv6 address.

D. An isolation policy was incorrectly applied instead of an application policy.

ZX: B
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Froma Nutanix exam perspective, this question is really testing whether the administrator understands the control point that actually
governs the behavior shown in the scenario. The correct response is B, meaning

"The Allow All IPv6 option in the policy was selected.”. An Isolation Policy is built to stop commumication between defined groups.
Unlike an application policy, it is intended to create a hard boundary, making it the correct choice when the requirement is "no traffic
between these entities." Application Policies are the most appropriate way to model legitimate workload communication in a tiered
application. They allow administrators to express which sources, destinations, and services are required instead of relying on broad
network access. This is a Flow policy design question, so categories, secured entities, rule direction, policy mode, and policy
precedence matter more than simple IP connectivity assumptions. Seen from a design perspective, the correct answer is the least
ambiguous and most supportable implementation path inside Prism Central and AHV. Notice that A sounds plausible, but it does not
align with the specific Flow policy object or precedence rule that controls this case. C sounds plausible, but it does not align with the
specific.

FIRE #29
An administrator has two user VPCs connected via a Transit VPC. Routing works for most subnets, but one overlay subnet cannot
reach external networks. What is the most probable cause?

A. Floating IP not assigned to the gateway

B. Incorrect ASN in the BGP configuration in the Transit VPC

C. Mismatch in ERP configuration in user and Transit VPC

D. DHCP configuration is disabled on the overlay subnet in the user VPC

ZER: C

f R A -

‘What makes this a strong certification question is that several answers look technically related, but only one aligns with the exact
behavior of Flow networking or Flow security. The correct response is B, meaning

"Mismatch in ERP configuration in user and Transit VPC". A Floating IP is the normal mechanism for exposing a workload in an
overlay-backed VPC to external clients. It preserves internal VM addressing while publishing a reachable external address through
the VPC's north-south path. Externally Routable Prefixes determmne which overlay prefixes are advertised beyond the VPC. If the
ERP does not cover the workload subnet, upstream devices never learn a valid return path, even when the local VPC appears
healthy.



Operationally, Flow Virtual Networking should be checked from the control plane outward: gateway health, peering state, route
advertisement, ERP coverage, external path, and MTU when encapsulation is involved.

By contrast, A does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the
outcome here. C addresses exposure of a single VM, not the broader routing or security behavior under discussion. Seen
operationally, the correct response is the least disruptive and most deterministic.
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