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Topic Details

¢ Fundamental concepts and definitions of NIS 2 Directive: This section of the exam measures the skills of
Cybersecurity Professionals and I'T Managers and covers the basic concepts and definitions related to the

Topic 1 NIS 2 Directive. Candidates gain understanding of the directive’s scope, objectives, key terms, and

foundational requirements essential to lead implementation efforts effectively within organizations.

o Cybersecurity roles and responsibilities and risk management: This section measures the expertise of

Security Leaders and Risk Managers in defining and managing cybersecurity roles and responsibilities. It
Topic 2 also covers comprehensive risk management processes, including identifying, assessing, and mitigating
cybersecurity risks in line with NIS 2 requirements.

¢ Testing and monitoring of a cybersecurity program: This domain assesses the abilities of Security Auditors

and Conpliance Officers in testing and monitoring the effectiveness of cybersecurity programs. Candidates
Topic 3 learn to design and conduct audits, continuous monitoring, performance measurement, and apply continual
improvement practices to maintain NIS 2 Directive compliance.

¢ Planning of NIS 2 Directive requirements implementation: This domain targets Project Managers and

Implementation Specialists focusing on how to initiate and plan the rollout of NIS 2 Directive requirements.
Topic 4 It includes using best practices and methodologies to align organizational processes and cybersecurity
programs with the directive’s mandates.

PECB Certified NIS 2 Directive Lead Implementer Sample Questions (Q36-
Q41):

NEW QUESTION # 36

Scenario 7:CleanHydro is a forward-thinking company operating in the wastewater industry. Based in Stockholm, Sweden, the
company is dedicated to revolutionizing wastewater treatment processes using advanced automated technology aiming to reduce
environmental impact.

Recognizing the paramount importance of robust cybersecurity measures to protect its advanced technologies, CleanHydro is
commiitted to ensuring compliance with the NIS 2 Directive. In line with this commitment, the company has initiated a comprehensive
employee training program. To do so, the company adheres to Sweden's national cybersecurity strategy, which includes objectives,
governance frameworks to guide strategy implementation and define roles and responsibilities at the national level, risk assessment
mechanism, incident preparedness measures, a list of involved authorities and stakeholders, and coordination policies.

In addition, CleanHydro engaged GuardSecurity, an external cybersecurity consultancy firm, to evaluate and potentially improve the
cybersecurity infrastructure of the company to ensure compliance with the NIS 2 Directive. GuardSecurity focused on strengthening
the risk management process of the company.

The company started determining competence development needs by considering competence levels, comparing them with required
competence levels, and then prioritizing actions to address competence gaps found based on risk-based thinking, Based on this
determination, the company planned the competence development activities and defined the competence development program type
and structure. To provide the training and awareness programs, the company contracted CyberSafe, a reputable training provider, to
provide the necessary resources, such as relevant documentation or tools for effective training delivery. The company's top
management convened a meeting to establish a comprehensive cybersecurity awareness training policy. It was decided that
cybersecurity awareness training sessions would be conducted twice during the onboarding process for new enmployee to instill a
culture of cybersecurity from the outset and following a cybersecurity incident.

In line with the NIS 2 compliance requirements, CleanHydro acknowledges the importance of engaging in communication with
communities consisting of other essential and important entities. These communities are formed based on industry sectors, critical
infrastructure sectors, or other relevant classifications. The company recognizes that this communication is vital for sharing and
receiving crucial cybersecurity information that contributes to the overall security of wastewater management operations.

When developing its cybersecurity communication strategy and setting objectives, CleanHydto engaged with interested parties,
ncluding employees, suppliers, and service providers, to understand their concerns and gain insights. Additionally, the company
identified potential stakeholders who has expressed interest in its activities, products, and services. These activities aimed to
contribute to the achieverment of the overall objectives of its cybersecurity communication strategy, ensuring that it effectively
addressed the needs of all relevant parties.

Does CleanHydro's approach for conducting cybersecurity awareness training sessions at specific times align with best practices?
Refer to scenario 7.

® A Yes, onboarding and post-incident awareness training sessions are in alignment with best practices
¢ B. No, according to best practices, there are three crucial moments for delivering cybersecurity awareness training;:



onboarding, post-incident, and continuous training
¢ (. No, according to best practices, cybersecurity awareness training should only be conducted annually for all employees

Answer: A

NEW QUESTION # 37
Which of'the following is responsible for handling incidents and managing sensitive data processing?

e A, Member States
e B. CSIRTs
e C. EU-CyCLONe

Answer: B

NEW QUESTION # 38
What is the role of a sponsoring senior executive in the supply chain risk management approach?

¢ A To allocate resources and support SCRM initiative's advancement
¢ B. To diversify suppliers, securing backup options to ensure a steady supply of essential products or services
e C. To identify vital suppliers by referencing BIA results for msights

Answer: A

NEW QUESTION # 39

Scenario 7:CleanHydro is a forward-thinking company operating in the wastewater industry. Based in Stockholm, Sweden, the
company is dedicated to revolutionizing wastewater treatment processes using advanced automated technology aiming to reduce
environmental impact.

Recognizing the paramount importance of robust cybersecurity measures to protect its advanced technologies, CleanHydro is
commiitted to ensuring compliance with the NIS 2 Directive. In Iine with this commitment, the company has initiated a comprehensive
employee training program. To do so, the company adheres to Sweden's national cybersecurity strategy, which includes objectives,
governance frameworks to guide strategy implementation and define roles and responsibilities at the national level, risk assessment
mechanism, incident preparedness measures, a list of involved authorities and stakeholders, and coordination policies.

In addition, CleanHydro engaged GuardSecurity, an external cybersecurity consultancy firm, to evaluate and potentially improve the
cybersecurity infrastructure of the company to ensure compliance with the NIS 2 Directive. GuardSecurity focused on strengthening
the risk management process of the company.

The company started determining competence development needs by considering competence levels, comparing them with required
competence levels, and then prioritizing actions to address competence gaps found based on risk-based thinking, Based on this
determination, the company planned the competence development activities and defined the competence development program type
and structure. To provide the training and awareness programs, the company contracted CyberSafe, a reputable training provider, to
provide the necessary resources, such as relevant documentation or tools for effective training delivery. The company's top
management convened a meeting to establish a comprehensive cybersecurity awareness training policy. It was decided that
cybersecurity awareness training sessions would be conducted twice during the onboarding process for new employee to instill a
culture of cybersecurity from the outset and following a cybersecurity incident.

In line with the NIS 2 compliance requirements, CleanHydro acknowledges the importance of engaging in communication with
communities consisting of other essential and important entities. These communities are formed based on industry sectors, critical
ifrastructure sectors, or other relevant classifications. The company recognizes that this communication is vital for sharing and
receiving crucial cybersecurity information that contributes to the overall security of wastewater management operations.

When developing its cybersecurity communication strategy and setting objectives, CleanHydto engaged with interested parties,
including employees, suppliers, and service providers, to understand their concerns and gain insights. Additionally, the company
identified potential stakeholders who has expressed interest in its activities, products, and services. These activities aimed to
contribute to the achieverment of the overall objectives of its cybersecurity communication strategy, ensuring that it effectively
addressed the needs of all relevant parties.

Based on scenario 7, why did the company undertake the mentioned activities when developing its cybersecurity communication

strategy?

e A To streamline inter-organizational communication and reduce redundancies
e B. To establish a one-way communication channel for cybersecurity updates



¢ C. To enhance knowledge, influence opinions and perceptions, and achieve communication objectives

Answer: C

NEW QUESTION # 40
On which of the following critical areas does an organization focus when it promotes a culture of awareness and conducts
comprehensive training sessions?

e A. Cyber strategy and governance
¢ B. Detection and response
¢ C. Infrastructure and application security

Answer: A

NEW QUESTION # 41
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