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that requires as little as a two-week time to get ready the entire CCSK Certification syllabus.

It's critical to have mobile access to Cloud Security Alliance practice questions in the fast-paced world of today. All smart devices
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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) Sample Questions (Q10-Q15):
NEW QUESTION # 10 
Where does the encryption engine and key reside when doing file-level encryption?

A. On the instance attached to the system
B. Encryption engine resides on the server and keys on the client side
C. On the KMS attached to the system
D. On the client side

Answer: A

Explanation:
File-level encryption: Database servers typically reside on volume storage. For this deployment, you are encrypting the volume or
folder of the database, with the encryption engine and keys residing on the instances attached to the volume.
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External file system encryption protects from media theft, lost backups, and external attack but does not protect against attacks with
access to the application layer, the instances 0S, or the data

NEW QUESTION # 11 
CCM: A hypothetical start-up company called "ABC" provides a cloud based IT management solution. They are growing rapidly
and therefore need to put controls in place in order to manage any changes in their production environment. Which of the following
Change Control & Configuration Management production environment specific control should they implement in this scenario?

A. None of the above
B. Policies and procedures shall be established, and supporting business processes and technical measures implemented, to
restrict the installation of unauthorized software on organizationally-owned or managed user end-point devices (e.g. issued
workstations, laptops, and mobile devices) and IT infrastructure network and systems components.
C. Policies and procedures shall be established for managing the risks associated with applying changes to business-critical or
customer (tenant)-impacting (physical and virtual) applications and system- system interface (API) designs and configurations,
infrastructure network and systems components.
D. All cloud-based services used by the company's mobile devices or BYOD shall be pre-approved for usage and the
storage of company business data.

Answer: C

NEW QUESTION # 12 
Which two key capabilities are required for technology to be considered cloud computing?

A. Abstraction and resource pooling
B. Virtualization and multi-tenancy
C. Multi-tenancy and isolation
D. Abstraction and orchestration

Answer: A

Explanation:
The CCSK v5.0 Study Guide defines cloud computing based on the NIST SP 800-145 definition, which outlines five essential
characteristics: on-demand self-service, broad network access, resource pooling, rapid elasticity, and measured service. Two key
capabilities that underpin these characteristics areabstractionandresource pooling.
Abstractionrefers to the virtualization layer that hides the underlying physical infrastructure, allowing users to interact with resources
(e.g., compute, storage, networking) without needing to manage the hardware directly.
Resource poolingenables the provider's computing resources to be pooled to serve multiple consumers using a multi-tenant model,
with resources dynamically assigned and reassigned based on demand.
From theCCSK v5.0 Study Guide, Domain 1 (Cloud Computing Concepts and Architectures), Section 1.2:
"Cloud computing relies on abstraction to simplify the user experience and resource pooling to efficiently allocate resources across
multiple tenants. Resource pooling is a defining characteristic, where the provider's computing resources are pooled to serve multiple
consumers, with different physical and virtual resources dynamically assigned and reassigned according to consumer demand."
Option B correctly identifiesabstraction and resource poolingas the two key capabilities.
Option A (Abstraction and orchestration) is incorrect because orchestration, while important for automation, is not a defining
characteristic of cloud computing.
Option C (Multi-tenancy and isolation) is incorrect because, while multi-tenancy is a feature of resource pooling, isolation is a
security mechanism, not a core capability of cloud computing.
Option D (Virtualization and multi-tenancy) is incorrect because virtualization is a technology that enables abstraction, but multi-
tenancy alone is not sufficient to define cloud computing.
References:
CCSK v5.0 Study Guide, Domain 1, Section 1.2: Cloud Computing Definitions and Characteristics.
NIST SP 800-145: The NIST Definition of Cloud Computing.

NEW QUESTION # 13 
Whose responsibility is to maintain Data Loss Prevention mechanisms in SaaS(Software as a Service) model ?

A. Cloud Customer



B. Cloud Service provider
C. Cloud Access Security Broker
D. Cloud Carrier

Answer: B

Explanation:
Although clouds customer is legally responsible for data that he stores on the cloud but Cloud Service Provider has to maintain data
loss prevention mechanisms

NEW QUESTION # 14 
What is known as a code execution environment running within an operating system that shares and uses the resources of the
operating system?

A. Abstraction
B. Pod
C. Virtual machine
D. Platform-based Workload
E. Container

Answer: E

NEW QUESTION # 15
......
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