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Zertifizierungsprüfung von Pass4Test zur Pass4Test benutzen, geben wir Ihnen eine 100%-Pass-Garantie. Sonst erstatteten wir
Ihnen die gammte Summe zurück, um Ihre Interessen zu schützen. Unser Pass4Test ist ganz zuverlässig.

WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Digital-
Forensics-in-Cybersecurity Prüfungsfragen mit Lösungen (Q31-Q36):
31. Frage 
Which principle of evidence collection states that access to evidence must be tracked from the time it is seized through its use in
court?

A. Chain of custody
B. Evidence record
C. Audit log
D. Event log

Antwort: A

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
The Chain of Custody (CoC) is the documented and unbroken transfer record of evidence handling, from seizure to presentation in
court. It ensures that the evidence has been preserved, controlled, and protected from tampering or alteration.
* Evidence record documents evidence details but is less formal than CoC.
* Event log and audit log are system-generated records and do not replace the formal CoC.
* CoC is a fundamental forensic principle as outlined by NIST SP 800-86 and the Scientific Working Group on Digital Evidence
(SWGDE) best practices, ensuring evidence admissibility and reliability in legal proceedings.

32. Frage 
The following line of code is an example of how to make a forensic copy of a suspect drive:
dd if=/dev/mem of=/evidence/image.memory1
Which operating system should be used to run this command?

A. MacOS
B. Unix
C. Linux
D. Windows

Antwort: C

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
The 'dd' command is a Unix/Linux utility used to perform low-level copying of data, including forensic imaging. It allows bit-for-bit
copying of drives or memory, making it a common tool in Linux-based forensic environments.
* Windows does not natively support 'dd'; similar imaging tools are used there.
* The command syntax and file paths indicate Linux/Unix usage.
Reference:Digital forensics training and NIST SP 800-101 mention 'dd' as a reliable imaging tool in Linux forensic workflows.

33. Frage 
Which information is included in an email header?

A. Content-Type
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B. Message-Digest
C. Number of pages
D. Sender's MAC address

Antwort: A

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
An email header contains metadata about the email including sender, receiver, routing information, and content details. TheContent-
Typeheader specifies the media type of the email body (e.g., text/plain, text/html, multipart/mixed), indicating how the email content
should be interpreted.
* Sender's MAC address is not typically included in email headers.
* Number of pages is not relevant to email metadata.
* Message-Digest is a term related to cryptographic hashes but is not a standard email header field.
Reference:RFC 5322 and forensic email analysis references outline that email headers contain fields likeContent-Typedescribing the
format of the message content, essential for proper parsing and forensic examination.

34. Frage 
Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

A. BOOTMGR
B. NTLDR
C. BCD
D. Winload.exe

Antwort: B

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
NTLDR (NT Loader) is the boot loader for Windows NT-based systems including Windows XP. It reads the boot.ini configuration
file and displays the boot menu, initiating the boot process.
* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.
* Understanding boot components assists forensic investigators in boot process analysis.
Reference:Microsoft technical documentation and forensic training materials outline NTLDR's role in legacy Windows systems.

35. Frage 
A forensic investigator wants to collect evidence from a file created by a Macintosh computer running OS X
10.8.
Which file type can be created by this OS?

A. NTFS
B. ReiserFS
C. HFS+
D. MFS

Antwort: C

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
Mac OS X 10.8 (Mountain Lion) uses the HFS+ (Hierarchical File System Plus) file system by default for its native storage
volumes. HFS+ is Apple's proprietary file system introduced in the late 1990s, designed for macOS.
* ReiserFS is a Linux file system.
* MFS (Macintosh File System) is an outdated file system replaced by HFS.
* NTFS is a Windows file system.
This is well documented in Apple technical specifications and forensic analysis standards for macOS systems.
Reference:Digital forensics references including NIST guidelines and vendor documentation confirm HFS+ as the standard file
system for Mac OS X versions prior to APFS adoption.
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