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MikroTik Certified Network Associate Exam 528 58 MTCNA & B [ 8 (Q66-
Q71):

I # 66
Which of'the following is used in standard 802.11 wireless networks?

A. CSMA/CD
B. CDMA

C. CSMA/CA
D. FDD
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®
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R #67
Router has wireless and ethernet client interfaces, all client interfaces are bridged. To create a DHCP service for all clients, DHCP
server must be configured on:

¢ A FEthernet and wireless interfaces

¢ B. Every bridge port

¢ C. Only on the bridge interface

e D. DHCP service is not possible in this setup

Ef#: C

L2

When you place multiple interfaces (ethernet, wlan) into a bridge, the bridge interface becomes the logical Layer 3 interface. Any IP-
related services (e.g., DHCP server, firewall rules) must be applied to the bridge interface, not the individual ports.

* A#fIncorrect - IP services are not bound to physical ports i a bridged setup.

* B.#Incorrect - DHCP works perfectly in this setup.

* C.#ncorrect - The bridge ports are Layer 2; DHCP must bind to the Layer 3 bridge interface.

* D#Correct - Configure the DHCP server on the bridge interface.

Extract from Official MTCNA Course Material - Bridging and DHCP:

"When using a bridge interface with multiple ports, IP services (like DHCP) must be bound to the bridge itself" Extract from Rene
Meneses MTCNA Study Guide - Bridging Concepts:

"DHCP server should be created on the bridge interface if it includes both wireless and ethernet clients." Extract from MikroTik
Wiki - DHCP Server:

"Always assign the DHCP server to the bridge interface when clients are behind bridged ports."

E Y #68
Which type of encryption could be used to establish a connection with a simple passkey without using a
802.1X authentication server?

e A. WPA PSK/WPA2 PSK
e B. WPA EAP/WPA2 EAP

Ef#: B

HH #69
In MikroTik RouterOS, Layer 3 communication between 2 hosts can be achieved by using an address subnet of:

o A /31
e B./29
e C./30
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e D./32
EfE: A

RN -

In traditional IPv4 subnetting, a /30 is often used to connect two hosts directly, giving two usable IPs.

However, MikroTik RouterOS (and as per RFC 3021) supports the use of /31 subnet masks for point-to-point links. A /31
provides exactly two I[P addresses - which are both usable - and is ideal for conserving IP space on router-to-router links.
Subnet details for /31:

* Total addresses: 2

* Usable addresses: 2 (both can be assigned to endpoints, no broadcast) Evaluation:

* A. /31 #Supported by MikroTik for point-to-point links (2 hosts only)

* B. /29 # Provides 6 usable IPs; more than needed for 2 hosts

* C. /32 # Single host only; no communication possible with second device

*D. /30 # Valid, but less efficient than /31

MTCNA Course Manual - [P Addressing and Point-to-Point Communication:

"MikroTik RouterOS allows the use of /31 subnets for point-to-point commumnication. Both IPs are usable." Rene Meneses
MTCNA Guide - IP & Routing Concepts:

"For links between exactly two devices, /31 saves address space and is supported by MikroTik." Terry Combs Notes - Subnet
Efficiency:

"Use /30 or /31 for point-to-point links. MikroTik supports /31 fully, unlike older systems."

B #70

Evaluate the following information:

Access Pomt configuration:

-- wlanl is in' AP-Bridge' mode

-- Bridge1 has wlanl and ether] as ports

CPE configuration:

-- wlanl is in'Station-Bridge' mode

-- Bridge1 has wlanl and ether] as ports

Select protocols that will pass from etherl on the CPE to ether] on the Access Point.

A. IPv6

B. IPv4

C. PPPoE
D. ARP

E. BGP

F. DHCP
G. Firewire
H. USB

IEf#: A. B. C. D. F
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