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CompTIA Cloud+ (CV0-004) Certification Exam Sample Questions (Q253-
Q258):
NEW QUESTION # 253 
Which of the following migration types is best to use when migrating a highly available application, which is normally hosted on a
local VM cluster, for usage with an external user population?

A. Cloud to cloud
B. Cloud to on-premises
C. On-premises to cloud
D. On-premises to on-premises

Answer: C

Explanation:
When migrating a highly available application normally hosted on a local VM cluster for usage with an external user population, the
best migration type would be on-premises to cloud. This allows the application to leverage the cloud's scalability and reach,
providing better access to the external users. References:
CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on Cloud Migration

NEW QUESTION # 254 
An e-commerce store is preparing for an annual holiday sale. Previously, this sale has increased the number of transactions between
two and ten times the normal level of transactions. A cloud administrator wants to implement a process to scale the web server
seamlessly. The goal is to automate changes only when necessary and with minimal cost.
Which of the following scaling approaches should the administrator use?

A. Schedule the environment to scale resources before the sale begins.
B. Allow the load to trigger adjustments to the resources.
C. Scale horizontally with additional web servers to provide redundancy.
D. When traffic increases, adjust the resources using the cloud portal.

Answer: B

Explanation:
To seamlessly scale the web server for an e-commerce store during an annual sale, it's best to allow the load to trigger adjustments
to the resources. This approach uses autoscaling to automatically adjust the number of active servers based on the current load,
ensuring an automated change that is cost-effective. References:
CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on Cloud Scalability

NEW QUESTION # 255 
A developer is sending requests to a SaaS application. The developer becomes unable to send more requests after sending a
number of them, but other developers can still send requests. Which of the following is most likely causing the issue?

A. Service quota
B. Partial outage
C. API throttling
D. Rate limiting

Answer: D

Explanation:
* A. Partial outage: Would affect multiple developers, not just one.
* B. API throttling: Temporarily limits requests but doesn't block them entirely.
* C. Rate limiting: Prevents excessive requests from a single user or system, explaining why the developer was blocked after
reaching a certain threshold.
* D. Service quota: Typically applies to overall service usage rather than individual user requests.
Reference:CompTIA Cloud+ CV0-004 Study Guide, Objective 2.6: Optimize resource usage and application access controls.



NEW QUESTION # 256 
A company that has several branches worldwide needs to facilitate full access to a specific cloud resource to a branch in Spain.
Other branches will have only read access. Which of the following is the best way to grant access to the branch in Spain?

A. Set up MFA for the users working at the branch.
B. Apply a rule on the WAF to allow only users in Spain access to the resource.
C. Implement an IPS/IDS to detect unauthorized users.
D. Create a network security group with required permissions for users in Spain.

Answer: D

Explanation:
The best way to grant full access to a specific cloud resource to a branch in Spain, while other branches have only read access, is to
create a network security group with the required permissions. This group can be configured to allow full access to users within the
branch's IP range while restricting others to read-only access. Reference: CompTIA Cloud+ Study Guide (Exam CV0-004) -
Chapter on Security Configuration

NEW QUESTION # 257 
A security analyst reviews the daily logs and notices the following suspicious activity:
The analyst investigates the firewall logs and identities the following:
Which of the following steps should the security analyst take next to resolve this issue? (Select two).

A. Check the running processes to confirm if a backdoor connection has been established.
B. Submit an IT support ticket and request Kali Linux be uninstalled from John Smith's computer
C. Block all outbound connections from the IP address 10.150.71.151.
D. Upgrade the Windows x64 operating system on John Smith's computer to the latest version.
E. Block all inbound connections on port 4444 and block the IP address 201.101.25.121.
F. Contact John Smith and request the Ethernet cable attached to the desktop be unplugged

Answer: A,E

Explanation:
Given the suspicious activity and Kali Linux's association with penetration testing and hacking tools, the security analyst should block
all inbound connections on port 4444, as it is commonly used for malicious purposes, and block the IP address that's potentially the
source of the intrusion. Additionally, checking the running processes on John Smith's computer is crucial to determine if a backdoor
or unauthorized connection has been established.
Incident response and threat mitigation steps such as these are part of the security protocols discussed in the CompTIA Cloud+
certification.
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