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F5 FSCABI1 Exam Syllabus Topics:

Topic

Details

Topic 1

BIG IP Administration Data Plane Concepts: This section of the exam measures skills of Network
Administrators and covers how BIG IP handles application traffic on the data plane. It includes
understanding flow of traffic, key data path components, basic concepts of load balancing, and how
security and performance features affect user traffic.

Topic 2

BIG IP Administration Data Plane Configuration: This section of the exam measures skills of System
Administrators and covers configuring BIG IP objects that control data plane behavior. It focuses on
setting up virtual servers, pools, nodes, monitors, and profiles so that applications are delivered reliably and
efficiently according to design requirements.

Topic 3

BIG IP Administration Support and Troubleshooting: This section of the exam measures skills of Network
Administrators and covers identifying and resolving common issues that affect BIG IP operation. It focuses
on using logs, statistics, diagnostic tools, and basic troubleshooting methods to restore normal traffic flow
and maintain stable application delivery.

Topic 4

BIG IP Admmnistration Control Plane Administration: This section of the exam measures skills of System
Admmistrators and covers managing the control plane where BIG IP is configured and administered. It
includes working with user accounts, roles, device settings, configuration management, and using the
graphical interface and command line for daily admmistrative tasks.

Topic 5

BIG IP Admmistration Install Initial Configuration and Upgrade: This section of the exam measures skills of
System Administrators and covers the lifecycle tasks for deploying and maintaining a BIG IP system. It
includes installing the platform, performing initial setup, applying licenses, configuring basic networking, and
planning and executing software upgrades and hotfixes.
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F5 BIG-IP Administration Install, Initial Configuration, and Upgrade Sample
Questions (Q44-Q49):

NEW QUESTION # 44

The BIG-IP Administrator uses Secure Copy Protocol (SCP) to upload a TMOS image to the/shared/images/ directory in
preparation for a TMOS upgrade.

After the upload is completed, what will the system dobeforethe image is shown in the GUI under:

System» Software Management » Image List?

e A The system verifies the internal checksum
¢ B. The system performs a reboot into a new partition
e C. The system copies the image to /var/local/images/

Answer: A

Explanation:

When a TMOS image (.iso file) is uploaded mto the/shared/images/directory, the BIG-IP perforns an internal validation step before
the ISO appears in the GUL

1. The system verifies the internal checksum

* BIG-IP automatically reads the embedded checksum inside the ISO file

* Vertfies integrity of the uploaded image

* Confirms the file is not corrupted or incomplete

* Ensures the image is a valid F5 TMOS software image

Only after this checksum verification succeeds does the image appear under:
System# Software Management # Image List

Why the other options are incorrect:

A). The system perforns a reboot into a new partition

* Uploading an ISO file never triggers a reboot.

C). The system copies the image to /var/local/images/

* All valid TMOS images remain i/shared/images/.

* No copying occurs.

NEW QUESTION # 45

For security reasons, a BIG-IP Administrator needs to specify allowable IP ranges for access to the Configuration Utility (WebUI).
The exhibit shows the User Administration section of the Configuration Ultility.

The administrator could not find any setting that explicitly restricts access to the Configuration Utility.

Which one of the following is a reason for that?

e A. The administrator must restrict access by IP address for SSH, which will implicitly restrict access to the Configuration
Utllity

e B. To avoid locking out the administrator, recent versions of BIG-IP no longer allow restricting administrator access to the
Configuration Utility by source IP address

e (. The admnistrator needs to switch to the "Advanced" view mode in order to display the relevant setting

e D. Restricting access to the Configuration Utility can only be done from the Command Line Interface

Answer: D
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Explanation:

The screenshot shown is from the User Administration section of the BIG-IP GUIL.

This section controls:

Root and Admin passwords

SSH Access

SSH IP Allow settings

However, it does not contain any controls for restricting access to the WebUI (TMUI). BIG-IP does not provide TMUI access
restrictions from this part of the GUL

Access to the web-based Configuration Utility is controlled by the httpd allow list, configured through TMSH:
tsh modify /sys httpd allow { <IP/subnet> }

This setting is not displayed in the User Administration panel, and in many BIG-IP versions, the

httpd allow list is only configurable from the CLI, not the GUL

Therefore, the administrator cannot find the setting in the screen shown because:

TMUI access restriction is not located in this GUI section

It must be configured using tmsh under /sys httpd allow

This is why Option A is correct.

NEW QUESTION # 46
What is the purpose of a Virtual Server in BIG-IP?

A. It is used to configure the Self-IP

B. It defines how SSL certificates are managed

C. It defines a failover mechanism for the system

D. It handles the routing of traffic to back-end servers

Answer: D

Explanation:
A Virtual Server is used to manage traffic, directing it to the appropriate pool of servers based on load balancing rules.

NEW QUESTION # 47

The Configuration Utility of a BIG-IP device is currently accessible via its management [P

10.53.1.245 fromall VLANS.

The BIG-IP Administrator needs to restrict access so only hosts from the 10.0.0.0/24 subnet can access the Configuration Utility.
‘Which TMSH command accomplishes this?

A. (tmos)# modify /ltm httpd allow replace-all-with {10.0.0.0/24}

B. (tmos)# create /net acl MGMT.HTTP rule add { (permit tcp 10.0.0.0/24 10.53.1.245 hitp) (deny ip any any http) }
C. (tmos)# modify /sys httpd allow replace-all-with {10.0.0.0/24}

D. (tmos)# create /net acl MGMT.HTTP rule add { (permit tcp 10.0.0.0 0.0.0.255 host 10.53.1.245

htp) }

Answer: C

Explanation:

BIG-IP controls access to the web-based Configuration Utility (TMUI) through the /sys httpd allow list. This parameter specifies
which client IPs or subnets may mitiate HTTP/HTTPS connections to the management interface.

To restrict TMUI access to only the 10.0.0.0/24 subnet:

The correct method is to modify the HTTPD allow list so that it contains only this subnet.

This requires replacing the entire current list with the new subnet using;

modify /sys httpd allow replace-all-with {10.0.0.0/24}

This ensures that only clients within 10.0.0.0/24 can reach the Configuration Utility.

NEW QUESTION # 48

The device is currently on v15.1.2.1.

The BIG-IP Administrator needs to boot the device back to v13.1.0.6 to gather data for troubleshooting,
The system shows:



Sys::Software Status

Volume Product Version Build Active Status Allowed

HDI.1 BIG-IP 15.1.2.1 0.0.10 yes complete yes

HD1.2 BIG-IP 13.1.0.6 0.0.3 no conplete yes

Which is the correct command-line sequence to boot the device to version 13.1.0.6?

A. switchboot -1 HD1.2, then reboot

B. Use tnsh to select a new boot volume, tnsh reboot HD1.2

C. Use tnsh to select a new boot volume, tmsh switchboot HD1.2
D. switchboot -b HD1.2, then reboot

Answer: D

Explanation:

To change the boot volume on a BIG-IP system from one installed TMOS version to another, the correct CLI tool is:
switchboot

The correct syntax uses the -b flag:

switchboot -b <volume>

This command marks the specified boot location as the one to be used on the next reboot.
Thus, to boot into HD1.2 which contains 13.1.0.6, the sequence is:

Mark HD1.2 as the next boot location:

switchboot -b HD1.2

Reboot the system:

reboot

This is the standard and officially supported method for selecting a different installed volume.

NEW QUESTION # 49
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