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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q584-Q589):

NEW QUESTION # 584
Daniel works as a network administrator in an Information Security company. He has just deployed an IDS in his organization's
network and wants to calculate the false positive rate for his implementation. Which of the following formulae can he use to so?

A. False Negative/True Negative+True positive
B. False Positive/False Positive+True Negative
C. True Negative/False Negative+True Positive
D. False Negative/False Negative+True Positive

Answer: B

Explanation:

The false positive rate is a measure used to evaluate the performance of an IDS (Intrusion Detection System).

It is calculated by dividing the number of false positives (FP) by the sum of false positives and true negatives (TN). The formuila is:
False Positive Rate=FP+TNFP

This formula helps in determining how often the IDS mcorrectly classifies an event as a threat, which is actually benign. A lower false
positive rate indicates a more accurate IDS.

References: This formula and its application are consistent with standard practices in network security and align with the Certified
Network Defender (CND) course material. For further details, please refer to the official CND study guide and docurments.

NEW QUESTION # 585
In an Ethernet peer-to-peer network, which of the following cables is used to connect two computers, using RJ-
45 connectors and Category-5 UTP cable?

A. Crossover
B. Loopback
C. Parallel
D. Serial

Answer: A

Explanation:

In an Ethernet peer-to-peer network, a crossover cable is used to connect two computers, using RJ-45 connectors and Category-5
UTP cable. Answer options C and B are incorrect. Parallel and serial cables do not use RJ-45 connectors and Category-5 UTP
cable. Parallel cables are used to connect printers, scanners etc., to computers, whereas serial cables are used to connect moders,
digital cameras etc., to computers.

Answer option A is incorrect. A loopback cable is used for testing equipments.

NEW QUESTION # 586
Harry has sued the company claiming they made his personal information public on a social networking site in the United States. The
company denies the allegations and consulted a/an for legal advice to defend them against this allegation.

A. Evidence Manager
B. Incident Handler
C. Attorney

D. PR Specialist

Answer: C

NEW QUESTION # 587
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Which of the following applications is used for the statistical analysis and reporting of the log files?

A. Snort
B. Sniffer
C. jplag
D. Sawmill

Answer: D

NEW QUESTION # 588
Management decides to implement a risk management system to reduce and maintain the organization's risk at an acceptable level.
Which of'the following is the correct order in the risk management phase?

A. Risk Identification. Risk Assessment. Risk Monitoring & Review, Risk Treatment
B. Risk Assessment, Risk Treatment, Risk Monitoring & Review, Risk Identification
C. Risk Identification, Risk Assessment, Risk Treatment, Risk Monitoring & Review
D. Risk Treatment, Risk Monitoring & Review, Risk Identification, Risk Assessment

Answer: C

Explanation:

The correct order in the risk management phase starts with Risk Identification, where potential business risks are determined. This is
followed by Risk Assessment, which involves analyzing and prioritizing the identified risks. Next is Risk Treatment, where plans are
made to mitigate the risks. Finally, Risk Monitoring & Review is conducted to oversee the risk management process and make
necessary adjustments. This sequence ensures a structured and effective approach to managing risks within an organization.
Reference: The sequence aligns with the widely recognized ISO 31000 risk management standard, which outlines these core steps in
managing risks123.

NEW QUESTION # 589
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