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The industry experts hired by 220-1102 study materials explain all the difficult-to-understand professional vocabularies easily. All the
languages used in 220-1102 real exam were very simple and easy to understand. With our 220-1102 study guide, you don't have to
worry about that you don't understand the content of professional books. You also don't need to spend expensive tuition to go to
tutoring class. 220-1102 Practice Engine can help you solve all the problems in your study.

CompTIA A+ Certification Exam: Core 2 Sample Questions (Q816-Q821):
NEW QUESTION # 816 
The network was breached over the weekend System logs indicate that a single user's account was successfully breached after 500
attempts with a dictionary attack. Which of the following would BEST mitigate this threat?

A. Encryption at rest
B. Automatic screen lock
C. Antivirus
D. Account lockout

Answer: D

Explanation:
Explanation
Account lockout would best mitigate the threat of a dictionary attack

NEW QUESTION # 817 
A user requires local administrative access to a workstation. Which of the following Control Panel utilities allows the technician to
grant access to the user?

A. Network and Sharing Center
B. User Accounts
C. System
D. Security and Maintenance

Answer: B

Explanation:
User Accounts is a Control Panel utility that allows the technician to manage user accounts and groups on a local computer. The
technician can use this utility to add a user to the local administrators group, which grants the user local administrative access to the
workstation. The other options are not relevant for this task.
References: :
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/manage-user-accounts-and-groups

NEW QUESTION # 818 
Maintaining the chain of custody is an important part of the incident response process. Which of the following reasons explains why
this is important?

A. To properly identify the issue
B. To control evidence and maintain integrity
C. To gather as much information as possible
D. To maintain an information security policy

Answer: B

Explanation:
Explanation
Maintaining the chain of custody is important to control evidence and maintain integrity. The chain of custody is a process that
documents who handled, accessed, or modified a piece of evidence, when, where, how, and why. The chain of custody ensures that
the evidence is preserved, protected, and authenticated throughout the incident response process. Maintaining the chain of custody
can help prevent tampering, alteration, or loss of evidence, as well as establish its reliability and validity in legal proceedings.
Maintaining an information security policy, properly identifying the issue, and gathering as much information as possible are not
reasons why maintaining the chain of custody is important. Maintaining an information security policy is a general practice that defines
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the rules and guidelines for securing an organization's information assets and resources.
Properly identifying the issue is a step in the incident response process that involves analyzing and classifying the incident based on its
severity, impact, and scope. Gathering as much information as possible is a step in the incident response process that involves
collecting and documenting relevant data and evidence from various sources, such as logs, alerts, or witnesses. References:
Official CompTIA learning resources CompTIA A+ Core 1 and Core 2, page 26

NEW QUESTION # 819 
A hotel's Wi-Fi was used to steal information on a corporate laptop. A technician notes the following security log:
SRC: 192.168.1.1/secrets.zip Protocol SMB >> DST: 192.168.1.50/capture
The technician analyses the following Windows firewall information:
Which of the following protocols most likely allowed the data theft to occur?

A. 0
B. 1
C. 2
D. 3

Answer: B

Explanation:
The protocol that most likely allowed the data theft to occur is SMB over TCP port 445. SMB is a network file sharing protocol
that enables access to files, printers, and other resources on a network. Port 445 is used by SMB to communicate directly over
TCP without the need for NetBIOS, which is an older and less secure protocol. The security log shows that the source IP address
192.168.1.1 sent a file named secrets.zip using SMB protocol to the destination IP address 192.168.1.50, which captured the file.
The Windows firewall information shows that port 445 is enabled for inbound and outbound traffic, which means that it is not
blocked by the firewall. Therefore, port 445 is the most likely port that was exploited by the attacker to steal the data from the
corporate laptop.
References:
SMB port number: Ports 445, 139, 138, and 137 explained1
What is an SMB Port + Ports 445 and 139 Explained2
CompTIA A+ Certification Exam Core 2 Objectives3

NEW QUESTION # 820 
Ann, a CEO, has purchased a new consumer-class tablet for personal use, but she is unable to connect it to the company's wireless
network. All the corporate laptops are connecting without issue. She has asked you to assist with getting the device online.
INSTRUCTIONS
Review the network diagrams and device configurations to determine the cause of the problem and resolve any discovered issues.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.











Answer:

Explanation:

Click on 802.11 and Select ac



Click on SSID and select CORP

Click on Frequency and select 5GHz

At Wireless Security Mode, Click on Security Mode

Select the WPA2



Ann needs to connect to the BYOD SSID, using 2.4GHZ. The selected security method chose should be WPA PSK, and the
password should be set to TotallySecret.

NEW QUESTION # 821
......

Though there are three versions of our 220-1102 exam braindumps: the PDF, Software and APP online. When using the APP
version for the first time, you need to ensure that the network is unblocked, and then our 220-1102 guide questions will be
automatically cached. The network is no longer needed the next time you use it. You can choose any version of our 220-1102
Practice Engine that best suits your situation. It's all for you to learn better.
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