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i RE #32
A security analyst notices high latency for traffic inspected by Cloud SWG.
Which two tunings can reduce latency without compromising security?

¢ A. Use regional Connectors to shorten route path

¢ B. Disable TLS inspection on all traffic

¢ (. Increase Site-to-Connector MTU above 1500 bytes
¢ D. Enable selective bypass for low-risk SaaS domains
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R RE RS -
Regional Connectors and selective bypass improve performance; oversized MTU and blanket TLS disablement are ineffective or
risky.
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Which two statements about Connector host prerequisites are correct?

A. Swap space must be disabled to reduce context-switch latency
B. Linux kernel must support epoll-based I/O for high concurrency
C. Host must expose a dedicated GPU for TLS acceleration

D. Outbound TCP 443 and UDP 123 (NTP) must be permitted

EX: BD

i RE S«
High-concurrency and required outbound ports are mandatory; GPU and swap settings are optional.

i /8 #34
‘Which design principle ensures ZTNA remains effective during cloud provider outages?

A. Disabling SIEM alerts for external downtime

B. Multi-cloud Connector deployment with DNS-based failover
C. Hard-coding provider IP ranges in Connectors

D. Forcing agentless mode for all applications

ZX: B
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Multi-cloud redundancy mitigates single-provider failures.

R #35
Why is applying least-privilege RBAC critical in multi-team security operations?

A. Enables batch editing of global policies

B. Reduces SIEM license consumption

C. Limits blast radius of misconfiguration or credential compromise
D. Ensures faster log downloads for analysts
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Scoped privileges contain risk.

FIRE #36
‘Which action enables high-availability for Cloud SWG mtegration?

A. Convert all agentless apps to agent-based

B. Disable TLS 1.3 to avoid handshake retries

C. Deploy agents in multi-region mode with automatic failover endpoints
D. Increase SWG TCP idle timeout

ZER: C
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Multi-region agents fail over seamlessly to alternate SWG PoPs.
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