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Google Associate Cloud Engineer Exam Sample Questions (Q219-Q224):

NEW QUESTION # 219

You are using Data Studio to visualize a table from your data warehouse that is built on top of BigQuery. Data is appended to the
data warehouse during the day. At night, the daily summary is recalculated by overwriting the table. You just noticed that the charts
in Data Studio are broken, and you want to analyze the problem. What should you do?

A. Review the Error Reporting page in the Cloud Console to find any errors.
B. Use the BigQuery interface to review the nightly Job and look for any errors
C. In Cloud Logging create a filter for your Data Studio report

D. Use Cloud Debugger to find out why the data was not refreshed correctly

Answer: D

Explanation:
Cloud Debugger helps inspect the state of an application, at any code location, without stopping or slowing down the running app //
https/cloud.google.conmvdebugger/docs

NEW QUESTION # 220
You've deployed a microservice called myapp1to a Google Kubernetes Engine cluster using the YAML file specified below:

Youneed to refactor this configuration so that the database password is not stored in plain text. You want to follow Google-
recommended practices. What should you do?

e A Store the database password inside the Docker image of the container, not in the YAML file.

¢ B. Store the database password in a file inside a Kubernetes persistent volume, and use a persistent volume claim to mount
the volume to the container.

e (. Store the database password mside a Secret object. Modify the YAML file to populate the DB PASSWORD
environment variable from the Secret.

¢ D. Store the database password inside a ConfigMap object. Modify the YAML file to populate the DB PASSWORD
environment variable from the ConfigMap.

Answer: D

NEW QUESTION # 221

You recently discovered that your developers are using many service account keys during their development process. While you
work on a long term improvement, you need to quickly implement a process to enforce short-lived service account credentials in
your company. You have the following requirements:

* All service accounts that require a key should be created in a centralized project called pj-sa.

* Service account keys should only be valid for one day.

You need a Google-recommended solution that minimizes cost. What should you do?

e A Implement a Cloud Run job to rotate all service account keys periodically in pj-sa. Enforce an org policy to deny service
account key creation with an exception to pj-sa.

¢ B. Enforce a DENY org policy constraint over the lifetime of service account keys for 24 hours. Disable attachment of service
accounts to resources in all projects with an exception to pj-sa.

e C. Enforce an org policy constraint allowing the lifetime of service account keys to be 24 hours. Enforce an org policy
constraint denying service account key creation with an exception on pj-sa.

e D. Implement a Kubernetes Cronjob to rotate all service account keys periodically. Disable attachment of service accounts to
resources in all projects with an exception to pj-sa.

Answer: A

Explanation:

According to the Google Cloud documentation, you can use organization policy constraints to control the creation and expiration of
service account keys. The constraints are:

* constraints/iam.allowService AccountK eyCreation: This constraint allows you to specify which projects or folders can create
service account keys. You can set the value to true or false, or use a condition to apply the constraint to specific service accounts.
By setting this constraint to false for the organization and adding an exception for the pj-sa project, you can prevent developers from
creating service account keys in other projects.



* constraints/iam.serviceAccountK eyMaxLifetime: This constraint allows you to specify the maximum lifetime of service account
keys. You can set the value to a duration in seconds, such as 86400 for one day. By setting this constraint to 86400 for the
organization, you can ensure that all service account keys expire after one day.

These constraints are recommended by Google Cloud as best practices to minimize the risk of service account key misuse or
compromise. They also help you reduce the cost of managing service account keys, as you do not need to implement a custom
solution to rotate or delete them

1: Associate Cloud Engineer Certification Exam Guide | Learn - Google Cloud
5: Create and delete service account keys - Google Cloud
Organization policy constraints for service accounts

NEW QUESTION # 222
You need to create an autoscaling managed instance group for an HTTPS web application. You want to make sure that unhealthy
VM are recreated. What should you do?

A. Create a health check on port 443 and use that when creating the Managed Instance Group.
B. Select Multi-Zone instead of Single-Zone when creating the Managed Instance Group.

C. In the Instance Template, add a startup script that sends a heartbeat to the metadata server.
D. In the Instance Template, add the label 'health-check'.

Answer: A

Explanation:
https/cloud. google.com/compute/docs/instance-groups/autohealing- instances-in-migs#setting up _an_autohealing policy

NEW QUESTION # 223

You are running multiple microservices in a Kubernetes Engine cluster. One microservice is rendering images. The microservice
responsible for the image rendering requires a large amount of CPU time compared to the memory it requires. The other
microservices are workloads that are optimized for nl-standard machine types. You need to optimize your cluster so that all
workloads are using resources as efficiently as possible. What should you do?

¢ A. Create a node pool with compute-optimized machine type nodes for the image rendering microservice Use the node pool
with general-purpose machine type nodes for the other microservices

¢ B. Configure the required amount of CPU and memory in the resource requests specification of the image rendering
microservice deployment Keep the resource requests for the other microservices at the default

e C. Assign the pods of the image rendering microservice a higher pod priority than the older microservices

e D. Use the node pool with general-purpose machine type nodes for lite mage rendering microservice Create a nodepool with
compute-optimized machine type nodes for the other microservices

Answer: A

NEW QUESTION # 224
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