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Microsoft MS-102 Exam Syllabus Topics:

Topic

Details

Topic 1

Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.

Topic 2

Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for
Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of
Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

Topic 3

Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

Topic 4

Implement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.
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NEW QUESTION # 400

You have a Microsoft 365 ES subscription and use Microsoft Defender for Cloud Apps.

You need to ensure that when a user-based alert is triggered in Defender for Cloud Apps, the user is marked as compromised.
Which two options can you use to automate the response?

Each correct answer presents a complete solution.

A. ablock script

B. a custom detection rule

C. a Microsoft Power Automate playbook
D. a user tag

E. an automated remediation level

Answer: C,D

NEW QUESTION # 401

Your network contains an on-premises Active Directory domain named contoso.com.

For all user accounts, the Logon Hours settings are configured to prevent sign-ins outside of business hours.

You plan to sync contoso.com to an Microsoft Entra tenant.

You need to recommend a solution to ensure that the logon hour restrictions apply when synced users sign in to Microsoft Entra ID.
‘What should you include in the recommendation?

A. password synchronization

B. conditional access policies

C. Microsoft Entra ID Protection policies
D. pass-through authentication

Answer: D

Explanation:
Reference:
https/nickblog.azurewebsites.net/2016/10/17/azure-ad-pass-through-authentication/

NEW QUESTION # 402

You have a Microsoft 365 tenant.

You plan to inplement device configuration profiles in Microsoft Intune.
Which platform can you manage by using the profiles?

A. Ubuntu Linux

B. macOS

C. Android Enterprise
D. Windows 8.1

Answer: D

NEW QUESTION # 403

You have a Microsoft 365 ES subscription that.

Youneed to identify whenever a sensitivity label is applied, changed, or removed within the subscription.

Which feature should you use, and how many days will the data be retained? To answer, select the appropriate options in the
answer area.

NOTE Each correct selection is worth one point.
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NEW QUESTION # 404

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
TeView screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the
following table.

Contoso.com
Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.comas shown in the exhibit. (Click the Exhibit tab.)



PROVISION FROM ACTIVE DIRECTORY
é Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.
'l'.'i.m.mr_“ provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago

Password Hash Sync Enabled

USER SIGN-IN

Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domain

Pass-through authentication  Enabled 2 agents

USUIL

User? fails to authenticate to Azure AD when signing in as user2@fabrikam.com

You need to ensure that User2 can access the resources in Azure AD.

Solution: From the Microsoft Entra admin center, you assign User2 the Security Reader role. You instruct User2 to sign in as
user2(@contoso.com.

Does this meet the goal?

e A No
e B. Yes

Answer: A

Explanation:

This is not a permissions issue so you do not need to assign the Security Reader role.

The on-premises Active Directory domain is named contoso.com. User2 could sign on as user2(@contoso.com but you would first
need to change the UPN of User2 to user2@contoso.com

NEW QUESTION # 405

Whether you are at home or out of home, you can study our MS-102 test torrent. You don't have to worry about time since you
have other things to do, because under the guidance of our MS-102 study tool, you only need about 20 to 30 hours to prepare for
the exam. You can use our MS-102 exam materials to study independently. Then our system will give you an assessment based on
your actions. You can understand your weaknesses and exercise key contents. You don't need to spend much time on it every day
and will pass the exam and eventually get your certificate. MS-102 Certification can be an important tag for your job nterview and
you will have more conpetitiveness advantages than others.
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