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R #72
‘Which built-in dashboard would be the best option for an executive, if they were looking for the Mean Time to Resolution (MTTR)
metric?

A. Data Ingestion Dashboard

B. Security Manager Dashboard

C. Security Admin Dashboard

D. Incident Management Dashboard

IEf@E: D

AR -

The Incident Management Dashboard provides a high-level overview of the incident response process, including the Mean Time to
Resolution (MTTR) metric. This metric measures the average time it takes to resolve an incident from the moment it is created to the
moment it is closed. The dashboard also shows the number of incidents by status, severity, and assigned analyst, as well as the top
alerts by category, source, and destination. The Incident Management Dashboard is designed for executives and managers who
want to monitor the performance and efficiency of their security teans. Reference: [PCDRA Study Guide], page 18.

R #73
Live Terminal uses which type of protocol to communicate with the agent on the endpoint?

A. TCP, over port 80

B. NetBIOS over TCP

C. UDP and a random port
D. WebSocket

IEf#: D

RN -

Live Terminal uses the WebSocket protocol to commumicate with the agent on the endpoint. WebSocket is a full-duplex
commumnication protocol that enables bidirectional data exchange between a client and a server over a single TCP connection.
WebSocket is designed to be implemented in web browsers and web servers, but it can be used by any client or server application.
WebSocket provides a persistent connection between the Cortex XDR console and the endpoint, allowing you to execute
commands and receive responses in real time. Live Terminal uses port 443 for WebSocket communication, which is the same port
used for HTTPS traffic. Reference:

Initiate a Live Terminal Session

WebSocket

HA #74
‘Which Exploit Prevention Module (EPM) provides better entropy for randomization of memory locations?

e A. DLL Security

e B. JIT Mitigation

e C.UASLR

¢ D. Memory Limit Heap spray check

Ef#: C

fEEHL:

UASLR stands for User Address Space Layout Randomization, which is a feature of Exploit Prevention Module (EPM) that
provides better entropy for randomization of memory locations. UASLR adds entropy to the base address of the executable image
and the heap, making it harder for attackers to predict the memory layout of a process. UASLR is enabled by default for all
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processes, but can be disabled or customized for specific applications using the EPM policy settings. Reference:
Exploit Prevention Module (EPM) entropy randomization memory locations
Exploit protection reference

HE#75
‘What should you do to automatically convert leads into alerts after investigating a lead?

¢ A. Create IOC rules based on the set of the collected attribute-value pairs over the affected entities concluded during the lead
hunting,

¢ B. Build a search query using Query Builder or XQL using a list of IOCs.

¢ C. Create BIOC rules based on the set of the collected attribute-value pairs over the affected entities concluded during the

lead hunting,
e D. Lead threats can't be prevented in the future because they already exist in the environment.

EfE: A

R -

To automatically convert leads into alerts after investigating a lead, you should create IOC rules based on the set of the collected
attribute-value pairs over the affected entities concluded during the lead hunting. IOC rules are used to detect known threats based
on indicators of compromise (IOCs) such as file hashes, IP addresses, domain names, etc. By creating IOC rules from the leads,
you can prevent future occurrences of the same threats and generate alerts for them. Reference:

PCDRA Study Guide, page 25

Cortex XDR 3: Handling Cortex XDR Alerts, section 3.2

Cortex XDR Documentation, section "Create IOC Rules"

H #76
Which of'the following policy exceptions applies to the following description?
' An exception allowing specific PHP files'

¢ A. Behavioral threat protection rule exception
¢ B. Support exception

¢ C. Local file threat examination exception

e D. Process exception

EfE: C

fiR .-

The policy exception that applies to the following description is B, local file threat examination exception. A local file threat
examination exception is an exception that allows you to exclude specific files or folders from being scanned by the Cortex XDR
agent for malware or threats. You can use this exception to prevent false positives, performance issues, or compatibility problems
with legitimate files or applications. You can define the local file threat examination exception by file name, file path, file hash, or
digital signer. For exanmple, you can create a local file threat examination exception for specific PHP files by entering their file names
or paths in the exception configuration. Reference:

Local File Threat Examination Exceptions

Create a Local File Threat Examination Exception
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