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Fortinet FCP_FAZ_AN-7.4 Exam Syllabus Topics:

Topic Details
e Reports: This section evaluates the skills of Fortinet Security Analysts in managing reports within
Topic 1 FortiAnalyzer. Candidates will learn to create, troubleshoot, and optimize reports to ensure accurate data

presentation and mnsights for security analysis.

¢ Playbooks: This domain measures the skills of Fortinet Network Analysts in creating and managing
playbooks. Candidates will explain playbook components and develop workflows that automate responses

Topic 2 . ) ) . . . .
P to security incidents, improving operational efficiency in SOC environments.
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¢ SOC Events and Incident Management: This domain targets Fortinet Network Analysts and focuses on
managing security operations center (SOC) events. Candidates will explain SOC features on

Topic 3 FortiAnalyzer, manage events and incidents, and understand the incident lifecycle to enhance incident

response capabilities.

¢ Logging: Candidates will learn about logging mechanisms, log analysis, and gathering log statistics to
Topic 4 effectively monitor security events and incidents.

¢ Features and Concepts: This section of the exam measures the skills of Fortinet Security Analysts and
Topic 5 covers the fimdamental concepts of FortiAnalyzer.
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Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q33-Q38):

NEW QUESTION # 33
Refer to the exhibit. .
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Laptop] is used by several administrators to manage FortiAnalyzer. You want to configure a generic text filter that matches all login
attempts to the web interface generated by any user other than "admn” and coming from Laptop]1.
Which filter will achieve the desired result?

A. operation-login & dstip—10.1.1.210 & userl-admin

B. operation-login & performed on—"GUI(10.1.1.100)" & user!=admin

C. operation-login & srcip—10.1.1.100 & dstip—10.1.1.210 & user—admin
D. operation-login & performed _on—"GUI(10.1.1.210)' & user!=admin

Answer: B

NEW QUESTION # 34
Refer to the exhibit.
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Laptop1 is used by several administrators to manage FortiAnalyzer. You want to configure a generic text filter that matches all login
attenpts to the web mterface generated by any user other than "admin" and coming from Laptop1.
Which filter will achieve the desired result?

A. operation-login & dstip=10.1.1.210 & userl-admin

B. operation-login & performed on—="GUI(10.1.1.100)" & user!=admin

C. operation-login & srcip=10.1.1.100 & dstip=10.1.1.210 & user—admin
D. operation-login & performed or—"GUI(10.1.1.210)' & user!=admin

Answer: B

NEW QUESTION # 35

After a generated a repot, you notice the information you were expecting to see in not included in it. However, you confirm that the
logs are there:

‘Which two actions should you perform? (Choose two.)

A. Test the dataset.

B. Increase the report utilization quota.

C. Disable auto-cache.

D. Check the time frame covered by the report.

Answer: A,D

Explanation:

When a generated report does not include the expected nformation despite the logs being present, there are several factors to check
to ensure accurate data representation in the report.

Option A - Check the Time Frame Covered by the Report:

Reports are generated based on a specified time frame. If the time frame does not encompass the period when the relevant logs
were collected, those logs will not appear in the report. Ensuring the time frame is correctly set to cover the intended logs is crucial
for accurate report content.

Conclusion: Correct.

Option B - Disable Auto-Cache:

Auto-cache is a feature in FortiAnalyzer that helps optimize report generation by using cached data for frequently used datasets.
Disabling auto-cache is generally not necessary unless there is an issue with outdated data being used. In most cases, it does not
directly impact whether certain logs are included in a report.

Conclusion: Incorrect.

Option C - Increase the Report Utilization Quota:

The report utilization quota controls the resource limits for generating reports. While insufficient quota might prevent a report from
generating or completing, it does not typically cause specific log entries to be missing, Therefore, this option is not directly relevant to
missing data within the report.

Conclusion: Incorrect.

Option D - Test the Dataset:



Datasets in FortiAnalyzer define which logs and fields are pulled into the report. If a dataset is misconfigured, it could exclude certain
logs. Testing the dataset helps verify that the correct data is being pulled and that all required logs are included in the report
parameters.

Conclusion: Correct.

Conclusion:

Correct Answe 1 : A. Check the time frame covered by the report and D. Test the dataset.

These actions directly address the issues that could cause missing information in a report when logs are available but not displayed.
Reference:

FortiAnalyzer 7.4.1 documentation on report generation settings, time frames, and dataset configuration.

NEW QUESTION # 36
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Laptop] is used by severaladministratorsto manage FotiAnalyzer. You want to configure a generic text filter that matches all login
attempts to the web interface generated by any user other than admn", and coming from Laptop]1.
Which filter will achieve the desired result?

A. Operation-login and performed or—"GU(10.1.1.120)' and user!=admin

B. Operation-login and performed on—"GUI(10.1.1.100)'" and user!=admin

C. Operation-login and srcip=— 10.1.1.100 and dstip—=10.1.1.1.210 and user—admin
D. Operation-login and dstip—10.1.1.210 and user!-admin

Answer: B

Explanation:

The objective is to create a filter that identifies all login attempts to the FortiAnalyzer web interface (GUI) coming fromLaptop1(IP
10.1.1.100) and excludes the admin user. This filter should match any user other than admin.

* Filter Components Analysis:

* Operation-login: This portion of the filter will target login actions specifically, which is correct for filtering login attempts.

* performed _or—"GUI(10.1.1.100)'": This indicates that the login attempt must occur on the GUI interface and originate from the
specified IP, which matches Laptop1's IP address (10.1.1.100). This ensures that the filter only matches GUI logins from this
specific device.

* user!=admin: This part excludes logins by the admin user, meeting the requirement to capture only non-admin users.

* Option Analysis:

* Option A: Correctly specifies theOperation-login,performed on—"GUI(10.1.1.100)', and user!=admin. This setup effectively
filters login attempts to the GUI from Laptop1, excluding the admin user.

* Option B: Uses the incorrect [P 10.1.1.120 in the performed_on filter, which does not match Laptop1's IP (10.1.1.100).

* Option C: This option includessrcip—10.1.1.100anddstip=—=10.1.1.210but incorrectly specifies user—admininstead
ofuser!=admin, which does not match the requirement to exclude admin users.

* Option D: This option does not specify theperformed onfield to restrict it to the GUI and only includesdstip(destination IP)
withoutsreip. It also incorrectly uses user!-admin instead of the correct syntaxuser!=admin.

Conclusion:

* Correct Answer:A. Operation-login and performed or—"GUI(10.1.1.100)' and user!=admin

* This filter precisely captures the required conditions: login attempts from Laptop1 to the GUI interface by any user except admin.
References:

* FortiAnalyzer 7.4.1 documentation on log filters, syntax for login operations, and GUI login tracking,



NEW QUESTION # 37
What is the purpose of using data selectors when configuring event handlers?

¢ A. They download new filters can be used in event handlers.

¢ B. They are common filters that can be applied simultaneously to all event handlers.

e C. They apply therr filter criteria to the entire event handler so that you don't have to configure the same criteria in the
individual rules.

e D. They filter the types of logs that FortiAnalyzer can accept from registered devices.

Answer: C

NEW QUESTION # 38
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