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Google Cloud Certified - Professional Cloud Network Engineer is a certification exam for individuals who are interested in
advancing their career in cloud networking. Google Cloud Certified - Professional Cloud Network Engineer certification is
specifically designed for those who have experience in designing, implementing, and managing networks on the Google Cloud
Platform. Professional-Cloud-Network-Engineer Exam is intended to validate the skills and knowledge required to build and
manage a secure and efficient network infrastructure on Google Cloud.

Google Professional-Cloud-Network-Engineer Certification Exam is intended for professionals who work with Google Cloud
Platform technologies and have experience in cloud networking, network architecture, and network security. Google Cloud Certified
- Professional Cloud Network Engineer certification is ideal for network engineers, network administrators, and cloud architects
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who are responsible for designing, implementing, and maintaining cloud network infrastructure. Google Cloud Certified -
Professional Cloud Network Engineer certification exam tests the candidate's ability to design and implement network architectures
that meet business requirements while ensuring network security and scalability.

Google Cloud Certified - Professional Cloud Network Engineer Sample
Questions (Q200-Q205):
NEW QUESTION # 200 
You have recently been put in charge of managing identity and access management for your organization. You have several projects
and want to use scripting and automation wherever possible. You want to grant the editor role to a project member.
Which two methods can you use to accomplish this? (Choose two.)

A. gcloud projects add-iam-policy-binding Sprojectname --member user:Susername --role roles/editor
B. GetIamPolicy() via REST API
C. Enter an email address in the Add members field, and select the desired role from the drop-down menu in the GCP
Console.
D. gcloud pubsub add-iam-policy-binding Sprojectname --member user:Susername --role roles/editor
E. setIamPolicy() via REST API

Answer: A,C

NEW QUESTION # 201 
Your end users are located in close proximity to us-east1 and europe-west1. Their workloads need to communicate with each
other. You want to minimize cost and increase network efficiency.
How should you design this topology?

A. Create 2 VPCs, each with their own regions and individual subnets. Create 2 VPN gateways to establish connectivity
between these regions.
B. Create 2 VPCs, each with their own region and individual subnets. Use external IP addresses on the instances to establish
connectivity between these regions.
C. Create 1 VPC with 2 regional subnets. Deploy workloads in these subnets and have them communicate using private
RFC1918 IP addresses.
D. Create 1 VPC with 2 regional subnets. Create a global load balancer to establish connectivity between the regions.

Answer: C

Explanation:
VPC Network Peering enables you to peer VPC networks so that workloads in different VPC networks can communicate in
private RFC 1918 space. Traffic stays within Google's network and doesn't traverse the public internet.

NEW QUESTION # 202 
You need to restrict access to your Google Cloud load-balanced application so that only specific IP addresses can connect.
What should you do?

A. Create a secure perimeter using the Access Context Manager feature of VPC Service Controls and restrict access to the
source IP range of the allowed clients and Google health check IP ranges.
B. Create a secure perimeter using VPC Service Controls, and mark the load balancer as a service restricted to the source IP
range of the allowed clients and Google health check IP ranges.
C. Tag the backend instances "application," and create a firewall rule with target tag "application" and the source IP range of
the allowed clients and Google health check IP ranges.
D. Label the backend instances "application," and create a firewall rule with the target label "application" and the source IP
range of the allowed clients and Google health check IP ranges.

Answer: C

NEW QUESTION # 203 
You are trying to update firewall rules in a shared VPC for which you have been assigned only Network Admin permissions. You



cannot modify the firewall rules. Your organization requires using the least privilege necessary.
Which level of permissions should you request?

A. Service Project Admin privileges from the Shared VPC Admin.
B. Security Admin privileges from the Shared VPC Admin.
C. Organization Admin privileges from the Organization Admin.
D. Shared VPC Admin privileges from the Organization Admin.

Answer: B

Explanation:
A Shared VPC Admin can define a Security Admin by granting an IAM member the Security Admin (compute.securityAdmin) role
to the host project. Security Admins manage firewall rules and SSL certificates.

NEW QUESTION # 204 
You are designing a Google Kubernetes Engine (GKE) cluster for your organization. The current cluster size is expected to host 10
nodes, with 20 Pods per node and 150 services. Because of the migration of new services over the next 2 years, there is a planned
growth for 100 nodes, 200 Pods per node, and 1500 services. You want to use VPC-native clusters with alias IP ranges, while
minimizing address consumption.
How should you design this topology?

A. Create a subnet of size/25 with 2 secondary ranges of: /17 for Pods and /21 for Services.
Create a VPC-native cluster and specify those ranges.
B. Create a subnet of size/28 with 2 secondary ranges of: /24 for Pods and /24 for Services.
Create a VPC-native cluster and specify those ranges. When the services are ready to be deployed, resize the subnets.
C. Use gcloud container clusters create [CLUSTER NAME]--enable-ip-alias to create a VPC-native cluster.
D. Use gcloud container clusters create [CLUSTER NAME] to create a VPC-native cluster.

Answer: B

Explanation:
https://cloud.google.com/kubernetes-engine/docs/how-to/private-clusters

NEW QUESTION # 205
......
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