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M #499
What standard provides a framework for information security risk management within organizations?

¢ A. Control Objectives for Information and Related Technology (COBIT)
¢ B. Information Security Management System (ISMS)

¢ (. International Organization for Standardization (ISO) 27005

¢ D. National Institute of Standards and Technology (NIST)
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Comprehensive and Detailed Explanation (250-350 words)

According to EC-Council CCISO documentation, ISO/IEC 27005 is the international standard that provides a formal framework
for information security risk management.

ISO 27005 supports ISO 27001 by defining structured processes for risk identification, analysis, evaluation, treatment, monitoring,
and communication. CCISO materials highlight ISO 27005 as the preferred risk management standard for organizations
implementing or operating an ISMS.

An ISMS (Option A) is a management system, not a risk framework. COBIT (Option B) focuses on IT governance. NIST (Option
C) is an organization that publishes frameworks, not a single risk standard.

Therefore, Option D is correct.

A #500
Network Forensics is the prerequisite for any successful legal action after attacks on your Enterprise Network.

Which is the single most important factor to introducing digital evidence into a court of law?

A. Expert forensics witness

B. Fully trained network forensic expects to analyze all data right after the attack

C. Uninterrupted Chain of Custody

D. Conprehensive Log-Files from all servers and network devices affected during the attack

Ef#: C

B #501

Your company has a "no right to privacy" notice on all logon screens for your information

systems and users sign an Acceptable Use Policy nforming them of this condition. A peer group member and friend comes to you
and requests access to one of her employee's email account. What should you do? (choose the BEST answer):

A. Deny the request citing national privacy laws.

B. Grant her access, the enployee has been adequately warned through the AUP.
C. Reset the employee's password and give it to the supervisor.

D. Assist her with the request, but only after her supervisor signs off on the action.

IEf#: D

HR #502
Which of the following is the BEST indicator of a successful project?

A. the deliverables are accepted by the key stakeholders

B. it meets most of the specifications as outlined in the approved project definition
C. it comes in at or below the expenditures planned for in the baseline budget

D. it is completed on time or early as compared to the baseline project plan

IEf#E: A

H M #503

Scenario: Your organization enploys single sign-on (user name and password only) as a convenience to your employees to access
organizational systems and data. Permission to individual systems and databases is vetted and approved through supervisors and
data owners to ensure that only approved personnel can use particular applications or retrieve information. All employees have
access to their own human resource information, including the ability to change their bank routing and account information and other
personal details through the Employee Self-Service application. All employees have access to the organizational VPN.

What type of control is being implemented by supervisors and data owners?

e A. Operational
¢ B. Administrative



¢ C. Management

e D. Technical
Ff@E: B
fR:

The controls implemented by supervisors and data owners to vet and approve access are administrative controls, as they involve
processes, policies, and personnel oversight.

* Definition of Admmistrative Controls:

* Focus on governance and procedural enforcement to manage access and mitigate risks.

* Examples: Access approval processes, training, and policies.

* Comparison with Other Controls:

* Management Controls: High-level oversight but less focused on operational processes.

* Operational Controls: Day-to-day activities but do not cover access approval

* Technical Controls: Involve automated systens (e.g., firewalls, encryption) rather than human processes.

* Relevance to Scenario:

* Vetting and approval processes by supervisors and data owners are procedural, fitting within the administrative category.
* Access Control Best Practices: Highlights administrative controls as essential for ensuring appropriate access management.
* Security Governance Frameworks: Emphasizes the role of procedural controls in aligning access with business objectives.
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