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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

¢ SD-WAN Troubleshooting; This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,

Topic 1
ope routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.
e Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
Topic 2 performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates nmust show

proficiency in defining criteria to monitor and maintain network performance and reliability.
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¢ SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-

Topic 3
o WAN members and zones effectively, ensuring foundational network segmentation and management.
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Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q71-Q76):

NEW QUESTION # 71
Which statement describes FortiGate behavior when you reference a zone in a static route?

A. FortiGate mstalls a static route for each member in the zone.

B. FoftiGate installs ECMP static routes for the first two members of the zone.

C. FortiGate routes the traffic through the best performing member of the zone.

D. FortiGate ignores the static routes defined through members referenced in the zone.

Answer: A

Explanation:
When you reference a zone in a static route, FortiGate automatically installs a separate static route for each interface (member) in
that zone.

NEW QUESTION # 72
Which two statements correctly describe what happens when traffic matches the implicit SD-WAN rule? (Choose two.)

A. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.
B. Traffic does not match any of the entries in the policy route table.

C. The traffic is distributed, regardless of weight, through all available static routes.
D. The session information output displays no SD-WAN service id.

E. FortiGate flags the session with may dirty and vwl default.

Answer: B,D

NEW QUESTION # 73
Refer to the exhibit. Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24 to the
corporate server 10.2.5.2547
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SD-WAN configuration on FortiGate

branchl_fgt # get router info routing-table all
s* 0.0.0.0/0 [1/0] wvia 192.2.0.2, portl, [1/0]
[1/0] wvia 192.2.0.10, port2, [10/0]

c 10.0.1.0/24 is directly connected, ports
B 10.1.0.0/24 [200/0] via 192.168.1.61 (recursive is directly connected, HUB1-VPN1l), 1d03h58m, [1/0]

[200/0] wia 192.168.1.125 (recursive is directly connected, HUB1-VEN2), 1d03h58m, [1/0]
[200/0] wia 192.168.1.189 (recursive is directly connected, HUBL-VEN3), 1d03h58m, [1/0]
10.200.99.1/32 is direc:la connected, Branch-Lo

:TO:H E .168.1.61 (recursive is directly connected, HUB1-VPN1), 00:03:01, [1/0]
[ 0] .168.1.125 (recursive is directly connected, HUBl~VBN2), 00:00:51, [1/0]

--.
[200/0] wia 192.168.1.189 (recursive is directly connected, HUB1-VEN3), 00:00:51, [1/0]

B 10.2.5.0/24 [200/0] via 192.168.1.61 (recursive is directly connectedy HUB1-VEN3), 00:03:01, [1/0]

branch_£fgt # diag sys sdwan serviced

Service(3): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut

Tie break: fib
Shortcut priority: 2
Gen(3), TOS(0x0/0x0), Protocol(0): src(1->65533) :dst (1->65535), Mode(sla), sla-compare-order
Members (3) :
i: seq num(5S HUB1-VPN2 HUBl), alive sla(0xl), gid(0), cfg_order(l), local cost(0), selected
2: Seq_num(6 HUBL-VEN3 HUBl), aliwe sla(0Ox1l), gid(0), cfg_order(2), local cost(0), selected
3: Seq num(4 HUBL-VPN1 HUBl), salive sla(0x0), gid(0), cfg_order(0), local cost(0), selected
Src address(1):
10.0.1.0-10.0.1.255

Dst address(1):
10.0.0.0-10.255. 255. 255

Service(4): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: fib
Shortcut priocrity: 2
Gen(2), TOS(0x0/0x0), Protocol(0): src(1->65535):dst (1->65535), Mode(sla), sla-compare-order
Members (2) :
i: Sseq num(2 port2 underlay), alive sla(0x3), gid(0), cfg_order(l), local cost(0), selected
2: Seq_num(l portl underlay), alive sla(0x1), gid(0), cfg_order(0), local cost(0), selected
Src address(l):
10.0.1.0-10.0.1.255

Dst address(l):
10.2.0.0-10.2,.255.255

A. SD-WAN service rule 3 and interface HUB1-VPN3.
B. SD-WAN service rule 4 and portl or port2.
C. SD-WAN service rule 3 and interface HUB1-VPN2.
D. SD-WAN service rule 4 and interface port2.

Answer: D

Explanation:
The destination IP 10.2.5.254 falls within 10.2.0.0/16, which is covered by SD-WAN service rule
4. The output of service rule 4 shows port2 as the selected interface, which FortiGate uses to steer the traffic.

NEW QUESTION # 74
Refer to the exhibits. The exhibits show two [Psec templates to define Branch [Psec 1 and Branch [Psec 2. Each template defines

a VPN tunnel. The error message that FortiManager displayed when the administrator tried to assign the second template to the
FortiGate device is also shown. Which statement best describes the cause of the issue?
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A. You can assign only one IPsec template to each FortiGate device.

B. You should use the same outgoing interface of both templates.

C. You should review the branchl_fgt configuration for configured tunnels in the rootVDOM.
D. You can assign only one template with a tunnel type of static to each FortiGate device.

Answer: A

Explanation:
FortiManager allows only one IPsec template to be assigned per FortiGate device. The error indicates a conflicting template
assignment, meaning assigning both Branch [Psec 1 and Branch [Psec 2 to the same device (branchl _fgt) is not permitted.

NEW QUESTION # 75

SD-WAN interacts with many other FortiGate features. Some of them are required to allow SD-WAN to steer the traffic.
‘Which three configuration elements that you must configure before FortiGate can steer traffic according to SD-WAN rules?
(Choose three.)



A. Routing

B. Security profiles
C. Firewall policies
D. Interfaces

E. Traffic shaping

Answer: A,CD

Explanation:

Before FortiGate can steer traffic according to SD-WAN rules, certain configuration elements must be present. The guide states:
"SD-WAN is not a standalone feature and interacts with several fundamental FortiGate configurations.

Specifically, you must: (1) Define the interfaces (physical, VLAN, or [Psec) that will act as SD-WAN menbers, (2) Create firewall
policies to allow traffic to be steered by SD-WAN, and (3) Set up routing so that traffic has valid routes via SD-WAN memnbers.
Without these, SD-WAN rules will not be able to match or steer any traffic." Security profiles and traffic shaping are not mandatory
for basic SD-WAN steering but can be layered on for enhanced security and QoS once foundational elements are present.
References:

[FCSS_SDW_AR-7.4 1-0.docx Q16]

FortiOS 7.4 SD-WAN Concept Guide, "Prerequisite Configuration Elements for SD-WAN Steering

NEW QUESTION # 76
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