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HEE #37

To effectively detect advanced persistent threats (APTs), a SOC should:
(Choose two)

Response:

A. Assume APTs cannot bypass traditional security measures

B. Rely exclusively on signature-based detection

C. Engage in continuous information sharing with similar organizations
D. Utilize behavioral analysis to identify subtle indicators of compromise

He: Cb

EAE #38

Effective alert creation should:
(Select all that apply)
Response:

A. Generate a high volume of alerts to increase the chances of detecting incidents
B. Incorporate thresholds to prevent alert fatigue

C. Be configurable and adaptable over time

D. Utilize contextual information to enhance alert relevancy
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EE #39

During the preparation phase, it is important to:
(Select all that Apply)

Response:

A. Establish metrics for measuring the effectiveness of incident response

B. Ensure that only senior management is aware of the incident response plan
C. Prepare legal and regulatory communication strategies

D. Develop and refine cyber threat intelligence integration
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EAE #40
Why is staffing an essential consideration in SOC planning?
Response:

A. To have a higher headcount than any other department

B. To align the teamys skills and sizes with the operational demands and complexity of the environment
C. To focus solely on hiring specialists in every conceivable cybersecurity domain

D. To ensure there are enough personnel to manage every single security alert manually
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AE #41
‘When planning data collection to support SOC monitoring operations, why is it crucial to understand business operations?
Response:

¢ A. To minimize the need for data storage solutions
e B. To ensure data collection aligns with the company,s risk tolerance
e C. To facilitate the outsourcing of SOC operations



¢ D. To prioritize data collection from less critical assets

HE: B

HEE #42
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