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¢ Deployment and Configuration: This domain focuses on Prisma SD-WAN deployment procedures, site-
FEw 21 specific settings, configuration templates for different locations, routing protocol tuning, and VRF

implementation for network segmentation.

¢ Unified SASE: This domain covers Prisma SD-WAN integration with Prisma Access, ADEM
NEy 22 configuration, IoT connectivity via Device-ID, Cloud Identity Engine integration, and User
¢ Group-based policy implementation.

¢ QOperations and Monitoring: This domain addresses monitoring device statistics, controller events, alerts,
bEY 73 WAN Clarity reports, real-time network visibility tools, and SASE-related event management.

¢ Planning and Design: This domain covers SD-WAN planning fundamentals including device selection,
bandwidth and licensing planning, network assessment, data center and branch configurations, security

FEY 7 4
7 requirements, high availability, and policy design for path, security, QoS, performance, and NAT.
¢ Troubleshooting: This domain focuses on resolving connectivity, routing, forwarding, application
FEw 25 performance, and policy issues using co-pilot data analysis and analytics for network optimization and

reporting,
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B #38
What are two requirements for implementing user/group-based path policies? (Choose two.)

A. Autonomous Digital Experience Manager (ADEM)
B. Cloud Identity Engine

C. Data center [ON

D. Internal host detection

Ef#: B. C
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Comprehensive and Detailed Explanation

To implement User/Group-based policies (Path, QoS, or Security) in Prisma SD-WAN, the system requires two specific
components to resolve user identities and map themto IP addresses within the fabric.

Cloud Identity Engine (CIE): This is the primary requirement for identity management. The Cloud Identity Engine connects the
Prisma SD-WAN controller to your directory service (e.g., Active Directory, Azure AD/Entra ID). It allows the system to retrieve
and resolve User and Group attributes (e.g., "Marketing Group," "User: john.doe") so they can be selected in policy rules. Without
CIE, the controller cannot interpret the group names or user identities defined in the policies.

Data Center ION: In the standard deployment model for User-ID, a Data Center (DC) ION is required to act as the bridge or
collector for IP-to-User mappings. The DC ION connects to the User-ID Agent (running on a PAN-OS firewall or Windows
Server) to learn the mapping of IP addresses to usernames. It then redistributes this information to the controller or other branch
ION s so they can identify which user is associated with the traffic flows originating from a specific private IP address.

R #39

User-ID integration is configured for a Prisma SD-WAN deployment. Branch-1 has the user-to-IP mappings available, and User-1
is mapped to IP-1.

To which two use cases can User-ID based zone-based firewall policies be applied? (Choose two.)

e A. User-1 accessing a SaaS application on direct internet and source User-ID based zone-based firewall rules on Branch-1
ION

e B. User-1 accessing a private application within Branch-1, and source User-1D based zone-based firewall rules on Branch- 1
ION

e (. User-1 accessing a private application in data center via SD-WAN overlay, and destination User-1D based zone-based
firewall rules on DC ION

e D. User-1 accessing a private application in Branch-2 via SD-WAN overlay, and destination User-ID based zone-based
firewall rules on Branch-2 ION

_EE%: A\ B
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Comprehensive and Detailed Explanation

In Prisma SD-WAN (CloudGenix), Zone-Based Firewall (ZBFW) policies rely on the device's ability to map an IP address to a
User-ID to enforce identity-based rules. The key to this question is understanding where the mapping exists and which direction the
policy attributes (Source User vs. Destination User) apply to.

1. Mapping Location (Branch-1): The prompt states that Branch-1 has the user-to-IP mapping for User- 1. For the most effective
and scalable security enforcement, policies should be applied at the source (ingress) device where the traffic originates and where the
user identity is known. This prevents unauthorized traffic from consuming WAN bandwidth only to be dropped at the destination.
Therefore, the Branch-1 ION is the correct enforcement point for User-1's traffic.

2. Source vs. Destination User:

User-1 is the Source: In all scenarios, User-1 is the mitiator of the traffic. Therefore, the security rule must match on Source User-
ID.

Options C and D are incorrect because they suggest using Destination User-1D based rules to control User- 1. Destmnation User-ID
rules are used when the target of the traffic is a known user (e.g., VoIP calls to a specific user's phone), not when filtering based on
the sender. Furthermore, relying on the DC or Branch-2 ION to enforce policies for User-1 would require the propagation of User-
ID mappings across the overlay, whereas local enforcement at Branch-1 is the standard architectural model.

3. Valid Use Cases (A and B):

Option A (SaaS/Internet): The Branch-1 ION acts as the internet gateway. It can use the local mapping (IP-1 = User-1) to allow or



deny access to specific SaaS applications (Direct Internet Access) based on the user's identity (e.g., "Allow Marketing Group to
access Social Media").

Option B (Internal Segmentation): The Branch-1 ION can enforce policies for traffic moving between local zones (e.g., froma
"Users" VLAN to a "Servers" VLAN within the branch). Since the ION routes this traffic and holds the mapping, it can enforce
Source User-ID policies to secure local private applications.

HH #40

A network engineer is troubleshooting a "Voice Quality" issue. They suspect that the DSCP markings are being stripped or altered
by the ISP.

‘Which tool in the Prisma SD-WAN portal allows the engineer to capture live packets on the WAN interface and inspect the IP
header ToS/DSCP field?

A. Packet Capture (PCAP)
B. Event Logs

C. Path Quality Monitor

D. Flow Browser

EfE: A

A #41
By default, how many days will Prisma SD-WAN VPNss stay operational before the keys expire when an ION device loses
comnection with the controller?

L2

Comprehensive and Detailed Explanation

The Prisma SD-WAN (CloudGenix) solution is designed with a separation of the control plane (Controller) and the data plane (ION
devices).1 In the event that an ION device loses connectivity to the Cloud Controller (often referred to as running in "headless
mode"), the device continues to forward traffic and maintain existing VPN tunnels using the keys it currently holds.2 However, for
security purposes, the VPN session keys (shared secrets) used for the Secure Fabric have a finite validity period. The systemis
designed such that these keys are rotated regularly.3 Ifthe controller is unreachable, the ION device can continue to rotate keys
locally and maintain the VPN for a maximum default period of 72 hours (exactly 3 days).4 Ifthe connection to the controller is not
restored within this 72-hour window, the keys will eventually expire, and the ION will be unable to retrieve new authorized key
material from the controller.5 Consequently, the VPN tunnels will go down, and the "out of shared secret key" error will be
observed in the VPN status logs. This mechanism ensures that a permanently compromised or stolen device cannot maintain
network access indefinitely without central authorization.

HRE #42
What is the primary finction of the "CloudBlade" platform in a Prisma SD-WAN deployment when integrating with third-party
services or Prisma Access?

A. It is a monitoring dashboard used exclusively for viewing flow records.

B. It is a containerized application running on the ION device that performs Deep Packet Inspection (DPI).

C. It is a cloud-based API integration layer that automates the configuration of the ION devices and the remote service.
D. It acts as a physical line card on the ION device to provide additional 10Gbps interfaces.

IEf: C

A -

Comprehensive and Detailed Explanation

The CloudBlade platformis a distinguishing architectural component of the Prisma SD-WAN solution. It is not a physical piece of
hardware, nor is it software that runs directly on the branch ION device's CPU.



Instead, the CloudBlade platformis a cloud-based API integration layer hosted by Palo Alto Networks. It functions as an intelligent
broker or "translator" between the Prisma SD-WAN Controller and external third-party services (such as Prisma Access, Amazon
Web Services, Azure, ServiceNow, or Zscaler).

‘When an admmistrator configures the Prisma Access CloudBlade, for example, they input their API credentials and intent (e.g,,
"Connect all US branches to US West"). The CloudBlade engine then:

Communicates with the Prisma Access API to provision the remote IPSec termination nodes (Security Processing Nodes).
Translates this configuration into specific instruction sets for the Prisma SD-WAN Controller.

The Controller then pushes the necessary VPN tunnel configurations, IKE parameters, and routing rules to the relevant ION
devices.

This architecture eliminates the need for manual IPSec configuration on every branch device. It ensures that if the third-party service
changes its IP addresses or settings, the CloudBlade can detect the change via API and automatically update the branch fleet,
maintaining connectivity without manual administrator intervention.

HE #43

B O SD-WAN-Engineer® EBED 7 A b EFOAKED BT T, Srhix & V<. S DELSFARS . H#HA
THVIHMEZE TV ET. HEOHEMRE . ABRE &£ SD-WAN-Engineeriff 7T 2% O B & O 55t & BRI K@ L
TWET. &5, BPFOSD-WAN-Engineers A BHIER Y YV — A2 WO THAFTE & T. EBH A FERC M
BOFERHD ET. rb0BOERRE. CONHFTry 7OMETT.

SD-WAN-Engineer i# 15 3 [ & £ : https/jp. fast2test.com/SD- WAN-Engineer-premium-file. html

o B #-F K 4 SD-WAN-Engineerf& & N 2 5 B - 3Bk O #4577 ¥£SD-WAN-Engineer B 318 B RIE&E (1 7 = 7
4+ A > www.passtest.jp <% B & . 8- SD-WAN-Engineer [ 18- |2 B L TERTCKX 7> o—FLTLES®
SD-WAN-Engineer’% & xf 4

e SD-WAN-Engineerf] # ] @4 [ | SD-WAN-Engineer & 4% 4483 (| SD-WAN-Engineersd B@ £/ (1 7 = 7
4# 4 b > www.goshiken.com [1% B & . > SD-WAN-Engineer [1#BREL TERNTKX Y o—FL TSV
SD-WAN-Engineerf# 78 %

e SD-WAN-Engineer— ¥ & 1% « SD-WAN-Engineer H A&FEAR b L — Y > 7 [1 SD-WAN-EngineeriR B &S (1>
www.passtestjp <. BB L . [1 SD-WAN-Engineer [ #REL T, BB XYy o— FAREZRBER£®RL
¥ 9 SD-WAN-Engineer? 7 5 A7 4 7

o ABR DM TTE-2 = — 2 % SD-WAN-Engineerf8 & P 2 3 B1- £ £ i) & SD-WAN-Engineer B 318 & P RE£E [
7 = 7% A b[ www.goshiken.com]#% B & . (1 SD-WAN-Engineer [1Z R L THERTKX 7> a—FLTLE
3 WSD-WAN-Engineer7 2 LA A7 4 7

o SD-WAN-Engineer—F& 4% [ SD-WAN-Engineeréf 5 5 52 Bkl SD-WAN-Engineer58 %7 [ B [ FR & &

B ¢fF 2 2> SD-WAN-Engineer «D 5% 5% [ /8 i “ jp.fast2test.com™ 4+ T #& SD-WAN-Engineer H A 5E R 4 >
%
* 100% & #& F-FF] % SD-WAN-Engineer/8 & P 28 7k B - 5 Bk 0D YE 5 75 1% SD-WAN- Engineer B 218 & [ 4R [
¢ www.goshikencom) T ( SD-WAN-Engineer ) ##RZEL T, MBI TKX 7> o —FL T % &wSD-WAN-
Engineer H A< 3 hR /B 42

e SD-WAN-Engineerf#i3 @ % % [ SD-WAN-Engineer7 A + # 5 B [1 SD-WAN-Engineerf558% [ [ SD-
WAN-Engineer ] O :REFEE [ www.passtestjp 1 T #HRHEC (S o SD-WAN-Engineer# 5 & 52 Bkl

e SD-WAN-Engineer#i#t € — I [ SD-WAN-Engineerf; 3 38 %% # 1) SD-WAN-Engineerfs % 1 >
www.goshiken.com [ 12 # &) L . = SD-WAN-Engineer € HR&R L T. B TKX v > o— FTRELABRER 2 1K
L & 3 SD-WAN-Engineerf&ift € — F

e SD-WAN-Engineerf#i58 @ %& ¥} (1 SD-WAN-Engineeri 2 [ # £} () SD-WAN-Engineer H AFERK 4 > 7" v [
= jp.fast2testcom [1[11% B & . [ SD-WAN-Engineer ] # AL T, BETCKX Y>> o —FL TL & WLSD-
WAN-Engineer7 A b ¥ 5 F&

o SD-WAN-Engineeri& #% B &n38 1 SD-WAN-EngineersR B3t 2 ] 3% SD-WAN-EngineersRBEIB £/ 0 (
www.goshiken.com ) #» & [1 SD-WAN-Engineer (12 &L T. RRBER R TL vy o—FL TS W
SD-WAN-Engineerft] & [ i £

o - K A % SD-WAN-Engineerf8 # A 2 ik B -7k Bt O e 75 1%:SD- WAN-Engineer B 38 18 & FIRE&E [ [
www.passtest.jp [\ B &L « » SD-WAN-Engineer 1% &L T, R TKX v > o— FA[RE 4 A& Rl % 7
L & 3 SD-WAN-Engineerf#i58 @ &}

o www.stes.tyc.edu.tw, mrsameh-ramadan.com, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw,
www.stes. tyc.edu.tw, www.stes.tyc.edu.tw, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal. utt.edu.tt, myportal.utt.edu.tt, myportal utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportalutt.edu.tt, www.stes.tyc.edu.tw, Disposable vapes


https://www.xhs1991.com/SD-WAN-Engineer.html
https://jp.fast2test.com/SD-WAN-Engineer-premium-file.html
https://www.passtest.jp/Palo-Alto-Networks/SD-WAN-Engineer-shiken.html
https://www.pdc.edu/?URL=https%253a%252f%252fjp.fast2test.com%252fSD-WAN-Engineer-premium-file.html
https://www.passtest.jp/SD-WAN-Engineer-exam.html
https://www.northwestu.edu/?URL=https%253a%252f%252fjp.fast2test.com%252fSD-WAN-Engineer-premium-file.html
https://jp.fast2test.com/SD-WAN-Engineer-premium-file.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fjp.fast2test.com%252fSD-WAN-Engineer-premium-file.html
https://www.passtest.jp/SD-WAN-Engineer-exam.html
http://richard-feynman.net/?s=SD-WAN-Engineer%25e6%25a8%25a1%25e6%2593%25ac%25e3%2583%25a2%25e3%2583%25bc%25e3%2583%2589+%25f0%259f%258c%25b8+SD-WAN-Engineer%25e6%259c%2580%25e6%2596%25b0%25e9%2596%25a2%25e9%2580%25a3%25e5%258f%2582%25e8%2580%2583%25e6%259b%25b8+%25f0%259f%2595%25b4+SD-WAN-Engineer%25e5%2595%258f%25e9%25a1%258c%25e6%2595%25b0+%25f0%259f%258f%2598+%25e2%259e%25a4+www.goshiken.com+%25e2%25ae%2598%25e3%2581%25ab%25e7%25a7%25bb%25e5%258b%2595%25e3%2581%2597%25e3%2580%2581%25e2%2587%259b+SD-WAN-Engineer+%25e2%2587%259a%25e3%2582%2592%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2597%25e3%2581%25a6%25e3%2580%2581%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e5%258f%25af%25e8%2583%25bd%25e3%2581%25aa%25e8%25a9%25a6%25e9%25a8%2593%25e8%25b3%2587%25e6%2596%2599%25e3%2582%2592%25e6%258e%25a2%25e3%2581%2597%25e3%2581%25be%25e3%2581%2599SD-WAN-Engineer%25e6%25a8%25a1%25e6%2593%25ac%25e3%2583%25a2%25e3%2583%25bc%25e3%2583%2589
https://jp.fast2test.com/SD-WAN-Engineer-premium-file.html
https://takpraha.cz/?s=SD-WAN-Engineer%25e8%25b3%2587%25e6%25a0%25bc%25e5%25b0%2582%25e9%2596%2580%25e7%259f%25a5%25e8%25ad%2598+%25f0%259f%2596%2595+SD-WAN-Engineer%25e8%25a9%25a6%25e9%25a8%2593%25e9%2581%258e%25e5%258e%25bb%25e5%2595%258f+%25e2%259d%2587+SD-WAN-Engineer%25e8%25a9%25a6%25e9%25a8%2593%25e9%2581%258e%25e5%258e%25bb%25e5%2595%258f+%25f0%259f%2599%2587+%25ef%25bc%2588+www.goshiken.com+%25ef%25bc%2589%25e3%2581%258b%25e3%2582%2589%25e2%258f%25a9+SD-WAN-Engineer+%25e2%258f%25aa%25e3%2582%2592%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2597%25e3%2581%25a6%25e3%2580%2581%25e8%25a9%25a6%25e9%25a8%2593%25e8%25b3%2587%25e6%2596%2599%25e3%2582%2592%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%2597%25e3%2581%25a6%25e3%2581%258f%25e3%2581%25a0%25e3%2581%2595%25e3%2581%2584SD-WAN-Engineer%25e7%259a%2584%25e4%25b8%25ad%25e5%2595%258f%25e9%25a1%258c%25e9%259b%2586
https://www.passtest.jp/SD-WAN-Engineer-mondaishuu.html
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3855654
https://mrsameh-ramadan.com/profile/jackowe513
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3854883
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3855141
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3856017
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3855124
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3856053
https://myportal.utt.edu.tt/ICS/icsfs/2761f5ae-b5c6-44a5-9489-d5fc0835de90.pdf?target=782a3f82-4a94-4b19-94b7-51a98110808f
https://myportal.utt.edu.tt/ICS/icsfs/7380dfdf-4db4-49b8-8c72-ada842cb9f7e.pdf?target=57a32e3a-e199-4b7b-850a-2eca7ddc145b
https://myportal.utt.edu.tt/ICS/icsfs/b9991363-61fd-4a88-b220-107476b8e6f7.pdf?target=dc27cd8a-c43e-49b0-84bc-c9007c37980d
https://myportal.utt.edu.tt/ICS/icsfs/bfca53a7-a5d1-46d7-97d6-3310ed97e16a.pdf?target=25c073b3-7a4d-4663-8057-ac3ce045a3f4
https://myportal.utt.edu.tt/ICS/icsfs/d00b8732-a103-4781-bc36-d2fff3252dc9.pdf?target=098973a0-764e-41ef-bc64-0c1a21b4ebe8
https://myportal.utt.edu.tt/ICS/icsfs/d29712e4-8248-4350-a607-9af432a14b80.pdf?target=70ba2362-0e63-42de-8f21-3f23eb91ba9f
https://myportal.utt.edu.tt/ICS/icsfs/dd48f995-983a-4689-9948-972ace3059e4.pdf?target=1c9411b0-8939-4acc-a25f-95ab38451e53
https://myportal.utt.edu.tt/ICS/icsfs/de58473f-01f0-4616-a72d-b330b79c1bc3.pdf?target=dbc00d45-20af-411a-a6f6-ea0cce0f697c
https://myportal.utt.edu.tt/ICS/icsfs/dfa98cfa-eb5f-458b-a2ed-5fd9a9194938.pdf?target=614bd933-3a3a-4b0c-bf2e-5f85b7acf059
https://myportal.utt.edu.tt/ICS/icsfs/fb0b109a-81a5-42d5-83de-42ea5a7c52b2.pdf?target=5c2ea0d7-a2fd-4cbe-8658-af43575c9a14
https://myportal.utt.edu.tt/ICS/icsfs/161f6599-ba58-4100-8482-254c858acea2.pdf?target=451e7437-c3d2-4538-b72b-2ef2a36607ce
https://myportal.utt.edu.tt/ICS/icsfs/2744288f-0ebb-46f5-b6e3-4adadcd998f1.pdf?target=e1df1b9d-815d-45b1-8ae5-d7e916492363
https://myportal.utt.edu.tt/ICS/icsfs/5991fa4c-5be1-44d9-b8aa-f64932e4ba9f.pdf?target=18d834dd-862a-47b9-a235-7c7b2c0a2c39
https://myportal.utt.edu.tt/ICS/icsfs/83cdc868-11b2-4567-8b44-c22b45fc322e.pdf?target=b4109834-cec7-47b5-8e4a-68c251aab684
https://myportal.utt.edu.tt/ICS/icsfs/893824e6-44f1-454d-84c0-6c331c3deb28.pdf?target=e58f6d09-2003-4484-a316-c77d8e3c55e0
https://myportal.utt.edu.tt/ICS/icsfs/bc3af661-469d-4b72-a155-746c7f8b67b8.pdf?target=3e58f6ba-fbee-4956-8daa-d9faadfaa93f
https://myportal.utt.edu.tt/ICS/icsfs/d1e013cd-c1d2-4186-a8b6-12c45065ca30.pdf?target=034fc042-f0ef-4c4c-8705-4d615c362f59
https://myportal.utt.edu.tt/ICS/icsfs/d311ee4e-8eef-4f22-afb8-643993a0b238.pdf?target=442fee79-4ad0-416d-85b7-43dacf433e4f
https://myportal.utt.edu.tt/ICS/icsfs/dbe0ae38-f1e9-4f83-8628-66f66323264b.pdf?target=a60b2eef-ba73-47ca-adb6-6ee4b6feb288
https://myportal.utt.edu.tt/ICS/icsfs/dfa66c72-9c2c-43c7-9cd4-b5f5811495d0.pdf?target=6a60cb58-077c-4c04-a584-622eea50b8c0
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3854789
https://frvape.com




