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The CIPM Certification Exam is designed for professionals who are responsible for managing and overseeing privacy policies and
practices within an organization. CIPM exam covers a variety of topics, including privacy program governance, privacy operational
lifecycle, privacy regulations and standards, and privacy risk management.

IAPP Certified Information Privacy Manager (CIPM) Sample Questions
(Q96-Q101):
NEW QUESTION # 96 
As a Data Protection Officer, one of your roles entails monitoring changes in laws and regulations and updating policies accordingly.
How would you most effectively execute this responsibility?

A. Consult an external lawyer.
B. Subscribe to email list-serves that report on regulatory changes.
C. Regularly engage regulators.
D. Attend workshops and interact with other professionals.

Answer: B

Explanation:
As a Data Protection Officer (DPO), one of the most effective ways to execute your responsibility of monitoring changes in laws and
regulations and updating policies accordingly is to subscribe to email list- serves that report on regulatory changes. Email list-serves
are online mailing lists that allow subscribers to receive regular updates on topics or issues of interest via email7 By subscribing to
email list-serves that report on regulatory changes, you can stay informed of the latest developments and trends in the regulatory
environment that affect your organization and its data protection practices. You can also access relevant information and resources
from reliable sources, such as regulatory agencies, law firms, industry associations, or experts8 This can help you to identify and
analyze the impact of regulatory changes on your organization and its data processing activities, and to update your policies and
procedures accordingly to ensure compliance8 Some examples of email list-serves that report on regulatory changes are:
The ICO Newsletter: This is a monthly newsletter from the UK Information Commissioner's Office (ICO) that provides updates on
data protection news, guidance, events, consultations, and enforcement actions9 The Privacy Advisor: This is a monthly newsletter
from the International Association of Privacy Professionals (IAPP) that covers global privacy news, analysis, and insights10 The
Privacy & Data Security Law Journal: This is a monthly journal from LexisNexis that provides articles and case notes on privacy and
data security law issues from around the world11 The Data Protection Report: This is a blog from Norton Rose Fulbright that
provides updates and commentary on data protection and cybersecurity developments across various jurisdictions12
7: What is a listserv?; 8: 5 Practical Ways to Keep Up with Regulatory Changes; 9: ICO Newsletter; 10: The Privacy Advisor; 11:
Privacy & Data Security Law Journal; 12: Data Protection Report

NEW QUESTION # 97 
SCENARIO
Please use the following to answer the next QUESTION:
Ben works in the IT department of IgNight, Inc., a company that designs lighting solutions for its clients.
Although IgNight's customer base consists primarily of offices in the US, some individuals have been so impressed by the unique
aesthetic and energy-saving design of the light fixtures that they have requested IgNight's installations in their homes across the globe.
One Sunday morning, while using his work laptop to purchase tickets for an upcoming music festival, Ben happens to notice some
unusual user activity on company files. From a cursory review, all the data still appears to be where it is meant to be but he can't
shake off the feeling that something is not right. He knows that it is a possibility that this could be a colleague performing unscheduled
maintenance, but he recalls an email from his company's security team reminding employees to be on alert for attacks from a known
group of malicious actors specifically targeting the industry.
Ben is a diligent employee and wants to make sure that he protects the company but he does not want to bother his hard-working
colleagues on the weekend. He is going to discuss the matter with this manager first thing in the morning but wants to be prepared so
he can demonstrate his knowledge in this area and plead his case for a promotion.
If this were a data breach, how is it likely to be categorized?

A. Integrity Breach.
B. Confidentiality Breach.
C. Availability Breach.
D. Authenticity Breach.

Answer: B

Explanation:
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Explanation
If this were a data breach, it is likely to be categorized as a confidentiality breach. A confidentiality breach is a type of data breach
that involves unauthorized or accidental disclosure of or access to personal data. A confidentiality breach violates the principle of
confidentiality, which requires that personal data is protected from unauthorized or unlawful use or disclosure. A confidentiality
breach can occur when personal data is exposed to unauthorized parties, such as hackers, competitors, or third parties without
consent. A confidentiality breach can also occur when personal data is sent to incorrect recipients, such as by email or mail.
The other options are not likely to be the correct category for this data breach. An availability breach is a type of data breach that
involves accidental or unauthorized loss of access to or destruction of personal data. An availability breach violates the principle of
availability, which requires that personal data is accessible and usable by authorized parties when needed. An availability breach can
occur when personal data is deleted, corrupted, encrypted, or otherwise rendered inaccessible by malicious actors or technical
errors. An authenticity breach is a type of data breach that involves unauthorized or accidental alteration of personal data.
An authenticity breach violates the principle of authenticity, which requires that personal data is accurate and up to date. An
authenticity breach can occur when personal data is modified, tampered with, or falsified by malicious actors or human errors. An
integrity breach is a type of data breach that involves unauthorized or accidental alteration of personal data that affects its quality or
reliability. An integrity breach violates the principle of integrity, which requires that personal data is complete and consistent with its
intended purpose.
An integrity breach can occur when personal data is incomplete, inconsistent, outdated, or inaccurate due to malicious actors or
human errors. References: Personal Data Breaches: A Guide; Guidance on the Categorisation and Notification of Personal Data
Breaches

NEW QUESTION # 98 
SCENARIO
Please use the following to answer the next QUESTION:
For 15 years, Albert has worked at Treasure Box - a mail order company in the United States (U.S.) that used to sell decorative
candles around the world, but has recently decided to limit its shipments to customers in the 48 contiguous states. Despite his years
of experience, Albert is often overlooked for managerial positions. His frustration about not being promoted, coupled with his recent
interest in issues of privacy protection, have motivated Albert to be an agent of positive change.
He will soon interview for a newly advertised position, and during the interview, Albert plans on making executives aware of lapses
in the company's privacy program. He feels certain he will be rewarded with a promotion for preventing negative consequences
resulting from the company's outdated policies and procedures.
For example, Albert has learned about the AICPA (American Institute of Certified Public Accountans)/CICA (Canadian Institute of
Chartered Accountants) Privacy Maturity Model (PMM). Albert thinks the model is a useful way to measure Treasure Box's ability
to protect personal dat a. Albert has noticed that Treasure Box fails to meet the requirements of the highest level of maturity of this
model; at his interview, Albert will pledge to assist the company with meeting this level in order to provide customers with the most
rigorous security available.
Albert does want to show a positive outlook during his interview. He intends to praise the company's commitment to the security of
customer and employee personal data against external threats. However, Albert worries about the high turnover rate within the
company, particularly in the area of direct phone marketing. He sees many unfamiliar faces every day who are hired to do the
marketing, and he often hears complaints in the lunch room regarding long hours and low pay, as well as what seems to be flagrant
disregard for company procedures.
In addition, Treasure Box has had two recent security incidents. The company has responded to the incidents with internal audits and
updates to security safeguards. However, profits still seem to be affected and anecdotal evidence indicates that many people still
harbor mistrust. Albert wants to help the company recover. He knows there is at least one incident the public in unaware of, although
Albert does not know the details. He believes the company's insistence on keeping the incident a secret could be a further detriment
to its reputation. One further way that Albert wants to help Treasure Box regain its stature is by creating a toll-free number for
customers, as well as a more efficient procedure for responding to customer concerns by postal mail.
In addition to his suggestions for improvement, Albert believes that his knowledge of the company's recent business maneuvers will
also impress the interviewers. For example, Albert is aware of the company's intention to acquire a medical supply company in the
coming weeks.
With his forward thinking, Albert hopes to convince the managers who will be interviewing him that he is right for the job.
Based on Albert's observations, executive leadership should most likely pay closer attention to what?

A. Potential in-house threats
B. Obsolete data processing systems
C. Outdated security frameworks
D. Awareness campaigns with confusing information

Answer: C
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Explanation:
Explanation
This answer is the best suggestion that Albert should make based on his observations regarding recent security incidents, as it can
help to ensure that Treasure Box's privacy program and practices are assessed and verified by an independent and objective party
who has the necessary expertise, experience and credentials to evaluate the company's compliance with the applicable laws,
regulations, standards and best practices for data protection. Using a third-party auditor can also help to identify any gaps,
weaknesses or risks that may have been overlooked or missed by the prior internal audits, and to recommend or implement any
improvements or corrective actions. A third-party audit can also help to enhance the company's reputation and trust among its
customers, partners and stakeholders, as well as demonstrate its commitment and accountability for privacy protection.

NEW QUESTION # 100 
All of the following should be mandatory in the contract for the outsourced vendor EXCEPT?

A. Generation of reports and metrics.
B. Liability for data breach.
C. Cyber insurance.
D. Information security controls.

Answer: C



Explanation:
Step-by-Step Comprehensive Detailed Explanation with All Information Privacy Manager CIPM Study Guide References When
creating contracts for outsourced vendors, it is critical to include clauses that protect the organization's interests, especially regarding
privacy and data security. Let's analyze each option:
A . Generation of reports and metrics:
Reports and metrics help monitor compliance and performance of the vendor. They are vital for ensuring the vendor meets agreed-
upon privacy standards and obligations.
B . Information security controls:
Specific security controls are essential to mitigate risks associated with data breaches or unauthorized access to personal data. These
should be explicitly included to protect sensitive information.
C . Liability for data breach:
This clause ensures the vendor is accountable for any harm caused by a data breach under their control. It is critical to hold vendors
liable to safeguard the organization.
D . Cyber insurance:
While important for managing overall risk, cyber insurance is typically a broader organizational risk management tool and not a
mandatory element of every vendor contract. Including such a requirement may not be applicable or enforceable universally.
CIPM Study Guide References:
Privacy Program Operational Life Cycle - "Maintain" phase discusses vendor management and contractual requirements.
Key contractual elements in vendor agreements highlight essential components such as liability, security controls, and reporting.
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