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WGU Information Technology Management QGC1 Sample Questions (Q123-
Q128):

NEW QUESTION # 123
Which business layer implements the processes, organizational designs, and compensation structures that enable the company to
execute plans?

A. Systens
B. Corporate
C. Operating
D. Strategy

Answer: C

Explanation:

The Operating layer is responsible for the execution of business processes, organizational structures, and compensation strategies.
This layer ensures that the strategies defined at the corporate and strategic levels are effectively implemented. It focuses on
operational management, workforce incentives, and aligning business activities with organizational goals.

References:

* Kaplan, R. S., & Norton, D. P. (1996). The Balanced Scorecard: Translating Strategy into Action.

Harvard Business Press.

* Porter, M. E. (1985). Competitive Advantage: Creating and Sustaining Superior Performance.

NEW QUESTION # 124
‘Which system provides a foundation for collaboration between departiments, enabling people in different business areas to
commumicate?

A. Supply chain management (SCM)

B. Electronic data mnterchange (EDI)

C. Customrer relationship management (CRM)
D. Enterprise resource planning (ERP)

Answer: D

Explanation:

* Definition of ERP Systerns:

* ERP mtegrates core business processes across various departments, such as finance, HR, procurement, and production.
* It creates acentralized communication platformfor cross-departmental collaboration and seamless data sharing,

* Purpose of ERP:

* Ensures real-time data visibility across the organization.

* Promotes collaboration by eliminating data silos and enabling efficient workflows.

* Incorrect Options Analysis:

* B. Supply Chain Management (SCM):Focuses on logistics and supply chain optimization, not general collaboration.
* C. Customer Relationship Management (CRM):Concentrates on custommer interactions.

* D. Electronic Data Interchange (EDI):Facilitates data sharing with external partners, not internal collaboration.
References and Documents of Information Technology Management:

* "ERP Integration Best Practices" (Gartner).

* ITIL Service Design: ERP Modules Overview (Axelos).

NEW QUESTION # 125
An attacker uses a guest account to exploit a weakness that enables the attacker to change access rights and alter user account
information. Which type of attack is described?

¢ A. Spoofing
¢ B. Hoaxing
e (. Packet tampering



¢ D. Elevation of privilege
Answer: D

Explanation:

* Definition of Elevation of Privilege Attack:

* This attack occurs when an attackerexploits vulnerabilitiesin systemns to escalate their permissions beyond what they are authorized
for, gaining access to sensitive data or control over the system

* Example in the Scenario:

* The attacker uses aguest account, a low-privilege account, to exploit a system weakness and escalate their privileges, altering user
account information.

* Incorrect Options Analysis:

* A. Packet tamperingInvolves altering data packets, not access rights.

* B. SpoofingInvolves impersonation, not privilege escalation.

* D. HoaxingRefers to deceptive scans, unrelated to access rights.

References and Documents of Information Technology Management:

* "Cybersecurity Vulnerabilities and Exploits” (CIS Controls).

* ITIL Risk Management Framework (Axelos).

NEW QUESTION # 126
What is the purpose of the Internet Use portion of the IT ethics policy?

A. To specify which email messages may be read by others

B. To improve worker productivity

C. To identify company branding for use in communications

D. To specify what a user can and cannot do with company printers

Answer: B

Explanation:

Purpose of Internet Use Policy in IT Ethics:

An Internet Use Policy is a subset of an organization's IT ethics policy. It outlines acceptable use of the organization's internet
resources by employees.

By defining clear guidelines, the policy aims to minimize time wasted on personal browsing and ensure internet use aligns with
business goals.

Relation to Worker Productivity:

The policy is designed to prevent misuse of the internet (e.g., excessive social media use or visiting non-work-related websttes),
which can negatively impact productivity.

Encouraging responsible use fosters a professional environment and helps employees focus on work-related tasks.

‘Why Other Options Are Incorrect:

Option B: Email monitoring may be part of broader IT security policies but is not the focus of Internet Use policies.

Option C: Branding guidelines apply to communication policies, not internet usage policies.

Option D: Printer usage is covered under equipment policies, not internet use policies.

"Employee Internet Use Policy Guidelines" - SHRM
IT Ethics and Acceptable Use Policies, ISO 27002

NEW QUESTION # 127
When should a product management team utilize a prototype?

A. When testing various user interface designs for a new application

B. When a prelimnary model is needed to seek user feedback

C. While creating training on a new application for IT Technicians

D. While creating a way to show how the various features in a new application will work together.

Answer: B
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