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Palo Alto Networks Certified Network Security Administrator Sample
Questions (Q267-Q272):
NEW QUESTION # 267 
An administrator is reviewing the Security policy rules shown in the screenshot below.
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Which statement is correct about the information displayed?

A. Eleven rules use the "Infrastructure* tag.
B. There are seven Security policy rules on this firewall.
C. Highlight Unused Rules is checked.
D. The view Rulebase as Groups is checked.

Answer: D

NEW QUESTION # 268 
Match the cyber-attack lifecycle stage to its correct description.

Answer:

Explanation:

NEW QUESTION # 269 
An administrator wants to reference the same address object in Security policies on 100 Panorama managed firewalls, across 10
device groups and five templates.
Which configuration action should the administrator take when creating the address object?

A. Ensure that the Shared option is cleared.
B. Ensure that Disable Override is cleared.
C. Tag the address object with the Global tag.
D. Ensure that the Shared option is checked.

Answer: D

Explanation:
To reference the same address object in Security policies on 100 Panorama-managed firewalls, across 10 device groups and five
templates, the administrator should ensure that the Shared option is checked when creating the address object. This option allows
the administrator to create a shared address object that is available to all device groups and templates on Panorama. The shared
address object can then be used in multiple firewall policy rules, filters, and other functions1. This reduces the complexity and
duplication of managing address objects across multiple firewalls2. References: Address Objects, Create a Shared Address Object,
Certifications - Palo Alto Networks, Palo Alto Networks Certified Network Security Administrator (PAN-OS 10.0) or [Palo Alto
Networks Certified Network Security Administrator (PAN-OS 10.0)].

NEW QUESTION # 270 
Which license must an Administrator acquire prior to downloading Antivirus Updates for use with the firewall?

A. Threat Environment License
B. Threat Implementation License
C. Threat Prevention License
D. Threat Protection License

Answer: C

Explanation:
Explanation/Reference: https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-admin/threat-prevention/set-up-antivirus-anti-
spyware-and-vulnerability-protection.html

NEW QUESTION # 271 
Where in the PAN-OS GUI can an administrator monitor the rule usage for a specified period of time?

A. Policies > Policy Optimizer
B. Monitor > Packet Capture



C. Objects > Schedules
D. Monitor > Reports

Answer: A

Explanation:
The Policy Optimizer is a feature in the PAN-OS GUI that allows an administrator to monitor the rule usage for a specified period of
time, as well as optimize the security policies based on the traffic logs and recommendations. The Policy Optimizer can help the
administrator to improve the security posture, reduce the attack surface, and simplify the policy management. The Policy Optimizer
can be accessed from Policies > Policy Optimizer in the PAN-OS GUI. Reference: Policy Optimizer, View Policy Rule Usage,
Updated Certifications for PAN-OS 10.1

NEW QUESTION # 272
......

The web-based PCNSA practice test is accessible via any browser. This PCNSA mock exam simulates the actual Palo Alto
Networks Certified Network Security Administrator (PCNSA) exam and does not require any software or plugins. Compatible with
iOS, Mac, Android, and Windows operating systems, it provides all the features of the desktop-based PCNSA Practice Exam
software.
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