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Questions (Q55-Q60):

NEW QUESTION # 55
Why should you align DLP classification labels with application sensitivity tags in ZTNA?
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A. Facilitates unified policy management and reduces errors
B. Enables automatic agent installation

C. Sinplifies Connector load balancing

D. Accelerates TLS handshake

Answer: A

Explanation:
Consistent labels make policies easier to maintain.

NEW QUESTION # 56
A tenant wants to enforce different MFA settings per application. Where is the correct place to configure?

A. At the Connector level using local user maps

B. Within the ZTNA Admin Console under Global Authentication
C. Inside DLP policy definitions

D. In the IDP's application-specific conditional access policies

Answer: D

Explanation:
MFA is handled by the IDP on an app basis; ZTNA references the resulting token.

NEW QUESTION # 57
How does Symantec ZTNA assist auditors in validating compliance for regulated workloads?

A. Exports searchable, signed log files with tamper-evident hashes
B. Generates automated SOC 1 reports

C. Disables policy edits during audit windows

D. Allows direct database queries to the logging backend

Answer: A

Explanation:
Signed logs with hashes give auditors integrity assurance.

NEW QUESTION # 58
In an environment requiring strict geo-fencing, what combination of features ensures users outside approved regions are blocked at
authentication time?

A. Disabling token refresh for roaming devices

B. DNS filtering only

C. Comnector ACLs based on IP subnets

D. IDP conditional access rules + ZTNA contextual policy

Answer: D

Explanation:
IDP conditions gate authentication, and ZTNA contextual policy enforces at app access.

NEW QUESTION # 59
‘Which design principle ensures ZTNA remains effective during cloud provider outages?

A. Forcing agentless mode for all applications

B. Disabling SIEM alerts for external downtime

C. Hard-coding provider IP ranges in Connectors

D. Multi-cloud Connector deployment with DNS-based failover



Answer: D

Explanation:
Multi-cloud redundancy mitigates single-provider failures.

NEW QUESTION # 60
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