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NEW QUESTION # 119
Refer to the exhibit.

A developer is building a client application to invoke an API deployed to the STAGING environment that is governed by a client ID
enforcement policy.
What is required to successfully invoke the API?

A. The client ID and secret obtained from Anypoint Exchange for the API instance in the STAGING environment
B. The client ID and secret for the Anypoint Platform account owning the API in the STAGING environment

C. The client ID and secret for the Anypoint Platform account's STAGING environment

D. A valid OAuth token obtained from Anypoint Platform and its associated client ID and secret

Answer: A

Explanation:

Correct Answe 1: The client ID and secret obtained from Anypoint Exchange for the API instance in the STAGING environment

s ste s sfe s steste she sfe steste she sk steske she sk steste sk sk steste sk skeostesieosk skeokesieoskoskokokokokokoskeskk

>>We CANNOT use the client ID and secret of Anypoint Platform account or any individual environments for accessing the APIs
>> As the type of policy that is enforced on the API in question is "Client ID Enforcment Policy”, O Auth token based access won't
work.

Right way to access the API is to use the client ID and secret obtained from Anypoint Exchange for the API instance in a particular
environment we want to work on.

Reference:

Managing API instance Contracts on APl Manager

httpsz/docs.mulesoft.convapi-manager/ 1 .x/request-access-to-api-task

httpsz/docs.mulesoft.com/exchange/to-request-access
httpsz/docs.mulesoft.convapi-manager/2.x/policy-mule3-client-id-based-policies

NEW QUESTION # 120
A System API is designed to retrieve data froma backend system that has scalability challenges. What API policy can best
safeguard the backend system?

A. IPwhitelist

B. Auth 2 token enforcement
C. Client ID enforcement

D. SLA-based rate limiting

Answer: D

Explanation:

Correct Answe 1: SLA-based rate limiting
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>> Client Id enforement policy is a "Compliance" related NFR and does not help in maintaining the "Quality of Service (QoS)". It
CANNOT and NOT meant for protecting the backend systens from scalability challenges.

>> [P Whitelisting and OAuth 2.0 token enforcement are "Security" related NFRs and again does not help in maintaining the
"Quality of Service (QoS)". They CANNOT and are NOT meant for protecting the backend systens from scalability challenges.
Rate Limiting, Rate Limiting-SLA, Throttling, Spike Control are the policies that are "Quality of Service (QOS)" related NFRs and
are meant to help in protecting the backend systems fiom getting overloaded.

https/dzone.convarticles/how-to-secure-apis

NEW QUESTION # 121

A Mule application implements an API. The Mule application has an HTTP Listener whose connector configuration sets the HTTPS
protocol and hard-codes the port value. The Mule application is deployed to an Anypoint VPC and uses the CloudHub 1.0 Shared
Load Balancer (SLB) for all incoming traffic.

‘Which port number must be assigned to the HTTP Listener's connector configuration so that the Mule application properly receives

HTTPS API invocations routed through the SLB?

e AO
e B.1
e C.2



e D3
Answer: C

Explanation:

When using CloudHub 1.0's Shared Load Balancer (SLB) for a Mule application configured with HTTPS in an Anypoint VPC,
specific ports must be configured for the application to correctly route incoming traffic:

Port Requirement for SLB:

The CloudHub Shared Load Balancer for HTTPS traffic requires that applications listen on port 8092 for secure (HTTPS)
commumnication. This port is reserved specifically for SSL traffic when using SLB with Anypoint VPCs.

Why Option B is Correct:

Setting the HTTP Listener's connector configuration to 8092 aligns with CloudHub requirements for HTTPS via the Shared Load
Balancer.

of Incorrect Options:

Option A (8082) is used for non-HTTPS (HTTP) traffic.

Option C (80) and Option D (443) are standard web ports but are not applicable within CloudHub SLB's internal configuration for
VPC routing.

Reference

For more information on the Shared Load Balancer port configurations, refer to MuleSoft's documentation on CloudHub and VPC
load balancer requirements.

NEW QUESTION # 122

A company deploys Mule applications with default configurations through Runtime Manager to customer-hosted Mule runtimes.
Each Mule application is an API implementation that exposes RESTful interfaces to API clients. The Mule runtimes are managed by
the MuleSoft-hosted control plane. The payload is never used by any Logger components.

When an API client sends an HTTP request to a customer-hosted Mule application, which metadata or data (payload) is pushed to
the MuleSoft-hosted control plane?

A. Only the metadata

B. Only the data

C. No data

D. The data and metadata

Answer: A

Explanation:

Understanding the Data Flow Between Mule Runtimes and Control Plane:

‘When Mule applications are deployed on customer-hosted Mule runtimes, the MuleSoft-hosted control plane (Anypoint Platform)
can monitor and manage these applications. However, due to data privacy and security, the control plane only collects specific types
of mformation.

Typically, only metadata about the request and response (such as headers, status codes, and timestamps) is sent to the MuleSoft-
hosted control plane. The actual payload data is not transmitted unless explicitly configured, ensuring that sensitive data remains
within the customer's network.

Evaluating the Options:

Option A (Only the data): This is incorrect because the payload data itself'is not automatically sent to the control plane in default
configurations.

Option B (No data): This is incorrect as well; while the payload is not sent, metadata is still collected and sent to the control plane.
Option C (The data and metadata): This option is incorrect because data (payload) is not transmitted to the control plane by default.
Option D (Correct Answer): Only the metadata is sent to the MuleSoft-hosted control plane by default, aligning with MuleSoft's
design to prioritize security and data privacy for customer-hosted runtimes.

Conclusion:

Option D is the correct answer, as by default, only metadata is sent to the MuleSoft-hosted control plane, and not the payload. This
configuration is designed to protect sensitive data from being exposed outside the customer's hosted environment.

For more details, refer to MuleSoft's documentation on telemetry data collected in customer-hosted Mule runtimes and the MuleSoft
control plane.

NEW QUESTION # 123
An IT Security Compliance Auditor is assessing which nonfunctional requirements (NFRs) are already being implemented to meet
security measures.



* The Web API has Rate-Limiting SLA
* Basic Authentication - LDAP

* JSON Threat Protection

* TP Allowlist policies applied

Which two NFRs-are enforced?

A. The API nvocations are coming froma known subnet range

B. Sensitive data is masked to prevent compromising critical information

C. Username/password supported to validate login credentials

D. Performance expectations are to be allowed up to 1,000 requests per second
E. The API is protected against XML invocation attacks

Answer: A,C

Explanation:

Understanding Nonfinctional Requirements (NFRs):

The NFRs in this context are related to security measures implemented for the Web API, such as rate limiting, LDAP-based
authentication, JSON threat protection, and IP allowlist policies.

Evaluating the Options:

Option A (Correct Answer): The IP allowlist policy restricts access to known subnets, ensuring that API invocations come froma
defined range of IPs.

Option B (Correct Answer): Basic Authentication with LDAP enforces a username/password validation, satisfying an NFR for
identity verification.

Option C: Masking sensitive data is not part of the listed NFRs, as none of the mentioned policies address data masking.
Option D: XML threat protection is not mentioned, so this option is incorrect.

Option E: While rate-limiting inplies performance control, it does not directly enforce a specific performance expectation.
Conclusion:

Options A and B are correct as they directly address the implemented security measures related to IP range restrictions and
username/password authentication.

Refer to MuleSoft's documentation on API security policies for details on LDAP, rate limiting, and allowlist policies.
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