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CompTIA SecAl+ Certification Exam Sample Questions (Q77-Q82):

NEW QUESTION # 77
A security operations center (SOC) has a very high volume of logs and alerts. The manager proposes the implementation of machine
learning (ML) system to help with triage. Which of'the following tasks is most suitable?

A. Automatically patching vulnerable systems
B. Summarizing the content of alerts

C. Identifying and classifying alerts

D. Applying filters on specific alerts

Answer: C
Explanation:

Machine learing is best suited for analyzing large volumes of security data and distinguishing between true threats and false positives.
By identifying and classifying alerts, the ML system helps the SOC prioritize incidents and reduce analyst workload.

NEW QUESTION # 78
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A security administrator must provide access controls for Al systemns to list tables. Which of the following should the administrator
mmplement?

A. Model access

B. Network access control list (NACL)
C. Agentic Al access

D. Data access

Answer: D

Explanation:
Since the requirement is to control which users or systerms can list tables, the proper control lies at the data access level
Implementing data access controls ensures only authorized entities can view or query the underlying tables used by the Al system.

NEW QUESTION # 79
A security analyst finds that the Al systemis under a denial-of-wallet attack. Which of the following should the analyst enforce to
protect the company? (Choose two.)

A. Model fine-tuning

B. Content delivery network (CDN)

C. Modality controls

D. Output token controls

E. Application programming interface (API) rate controls
F. Endpoint access controls

Answer: D,E

Explanation:

API rate controls limit the number of requests within a set timeframe, preventing attackers from overloading the system and driving
up costs.

Output token controls restrict the length of responses, reducing unnecessary token usage that attackers might exploit in a denial-of-
wallet attack.

NEW QUESTION # 80

Faculty members at a university are concerned about potential inherent bias and inconsistency in one department's Al plagiarism
detection service.

‘Which of'the following principles will most likely to address their concerns?

A. Transparency
B. Accountability

C. Explainability

D. Consistency

Answer: D

Explanation:
Consistency ensures that an Al system applies rules and produces results in a uniform manner across all cases. This principle directly
addresses concerns about bias and irregular outcomes in the plagiarism detection service.

NEW QUESTION # 81
Which of the following is the most impactful security risk associated with the use of a generative Al chatbot?

A. Model validation

B. Overly permissive access
C. Data leakage

D. Weak encryption

Answer: C



Explanation:

The most significant risk with generative Al chatbots is data leakage, where sensitive or regulated information could be exposed
through prompts or outputs. This risk directly impacts confidentiality and compliance, making it more critical than access scope,
encryption, or validation concerns.

NEW QUESTION # 82
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