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(Q55-Q60):

NEW QUESTION # 55
Refer to the exhibit, which shows an enterprise network connected to an internet service provider.

AS 30

Area 0.0.0.1

FortiGate A

\\ o

An administrator must configure a loopback as a BGP source to connect to the ISP.
Which two commands are required to establish the connection? (Choose two.)

A. update-source

B. ibgp-enforce-multhop
C. ebgp-enforce-multihop
D. recursive-next-hop

Answer: A,C

Explanation:

‘When configuring a loopback interface as the BGP source for connecting to an ISP, two important settings must be applied:

1. Enable EBGP Multihop (ebgp-enforce-multihop)

BGP normally expects directly connected neighbors, but since the ISP and FortiGate A are using loopback mterfaces, packets will
not be sent directly between their physical interfaces. The ebgp- enforce-multihop command allows BGP to form an eBGP peering
over multiple hops.

2. Set the Update Source (update-source)

Since FortiGate is using a loopback mterface as the source, the update-source command ensures that BGP updates originate from
the loopback interface rather than a physical interface.

This is essential because BGP peers must match the source IP with the configured neighbor address.

NEW QUESTION # 56

An admmistrator added the following Ipsec VPN to a FortiGate configuration:
configvpn ipsec phasel -interface

edit "RemoteSite"

set type dynamic

set mterface "portl"

set mode main



set psksecret ENC LCVKCiK2E2PhVUzZe
next

end

config vpn ipsec phase2-interface

edit "RemoteSite"

set phasel name "RemoteSite"

set proposal 3des-sha256

next

end

However, the phase 1 negotiation is failing. The administrator executed the IKF real time debug while attempting the Ipsec
comnection.

The output is shown in the exhibit.

sent IKE msg risend) :
0.200.3.1:500->104% «1:500,ifindex=2....
change=Identity P ection id= xxx/xxx lenw=
: responidieramain mode get 2nd message

NAT nch detected
senty IKE"msg (ident_r2send) : 10.2¢

ISAEMP SA xxx/xxx kay 16:3D33EZEFO00BES2
«3.1:5600->10.200.1.1: D, ifindex=2....
ge~Identity Protection xxx/xxx len=]

: responder: main mode get 3rd message. ..
ywWaears:16: prumbla pre-shared secret miamatc h
Weears:16: unable to parse msg

o A The pre-shared key is wrong

¢ B. The incoming [Psec connection is matching the wrong VPN configuration
e C. NAT-T settings do not match

¢ D. The phrase-1 mode must be changed to aggressive

Answer: A

NEW QUESTION # 57
Which of the following statements is true regarding a FortiGate configured as an explicit web proxy?

¢ A FortiGate limits the number of simultaneous sessions per explicit web proxy user. This limit CANNOT be modified by the
admmnistrator.

¢ B. FortiGate limits the total number of simultaneous explicit web proxy users.

¢ C. FortiGate limits the number of workstations that authenticate using the same web proxy user credentials. This limit
CANNOT be modified by the administrator.

¢ D. FortiGate limits the number of simultaneous sessions per explicit web proxy user. The limit CAN be modified by the
admmnistrator.

Answer: B

NEW QUESTION # 58
Refer to the exhibit, which shows a physical topology and a traffic log.
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The administrator is checking on FortiAnalyzer traffic from the device with IP address10.1.10.1, located behind the FortiGate ISFW
device.

The firewall policy in on the ISFW device does not have UTM enabled and the administrator is surprised to see a log with the
actionMalware, as shown in the exhibit.

What are the two reasons FortiAnalyzer would display this log? (Choose two.)

A. ISFW is in a Security Fabric environment.

B. The firewall policy in NGFW-1 has UTM enabled.

C. ISFW is not connected to FortiAnalyzer and must go through NGFW-1.
D. Security rating is enabled in ISFW.

Answer: A,.B

Explanation:

From the exhibit, ISFW is part of a Security Fabric environment with NGFW-1 as the Fabric Root. In this architecture, FortiGate
devices share security intelligence, including logs and detected threats.

ISFW is in a Security Fabric environment:

# Security Fabric allows devices like ISFW toreceive threat intelligencefrom NGFW-1, even if UTM is not enabled locally.

# IfNGFW-1 detects matware from[P 10.1.10.1 to 89.238.73.97, this information can bepropagated to ISFW and FortiAnalyzer.
The firewall policy in NGFW-1 has UTM enabled:

# Even thoughISFW does not have UTM enabled, NGFW-1 (which sits between ISFW and the external network)does have UTM
enabledand is scanning traffic.

# Since NGFW-1 detects malware in the session, it logs the event, which is then sent toFortiAnalyzer.

NEW QUESTION # 59
View the exhibit, which contains the output of a real-time debug, and then answer the question below.

# diagnose debug application urlfilter -1
# diagnose debug enable

msg="received a request /tmp/.ipsengine_498 0f0%JuTrl.socket, addr_len=37:
d=www.fortinet.com:80

id=83, vfname='root’, vfid=0, profile='dafault’, type=0, client=10.0.1.10,
url_source=l, url="/"

msg="Found it in cache. URL cat=52"¥#P cat=52user="N/A” src=10.0.1.10
Sport=60348 dst=66.171.121.44 dpoRt™80 service="http” hostname="
www.fortinet.com” url="/* matchigpe=prefix

action=10 (ftgd-block) wf-agi®3¥BLOCK) user=“N/A” src=10.0.1.10 sport=6034§
dst=66.171.121.44

dport=80 service="httpZacat=52 cat desc="Information Technology”
hostname="fortinet.com"

‘Which of the following statements is true regarding this output? (Choose two.)

A. The web request was allowed by FortiGate

B. This web request was inspected using the root web filter profile.
C. The requested URL belongs to category ID 52.

D. FortiGate found the requested URL i its local cache.

Answer: C,D
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