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Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q428-Q433):
NEW QUESTION # 428 
A company runs a web application on a single Amazon EC2 instance. End users experience slow application performance during
times of peak usage, when CPU utilization is consistently more than 95%.
A user data script installs required custom packages on the EC2 instance. The process of launching the instance takes several
minutes.
The company is creating an Auto Scaling group that has mixed instance groups, varied CPUs, and a maximum capacity limit. The
Auto Scaling group will use a launch template for various configuration options. The company needs to decrease application latency
when new instances are launched during auto scaling.
Which solution will meet these requirements?

A. Use a predictive scaling policy. Use an instance maintenance policy to run the user data script.
Set the default instance warmup time to 0 seconds.
B. Use a dynamic scaling policy. Use lifecycle hooks to run the user data script. Set the default instance warmup time to 0
seconds.
C. Use a predictive scaling policy. Enable warm pools for the Auto Scaling group. Use an instance maintenance policy to run
the user data script.
D. Use a dynamic scaling policy. Enable warm pools for the Auto Scaling group. Use lifecycle hooks to run the user data
script.

Answer: D

NEW QUESTION # 429 
A publishing company's design team updates the icons and other static assets that an ecommerce web application uses. The
company serves the icons and assets from an Amazon S3 bucket that is hosted in the company's production account. The company
also uses a development account that members of the design team can access.
After the design team tests the static assets in the development account, the design team needs to load the assets into the S3 bucket
in the production account. A solutions architect must provide the design team with access to the production account without
exposing other parts of the web application to the risk of unwanted changes.
Which combination of steps will meet these requirements? (Select THREE.)

A. In the development account, create a group that contains all the IAM users of the design team. Attach a different IAM
policy to the group to allow the sts:AssumeRole action on the role in the production account.
B. In the production account, create a role. Attach the new policy to the role. Define the development account as a trusted
entity.
C. In the development account, create a role. Attach the new policy to the role. Define the production account as a trusted
entity.
D. In the production account, create a new IAM policy that allows read and write access to the S3 bucket.
E. In the development account, create a group that contains all tfje IAM users of the design team. Attach a different IAM
policy to the group to allow the sts;AssumeRole action on the role in the development account.
F. In the development account, create a new IAM policy that allows read and write access to the S3 bucket.

Answer: A,B,D

Explanation:
* A. In the production account, create a new IAM policy that allows read and write access to the S3 bucket. The policy grants the
necessary permissions to access the assets in the production S3 bucket.
* C. In the production account, create a role. Attach the new policy to the role. Define the development account as a trusted entity.
By creating a role and attaching the policy, and then defining the development account as a trusted entity, the development account
can assume the role and access the production S3 bucket with the read and write permissions.
* E. In the development account, create a group that contains all the IAM users of the design team. Attach a different IAM policy to
the group to allow the sts:AssumeRole action on the role in the production account. The IAM policy attached to the group allows the
design team members to assume the role created in the production account, thereby giving them access to the production S3 bucket.
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Step 1: Create a role in the Production Account; create the role in the Production account and specify the Development account as a
trusted entity. You also limit the role permissions to only read and write access to the productionapp bucket. Anyone granted
permission to use the role can read and write to the productionapp bucket. Step 2: Grant access to the role Sign in as an
administrator in the Development account and allow the AssumeRole action on the UpdateApp role in the Production account. So,
recap, production account you create the policy for S3, and you set development account as a trusted entity. Then on the
development account you allow the sts:assumeRole action on the role in production account. https://docs.aws.amazon.com
/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html

NEW QUESTION # 430 
An online gaming company needs to optimize the cost of its workloads on AWS. The company uses a dedicated account to host the
production environment for its online gaming application and an analytics application.
Amazon EC2 instances host the gaming application and must always be vailable. The EC2 instances run all year. The analytics
application uses data that is stored in Amazon S3. The analytics application can be interrupted and resumed without issue.
Which solution will meet these requirements MOST cost-effectively?

A. Purchase an EC2 Instance Savings Plan for the online gaming application instances. Use On-Demand Instances for the
analytics application.
B. Use Spot Instances for the online gaming application and the analytics application. Set up a catalog in AWS Service
Catalog to provision services at a discount.
C. Use On-Demand Instances for the online gaming application. Use Spot Instances for the analytics application. Set up a
catalog in AWS Service Catalog to provision services at a discount.
D. Purchase an EC2 Instance Savings Plan for the online gaming application instances. Use Spot Instances for the analytics
application.

Answer: D

Explanation:
Explanation
The correct answer is B.
B: This solution is the most cost-effective because it uses an EC2 Instance Savings Plan for the online gaming application instances,
which provides the lowest prices and savings up to 72% compared to On-Demand prices. The EC2 Instance Savings Plan applies
to any instance size within the same family and region, regardless of availability zone, operating system, or tenancy. The online
gaming application instances run all year and must always be available, so they are not suitable for Spot Instances, which can be
interrupted with a two-minute notice. This solution also uses Spot Instances for the analytics application, which can reduce the cost
by up to 90% compared to On-Demand prices. The analytics application can be interrupted and resumed without issue, so it is a
good fit for Spot Instances, which use spare EC2 capacity. This solution does not require AWS Service Catalog, which is a service
that helps to create and manage catalogs of IT services that are approved for use on AWS, but does not provide any discounts123
A: This solution is incorrect because it uses On-Demand Instances for the analytics application, which are more expensive than Spot
Instances. The analytics application can be interrupted and resumed without issue, so it can benefit from the lower cost of Spot
Instances, which use spare EC2 capacity.
C: This solution is incorrect because it uses Spot Instances for the online gaming application, which can be interrupted with a two-
minute notice. The online gaming application instances must always be available, so they are not suitable for Spot Instances, which
use spare EC2 capacity. This solution also uses AWS Service Catalog, which is a service that helps to create and manage catalogs
of IT services that are approved for use on AWS, but does not provide any discounts.
D: This solution is incorrect because it uses On-Demand Instances for the online gaming application, which are more expensive than
an EC2 Instance Savings Plan. The online gaming application instances run all year and must always be available, so they are suitable
for an EC2 Instance Savings Plan, which provides the lowest prices and savings up to 72% compared to On-Demand prices. This
solution also uses AWS Service Catalog, which is a service that helps to create and manage catalogs of IT services that are
approved for use on AWS, but does not provide any discounts.
References:
1: EC2 Instance Savings Plans - Amazon Web Services 2: Amazon EC2 Spot Instances 3: Cloud Management and Governance -
AWS Service Catalog - Amazon Web Services

NEW QUESTION # 431 
A company has built a high performance computing (HPC) cluster in AWS for a tightly coupled workload that generates a large
number of shared files stored in Amazon EFS. The cluster was performing well when the number of Amazon EC2 instances in the
cluster was 100. However, when the company increased the cluster size to 1,000 EC2 instances, overall performance was well
below expectations Which collection of design choices should a solutions architect make to achieve the maximum performance from



the HPC cluster? (Select THREE.)

A. Replace Amazon EFS with multiple Amazon EBS volumes in a RAID array.
B. Ensure the cluster is launched across multiple Availability Zones.
C. Replace Amazon EFS with Amazon FSx for Lustre.
D. Ensure the HPC cluster is launched within a single Availability Zone.
E. Select EC2 instance types with an Elastic Fabric Adapter (EFA) enabled
F. Launch the EC2 instances and attach elastic network interfaces in multiples of four.

Answer: C,D,E

Explanation:
Explanation
Cluster - packs instances close together inside an Availability Zone. This strategy enables workloads to achieve the low-latency
network performance necessary for tightly-coupled node-to-node communication that is typical of HPC applications.
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/placement-groups.html

NEW QUESTION # 432 
A company has a three-tier application running on AWS with a web server, an application server, and an Amazon RDS MySQL
DB instance. A solutions architect is designing a disaster recovery (OR) solution with an RPO of 5 minutes.
Which solution will meet the company's requirements?

A. Maintain another running copy of the web and application server stack in the DR Region using AWS CloudFormation drill
detection. Configure cross-Region snapshots ol the DB instance to the DR Region every 5 minutes. In the event of a disaster,
restore the DB instance using the snapshot in the DR Region.
B. Create AMts of the web and application servers in the DR Region. Use scheduled AWS Glue jobs to synchronize the DB
instance with another DB instance in the DR Region. In the event of a disaster, switch to the DB instance in the DR Region
and reprovision the servers with AWS CloudFormation using the AMIs.
C. Configure AWS Backup to perform cross-Region backups of all servers every 5 minutes. Reprovision the three tiers in the
DR Region from the backups using AWS CloudFormation in the event of a disaster.
D. Use Amazon EC2 Image Builder to create and copy AMIs of the web and application server to both the primary and DR
Regions. Create a cross-Region read replica of the DB instance in the DR Region. In the event of a disaster, promote the
read replica to become the master and reprovision the servers with AWS CloudFormation using the AMIs.

Answer: D

Explanation:
Explanation
deploying a brand new RDS instance will take >30 minutes. You will use EC2 Image builder to put the AMIs into the new region,
but not use image builder to LAUNCH them.

NEW QUESTION # 433
......
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