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¢ Deploying Harmony Endpoint Data Security Protection: In this domain, CheckPoint Security
Administrators will demonstrate their skills in deploying data security protections within Harmony Endpoint.
This includes configuring data loss prevention strategies and ensuring data integrity across endpoints.
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o [arge-Scale Harmony Endpoint Deployment: This domain is aimed at Harmony Endpoint Security

Professionals and addresses the challenges associated with deploying Harmony Endpoint at scale.
FH 2 Candidates will learn about strategies for efficient large-scale implementation while maintaining security
standards across numerous devices.

¢ Harmony Endpoint Management as a Service: This section targets Harmony Endpoint Security
=73 Professionals, focusing on managing endpoint security as a service. It covers the cloud-based management
capabilities of Harmony Endpoint, allowing for scalable deployment and policy management.
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EE#19
In a Standalone installation, the EMS is installed on the same computer or a different one than the NMS?

A. Half on one and half on another computer
B. Both

C. Same

D. Different

e C

MH.

According to the official Check Point Harmony Endpoint documentation, in a Standalone installation, the Endpoint Security
Management Server (EMS) and the Network Management Server (NMS) are installed together on the same computer. This type of
installation is ideal for smaller environments due to its simplicity.

Exact Extract from Official Document:

"In a Standalone installation, the EMS and NMS are nstalled on the same computer.” Reference:Check Point Harmony Endpoint
Specialist R81.20 Administration Guide.

A2 #20
In the POLICY Tab of the Harmony Endpoint portal for each software Capability (Threat Prevention, Data Protection etc.) rules
can be created to protect endpoint machines. Choose the true statement.

e A The default rule is a global rule which applies to all users and computers in the organization.

e B. The default rule is a global rule that only applies to Computers. Rules for Users must be added manually by the
administrator.

e C. There are no rules to start with and administrators must create rules in order to deploy the capability policies, actions and
behavior.

e D. There are only rules for the Harmony Endpoint Firewall Capability. All other Capabilities only include Actions.

HE. A

AE #21
What is the default encryption algorithm in the Full Disk Encryption tab under Advanced Settings?

e A XTS-AES 256 bit
e B. AES-CBC 128 bit
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e C. XTS-AES 128 bit
e D. AES-CBC 256 bit

HE: A

Y.

The default encryption algorithm for Full Disk Encryption (FDE) in Check Point Harmony Endpoint, as configured in the Advanced
Settings tab, isXTS-AES 256 bit. This is explicitly stated in theCP_RS].

20 Harmony Endpoint Server AdminGuide.pdfonpage 221, under the "Custom Disk Encryption Settings" section:

"The default encryption algorithm is XTS-AES 256 bit."

This extract confirms thatOption Cis correct. The document firther notes that administrators can choose between XTS-AES 256 bit
and XTS-AES 128 bit, but 256 bit is the default, reflecting a preference for stronger encryption. XTS (XEX-based tweaked-
codebook mode with ciphertext stealing) is specifically designed for disk encryption, providing better security than CBC (Cipher
Block Chaining) modes.

* Option A ("AES-CBC 128 bit"yandOption B ("AES-CBC 256 bit")are incorrect because FDE uses XTS mode, not CBC, which
is less suited for disk encryption due to its vulnerabilities in this context.

* Option D ("XTS-AES 128 bit")is a configurable option but not the default, as the guide specifies 256 bit as the standard setting.
References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 221: "Custom Disk Encryption Settings" (confirms XTS-AES 256
bit as the default algorithm).

HE #22
‘What capabilities does the Harmony Endpoint NGAV include?

A. Threat Extraction, Threat-Emulation & Zero-Phishing
B. Anti-Ransomware, Anti-Exploit & Behavioral Guard
C. Anti-IPS, Anti-Firewall & Anti-Guard

D. Zero-Phishing, Anti-Bot& Anti- Virus

ox
m

: B

A2 #23
One of'the ways to install Endpoint Security clients is ' Automatic Deployment'. Which of this is true for automatic deployment of
Endpoint Security clients?

e A. For automatic deployment to work, the client system must have SVN Foundation enabled n Windows 10 or downloaded
and installed on other operating systems

e B. Automatic deployment first requires installation of the Initial Client package, which is exported and distributed manualty

¢ C. Automatic deployment can be done on any Windows machine with Check Point SmartConsole first installed

D. Automatic deployment can be done on any Windows 10 machine without any Check Point component pre-installed

HE:. B
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