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NEW QUESTION # 24
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An administrator would like to create three ADOMs on FortiManager with different access levels based on departments. What two
conclusions can you draw from the design shown in the exhibit? (Choose two.)

A. An administrator with the super user profile can access all the VDOMs.

B. Policies and objects databases can be shared between the Financial and HR ADOMs.
C. The admnistrator must configure FortiManager in workspace normal mode.

D. The FortiManager administrator must set the ADOM device mode to Advanced

Answer: AD

Explanation:

Based on the exhibit, the FortiManager administrator is setting up three ADOMs (Administrative Domains) that correspond to
different departments (Financial, HR, and IT). Each ADOM has specific FortiGate devices or VDOMs (Virtual Domains) assigned
to it, with different administrators managing the ADOMs.

Explanation of Options:

* A. The FortiManager administrator must set the ADOM device mode to Advanced.

* This istrue. In FortiManager, when there areVDOMs(Virtual Domains) involved, you must set the ADOM toAdvanced modeto
manage VDOMs properly. The IT department ADOM includes different VDOMs from FortiGate 4 (VDOM 2 and VDOM 3),
which means the ADOM mode must be inAdvancedto support managing VDOMs separately from other ADOMs.

* B. Policies and objects databases can be shared between the Financial and HR ADOMs.

* This isfalse. By default, ADOMs are separate, and policies and objects cannot be shared between them unless they are specifically
designed to do so. The exhibit shows distinct ADOMs for each department, implying no direct sharing of policies and objects
between Financial and HR ADOM.

* C. An admmnistrator with the super user profile can access all the VDOMs.

* This istrue. A FortiManager administrator with thesuper userprofile hasfuill accessto all ADOMs and VDOMs, regardless of how
access is restricted for individual administrators. In this case, an admin with the super user profile could access Financial, HR, and IT
ADOMs, including all the VDOMs from FortiGate 4.

* D. The administrator must configure FortiManager in workspace normal mode.

* This isfalse. There is no requirement mentioned in the exhibit or scenario that mandates using workspace normal mode.
Workspace mode is more related to how configuration changes are managed (locking, editing, etc.), but it doesn't affect the creation
or access control of ADOMs.

Conclusion:

* Ais correct because Advanced modeis necessary for managing VDOMSs within ADOMs.

* Cis correct because asuper usercan access all VDOMs and ADOMs without restrictions.

NEW QUESTION # 25
Refer to the exhibit showing a Download Inport Report. Why is it failing to import firewall policy ID
1?



Start to import config from dﬁﬂmom(mm) to

adom(root), package(Remote-FortiGate_root)
"firewall address",SKIPPED,"(name=all, 0id=2309, DUPLICATE)"

"firewall address",FAIL,"(name=REMOTE SUBNET, oid=2311,
reason=interface((firewall address:REMOTE_SUBNET) any<-port6) binding
fail)”

"firewall policy",FAIL,"(name=1, 0id=3070, reason=interface(interface binding
contradiction. detail: {firewall address:REMOTE_SUBNET) any<-port6) binding
fail)"

e A Policy ID 1 for this managed FortiGate already exists on FortiManager in the policy package named Remote-FortiGate.

¢ B. Policy ID 1 is configured from the interface any to port6. FortiManager rejects the request to import this policy because
the any interface does not exist on FortiManager.

e C. Policy ID 1 does not have the ADOM Interface mapping configured on FortiManager.

¢ D. The address object used in policy ID 1 already exists in the ADOM database with any as the interface association, and
conflicts with the address object interface association locally on FortiGate.

Answer: C

Explanation:
When FMG is managing a FAZ, you cannot switch to advanced mode. And it s only in advanced mode Vdons of the same
Fortigate can be assigned to differents ADOM.

NEW QUESTION # 26
Push updates are failing on a FortiGate device that is located behind a NAT device.
Which two settings should the administrator check? (Choose two.)

A. That the virtual IP address and correct ports are set on the NAT device

B. That the override server IP address is set on FortiManager and the NAT device

C. That the NAT device IP address and correct ports are configured on FortiManager

D. That the external IP address on the NAT device is set to DHCP and configured with the virtual IP

Answer: A,C

Explanation:
FMG should contact NAT ip address and NAT device should have VIP correctly configured.

NEW QUESTION # 27
Exhibit.
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Given the configuration shown in the exhibit, which two statements are true? (Choose two.)

A. FortiManager is in workflow mode.

B. The FortiManager ADOM workspace mode is set to Normal

C. An administrator can also lock the Local-FortiGate root policy package.
D. The FortiManager ADOM is locked by the administrator.



Answer: B,C

NEW QUESTION # 28
Push updates are failing on a FortiGate device thatis located behind a NAT device. Which two settings should the administrator
check? (Choose two.)

A. That the virtual IP address and correct ports are set on the NAT device

B. That the override server IP address is set on FortiManager and the NAT device

C. That the NAT device IP address and correct ports are configured on FortiManager

D. That the external IP address on the NAT device is set to DHCP and configured with the virtual IP

Answer: A,C

NEW QUESTION # 29
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