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最新的 CompTIA SecAI+ CY0-001 免費考試真題 (Q78-Q83):
問題  #78 
Which control BEST prevents attackers from harvesting password hashes during lateral movement?

A. Disable RDP
B. Account lockouts
C. Credential-guarding solutions
D. Network segmentation

答案：C

解題說明：
LSASS-protection solutions prevent hash extraction.

問題  #79 
A security team is using an AI-based tool to try to bypass organizational boundaries. The team uses AI to look at the current state

https://drive.google.com/open?id=1_0cGWtj6A1VbmtVY5XgJfyJlaAm72Uet
https://tw.fast2test.com/CY0-001-premium-file.html
https://www.kaoguti.com/CY0-001_exam-pdf.html
https://www.pdfexamdumps.com/CY0-001_valid-braindumps.html
https://www.pdfexamdumps.com/CY0-001-practice-test.html


and suggest different attack vectors based on the outcome of the previous ones. Which of the following techniques is the team most
likely using?

A. Manual signature matching
B. Fraud detection
C. Code quality testing
D. Automated penetration testing

答案：D

解題說明：
The described behavior - iteratively assessing the environment and adapting attack paths based on prior outcomes - matches
automated penetration testing, where AI-driven tools simulate attack chains and adjust tactics dynamically.

問題  #80 
Which of the following is required first in order to send a prompt query and response in a language model (LLM) system when
authentication is enabled?

A. Application programming interface gateway
B. Endpoint access control
C. Back-end access gateway
D. Front-end web proxy gateway

答案：B

解題說明：
When authentication is enabled, the first requirement for sending a prompt query and receiving a response is endpoint access control.
It ensures only authenticated and authorized users or systems can interact with the LLM endpoint.

問題  #81 
A social media company with more than a million lines of code wants to reduce the mean time to fix bugs and issues. Which of the
following is the most balanced AI strategy to automate the vulnerability management flow?

A. Using AI to triage discovered issues, create tickets, and merge software fixes
B. Having security analysts triage discovered issues and create tickets, but having a software engineer merge software
C. Having security analysts triage discovered issues and create tickets, but using AI to merge software
D. Using AI to triage discovered issues and create tickets, but having a software engineer merge software

答案：D

解題說明：
This approach balances automation and human oversight. AI accelerates vulnerability management by triaging issues and generating
tickets, while software engineers retain responsibility for merging code changes, ensuring quality and reducing the risk of insecure or
unstable code being deployed.

問題  #82 
Which of the following are considered threat intelligence sources? (Choose two.)

A. File integrity monitoring
B. Open-source intelligence (OSINT)
C. Group policy objects
D. ISACs
E. Netflow logs

答案：B,D

解題說明：
ISACs and OSINT provide structured and open-source threat intelligence feeds.
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