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Palo Alto Networks Systems Engineer Professional - Cortex Sample
Questions (Q130-Q135):
NEW QUESTION # 130 
What is the result of creating an exception from an exploit security event?

A. exempts administrators from generating alerts for 24 hours
B. disables the triggered EPM for the host and process involve
C. White lists the process from Wild Fire analysis
D. exempts the user from generating events for 24 hours

Answer: B

NEW QUESTION # 131 
On a multi-tenanted v6.2 Cortex XSOAR server, which path leads to the server.log for "Tenant1"?

A. /var/log/demisto/Tenant1/server.log
B. /var/lib/demisto/acc_Tenant1/server.log
C. /var/log/demisto/acc_Tenant1/server.log
D. /var/lib/demisto/server.log

Answer: C

Explanation:
Reference: https://live.paloaltonetworks.com/twzvq79624/attachments/twzvq79624
/Cortex_XSOAR_Release_Announcements/15/7/Multi-Tenant%206.1.pdf
In a multi-tenant setup, Cortex XSOAR organizes logs by tenant using a specific directory structure. The prefix acc_ (short for
"account") is used to differentiate tenant-specific directories within the /var/log/demisto/ path. This convention helps in clearly
segregating logs for different tenants, making it easier for administrators to manage and troubleshoot issues specific to each tenant.
On the other hand, /var/log/demisto
/Tenant1/server.log does not follow the standard naming convention used in multi-tenant environments for Cortex XSOAR, which
includes the acc_ prefix to indicate tenant accounts.

NEW QUESTION # 132 
Which source provides data for Cortex XDR?

A. Amazon Alexa rank indicator
B. Linux endpoints
C. Cisco ACI
D. VMware NSX

Answer: B

Explanation:
Reference: https://www.paloaltonetworks.com/resources/datasheets/cortex-xdr

NEW QUESTION # 133 
What should be configured for a Cortex XSIAM customer who wants to automate the response to certain alerts?

A. Correlation rules
B. Data model rules
C. Playbook triggers
D. Incident scoring

Answer: C

Explanation:



To automate the response to certain alerts in Cortex XSIAM, playbook triggers should be configured.
Playbooks allow automated workflows to be executed based on specific conditions or alerts, enabling faster and more consistent
responses to security events.

NEW QUESTION # 134 
What must a customer deploy prior to collecting endpoint data in Cortex XSIAM?

A. XDR agent
B. External dynamic list
C. Playbook
D. Broker VM

Answer: A

Explanation:
25 web pages
As a Palo Alto Cortex Professional, I'll provide a detailed explanation for Question 118: What must a customer deploy prior to
collecting endpoint data in Cortex XSIAM? along with the reasoning and references based on Palo Alto Networks' official
documentation and product knowledge.
C: XDR Agent
Cortex XSIAM (Extended Security Intelligence and Automation Management) is an AI-driven security operations platform designed
to centralize and automate security operations across an enterprise, including endpoint, network, cloud, and identity data. To collect
endpoint data specifically, Cortex XSIAM relies on the Cortex XDR Agent, which is a lightweight software component installed on
endpoints (such as laptops, desktops, or servers). This agent is responsible for gathering telemetry data, monitoring endpoint activity,
and enforcing security policies, which are then sent to the Cortex XSIAM cloud for analysis, detection, and response.
Here's why the XDR Agent is the correct choice and why the other options do not apply:
Option A: Playbook
* Explanation: A playbook in Cortex XSIAM (or its predecessor, Cortex XSOAR) is a predefined workflow that automates
incident response tasks, such as investigating alerts or remediating threats.
While playbooks are critical for automation and orchestration, they are not involved in the initial collection of endpoint data.
Playbooks operate on data that has already been collected and ingested into the system. Therefore, deploying a playbook is not a
prerequisite for collecting endpoint data.
* Conclusion: Incorrect.
Option B: Broker VM
* Explanation: The Broker VM is an optional component in the Cortex ecosystem that can be deployed to enhance connectivity and
functionality, such as acting as a proxy for endpoints to communicate with the Cortex cloud, collecting logs, or running additional
services. While it can facilitate data forwarding or log collection in certain scenarios (e.g., from third-party sources), it is not a
mandatory requirement for collecting endpoint data directly from devices managed by Cortex XSIAM. The XDR Agent can
communicate with the Cortex cloud independently without a Broker VM.
* Conclusion: Incorrect.
Option C: XDR Agent
* Explanation: The Cortex XDR Agent is the core component required to collect endpoint data in Cortex XSIAM. It is installed on
supported endpoints (e.g., Windows, macOS, Linux, or Android devices) and performs several key functions:
* Data Collection: Gathers detailed telemetry, including process execution, file activity, network connections, and system events.
* Prevention: Blocks exploits, malware, and fileless attacks using AI-driven techniques.
* Detection and Response: Provides real-time data to the Cortex cloud for advanced analytics and incident investigation. Without
the XDR Agent deployed on endpoints, Cortex XSIAM cannot collect the necessary data to monitor, detect, or respond to
endpoint-based threats. This makes it the essential prerequisite for endpoint data collection.
* Conclusion: Correct.
Option D: External Dynamic List (EDL)
* Explanation: An External Dynamic List (EDL) is a feature in Palo Alto Networks' ecosystem used to import and manage dynamic
lists of indicators (e.g., IP addresses, URLs, or domains) for use in security policies or threat intelligence. While EDLs can enhance
threat detection by providing additional context, they are not involved in the process of collecting endpoint data. They are a
supplementary tool rather than a requirement for data collection.
* Conclusion: Incorrect.
References from Palo Alto Networks:
* Cortex XSIAM Datasheet (Palo Alto Networks):
* "Cortex XSIAM unifies best-in-class security operations functions, including Endpoint Detection and Response (EDR)... The
platform leverages the Cortex XDR Agent to prevent endpoint attacks and collect full telemetry for detection and response."
* This highlights the XDR Agent's role as the mechanism for endpoint data collection.



* Cortex XSIAM Solution Brief (Palo Alto Networks):
* "XSIAM requires the deployment of the XSIAM Endpoint Agent to appropriate and compatible endpoints to collect telemetry
and enforce security."
* This directly ties the agent to the data collection process.
* Cortex XDR Agent Documentation (Palo Alto Networks Cortex Documentation Portal):
* The agent is described as "a lightweight agent that stops threats with Behavioral Threat Protection, AI, and cloud-based analysis
while collecting endpoint telemetry for extended detection and response."
* Available at: docs-cortex.paloaltonetworks.com.
* What is Cortex XSIAM? (Palo Alto Networks Website):
* "Endpoint Protection Platform (EPP): Prevents endpoint attacks with a proven endpoint agent that blocks exploits, malware, and
fileless attacks and collects full telemetry for detection and response."
* This reinforces the agent's foundational role in endpoint data collection.
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