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Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q56-Q61):

NEW QUESTION # 56

Your development team s testing the performance of a new application using enhanced networking,

They have updated the kernel to the latest version that supports the Elastic Network Adapter (ENA) driver. What is the other
requirement for support?

Response:

A. Support the Intel Virtual Function driver in addition to the ENA driver.

B. Flag the Amazon Machine Image (AMI) for enhanced networking support
C. Enable enhanced networking on the elastic network interface

D. Use r5 instance family only

Answer: B

NEW QUESTION # 57

A company runs an application on Amazon EC2 instances. A network engineer implements a NAT gateway in the application's
VPC to replace self-managed NAT instances. After the network engineer shifts traffic from the self- managed NAT instances to the
NAT gateway, users begin to report issues.

During troubleshooting, the network engineer discovers that the connection to the application is closing after approximately 6 minutes
of inactivity.

‘What should the network engineer do to resolve this issue?

e A, Check for increases in the IdleTimeoutCount Amazon CloudWatch metric for the NAT gateway.
Configure TCP keepalive on the application EC2 instances.
e B. Check for decreases in the ActiveConnectionCount Amazon CloudWatch metric for the NAT gateway. Configure UDP
keepalive on the application EC2 instances.
e (. Check for increases in the PacketsDropCount Amazon CloudWatch metric for the NAT gateway.
Configure an HTTPS timeout value on the application EC2 instances.
¢ D. Check for increases in the ErrorPortAllocation Amazon CloudWatch metric for the NAT gateway.
Configure an HTTP timeout value on the application EC2 instances.

Answer: A

Explanation:

Internet connection drops after 350 seconds

Problem

Your instances can access the internet, but the connection drops after 350 seconds.

Cause

Ifa connection that's using a NAT gateway is idle for 350 seconds or more, the connection times out.
‘When a connection times out, a NAT gateway returns an RST packet to any resources behind the NAT gateway that attempt to
continue the connection (it does not send a FIN packet).

Solution

To prevent the connection from being dropped, you can initiate more traffic over the connection.
Alternatively, you can enable TCP keepalive on the instance with a value less than 350 seconds.

NEW QUESTION # 58

A Network Engmeer is designing a new system on AWS that will take advantage of Amazon CloudFront for both content caching
and for protecting the underlying origin.

There is concern that an external agency might be able to access the IP addresses for the application's origin and then attack the
origin despite it being served by CloudFront.

Which of the following solutions provides the strongest level of protection to the origin?

Response:

e A. Configure an AWS Lambda@Edge function to validate that the traffic to the Application Load Balancer originates from
CloudFront.



¢ B. Use an [P whitelist rule in AWS WAF within CloudFront to ensure that only known-client IPs are able to access the
application.

¢ (. Attach an origin access identity to the CloudFront origin that allows traffic to the origin that originates from only
CloudFront.

¢ D. Configure CloudFront to use a custom header and configure an AWS WATF rule on the origin's Application Load Balancer
to accept only traffic that contains that header.

Answer: D

NEW QUESTION # 59

A company has deployed a web application on AWS. The web application uses an Application Load Balancer (ALB) across
multiple Availability Zones. The targets of the ALB are AWS Lambda functions. The web application also uses Amazon
CloudWatch metrics for monitoring.

Users report that parts of the web application are not loading properly. A network engineer needs to troubleshoot the problem. The
network engineer enables access logging for the ALB.

‘What should the network engineer do next to determine which errors the ALB is receiving?

¢ A Send the logs to Amazon CloudWatch Logs. Review the ALB logs in CloudWatch Insights to determine which error
messages the ALB is receiving,

¢ B. Configure the Amazon S3 bucket destination. After Amazon CloudWatch Logs pulls the ALB logs fromthe S3 bucket
automatically, review the logs in CloudWatch Logs to determine which error messages the ALB is receiving,

e C. Configure the Amazon S3 bucket destination. Use Amazon Athena to determine which error messages the ALB is
receiving,

e D. Send the logs to Amazon CloudWatch Logs. Use the Amazon Athena CloudWatch Connector to determine which error
messages the ALB is receiving,

Answer: C

Explanation:

Access logs is an optional feature of Elastic Load Balancing that is disabled by default. After you enable access logs for your load
balancer, Elastic Load Balancing captures the logs and stores them in the Amazon S3 bucket that you specify as compressed files.
You can disable access logs at any time. https:/docs.aws.amazon.comvelasticloadbalancing/latest/application/load-balancer-access-
logs.html

NEW QUESTION # 60

Within the TCP/IP model what is the name of the Packet Data Unit (PDU) used between Transport Layers for communication
between sender and receiver.

Response:

A. Segments
B. Data

C. Packets
D. Frames

Answer: A

NEW QUESTION # 61
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