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i R #4064
A penetration tester is conducting a test on an organization's software development website. The penetration tester sends the

following request to the web interface:
Which of the following exploits is most likely being attempted?

¢ A Directory traversal
¢ B. Cross-site scripting
¢ C. SQL njection
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e D. Local file inclusion
ER: C
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SQL injection is a type of attack that injects malicious SQL statements into a web application's input fields or parameters, in order to
manipulate or access the underlying database. The request shown in the image contains an SQL injection attempt, as indicated by the
"UNION SELECT" statement, which is used to combine the results of two or more queries. The attacker is trying to extract
information from the database by appending the malicious query to the original one

i RE #465
An analyst is trying to capture anomalous traffic froma compromised host. Which of the following are the best tools for achieving
this objective? (Select two).

A. SOAR

B. SIEM

C. Vulnerability scanner
D. tcpdump

E. Nmap

F. Wireshark
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To capture and analyze network traffic, the two best tools are:

tepdump (Option A) - A command-line packet capture tool used for network traffic analysis.

Wireshark (Option D) - A GUI-based network packet analysis tool that provides deep inspection capabilities.

Option B (SIEM) is for log aggregation and does not capture traffic.

Option C (Vulnerability scanner) identifies weaknesses but does not capture network traffic.

Option E (Nmap) is used for network discovery and port scanning, not capturing traffic.

Option F (SOAR) automates security processes but does not capture traffic.

Thus, A (tcpdump) and D (Wireshark) are correct, as they are the best tools for capturing and analyzing anomalous network traffic.

i RE #466
Which of the following threat actors is most likely to target a company due to its questionable environmental policies?

A. Lone wolf

B. Organized crime
C. Hacktivist

D. Nation-state

ZER: C
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Hacktivists are threat actors who use cyberattacks to promote a social or political cause, such as environmentalism, human rights, or
democracy. They may target companies that they perceive as violating their values or harming the public interest. Hacktivists often
use techniques such as defacing websites, launching denial-of-service attacks, or leaking sensitive data to expose or embarrass their
targets.

FIRE #467

An employee downloads a freeware program to change the desktop to the classic look of legacy Windows.

Shortly after the employee installs the program, a high volume of random DNS queries begin to originate from the system An
investigation on the system reveals the following;

Add-MpPreference -ExclusionPath '%Program Filest\ksysconfig

Which of the following is possibly occurring?

e A Defense evasion
e B. Persistence



e C. Privilege escalation
¢ D. Credential harvesting
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Defense evasion is the technique of avoiding detection or prevention by security tools or mechanisis. In this case, the freeware
programis likely a malware that generates random DNS queries to commumnicate with a command and control server or exfiltrate
data. The command Add-MpPreference - ExclusionPath '%Program Filest\ksysconfig' is used to add an exclusion path to Windows
Defender, which is a built-in antivirus software, to prevent it from scanning the malware folder. References: CompTIA CySA+ Study
Guide: Exam CS0-003, 3rd Edition, Chapter 5, page 204; CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 5, page
212. pr

i RE #468
An organization has experienced a breach of customer transactions. Under the terms of PCI DSS, which of the following groups
should the organization report the breach to?

A. Card issuer

B. Federal law enforcement

C. Local law enforcement

D. PCI Security Standards Council
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Explanation

Under the terms of PCI DSS, an organization that has experienced a breach of customer transactions should report the breach to the
card issuer. The card issuer is the financial institution that issues the payment cards to the customers and that is responsible for
authorizing and processing the transactions. The card issuer may have specific reporting requirements and procedures for the
organization to follow in the event of a breach. The organization should also notify other parties that may be affected by the breach,
such as customrers, law enforcement, or regulators, depending on the nature and scope of the breach. Official References:
httpss//www.pcisecuritystandards.org/
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