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Oracle 1Z0-1084-25 Exam Syllabus Topics:

Topic Details

Topic 1
Testing and Securing Cloud-Native Applications: This section focuses on testing strategies and security for
cloud-native applications. It discusses different testing methodologies, securing sensitive information using
OCI Vault, and implementing security measures to address cloud-native development challenges.

Topic 2

Cloud Native Applications and Containerization: This section of the exam covers containerization
technologies for cloud-native applications. It explains Docker architecture, its components, and the process
of pulling and pushing container images using Oracle Cloud Infrastructure Registry (OCIR). It also explores
container orchestration, deploying applications on Oracle Kubernetes Engine (OKE), and using OCI
Service Mesh for Kubernetes deployments.

Topic 3

Leveraging Serverless Technologies for Cloud Native Development: This section of the exam measures the
skills of professionals in serverless development within OCI. It covers creating serverless applications using
Oracle Functions, building API gateways for routing traffic, and integrating systems through OCI Streaming
Service. Additionally, it explores event-driven architectures using OCI Event Service and how OCI Queue
enables asynchronous messaging between microservices.

Topic 4

Cloud Native Fundamentals: This section of the exam measures the skills of target audience and covers the
essential principles of cloud-native development. It explains the core concepts, key pillars, and advantages
of cloud-native applications. The section also focuses on microservices architecture, including its design
methodology and how it supports scalable, distributed applications.
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Topic 5

Monitoring & Troubleshooting Cloud-Native Applications: This section of the exam focuses on monitoring
and troubleshooting cloud-native applications. It covers using OCI Monitoring to track metrics, OCI
Logging for managing logs and performing tasks related to monitoring, logging, and tracing for better
observability and issue resolution.
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Oracle Cloud Infrastructure 2025 Developer Professional Sample Questions
(Q64-Q69):
NEW QUESTION # 64 
You are developing a serverless application with Oracle Functions and Oracle Cloud Infrastructure Object Storage. Your function
needs to read a JSON file object from an Object Storage bucket named "input-bucket" in compartment "qa-compartment". Your
corporate security standards mandate the use of Resource Principals for this use case. Which two statements are needed to
implement this use case? (Choose two.)

A. Set up a policy to grant all functions read access to the bucket: allow all functions in compartment qa-compartment to read
objects in target.bucket.name= "input-bucket'
B. Set up the following dynamic group for your function's OCID: Name: read-file-dg Rule: resource.id =
"ocid1.fnfunc.oc1.phx.aaaaaaaakeaobctakezjz5i4ujj7g25q7sx5m vr55pms6f4da'
C. Set up a policy with the following statement to grant read access to the bucket: allow dynamic-group read-file-dg to read
objects in compartment qa- compartment where target.bucket.name= 'input-bucket'
D. No policies are needed. By default, every function has read access to Object Storage buckets in the tenancy.
E. Set up a policy to grant your user account read access to the bucket: allow user XYZ to read objects in compartment qa-
compartment where target.bucket.name= "input-bucket'

Answer: B,C

Explanation:
The correct answers are: Set up the following dynamic group for your function's OCID: Name: read-file-dg Rule: resource.id =
"ocid1.fnfunc.oc1.phx.aaaaaaaakeaobctakezjz5i4ujj7g25q7sx5mvr55pms6f4da" Set up a policy with the following statement to
grant read access to the bucket: Statement: allow dynamic-group read-file-dg to read objects in compartment qa-compartment
where target.bucket.name = 'input-bucket' Explanation:: To implement the use case of reading a JSON file object from an Object
Storage bucket using Resource Principals with Oracle Functions, you need to configure the following: Create a dynamic group
named "read-file-dg" and associate it with your function's OCID. This dynamic group helps identify the function as a member of the
group for policy enforcement. Create a policy that grants read access to the bucket. The policy statement should allow the dynamic
group "read-file-dg" to read objects in the compartment "qa-compartment" and specify the target bucket name as "input-bucket".
This policy ensures that the function has the necessary permissions to access the specified bucket. By setting up the dynamic group
and policy, you ensure that the function, as a member of the dynamic group, has the required read access to the specified Object
Storage bucket in the specified compartment.

NEW QUESTION # 65 
Which term describes a group formed by a master machine and a worker machine in a Kubernetes architecture?

A. Node
B. Cluster
C. Deployment
D. Pod
E. Container
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Answer: B

Explanation:
The term that describes a group formed by a master machine and a worker machine in a Kubernetes architecture is "Cluster". A
cluster in Kubernetes consists of one or more master machines and multiple worker machines (also known as nodes). The master
machine manages the overall control plane and orchestrates the deployment and management of containers on the worker nodes.
The worker nodes are responsible for running the containers and executing the workloads. The cluster is the fundamental unit of
organization and management in Kubernetes, providing the infrastructure and resources to run and manage containerized
applications. It ensures high availability, scalability, and fault tolerance for the applications deployed within it.

NEW QUESTION # 66 
Which command is used to get a Docker image from Oracle Cloud Infrastructure Registry (OCIR) to the client machine?

A. docker pull <tenancy-namespace>/<region-key>.ocir.io/<repo-name>: <tag>
B. docker fetch <region-key>.ocir.io/<tenancy-namespace>/<repo-name>:<tag>
C. docker pull <region-key>.ocir.io/<tenancy-namespace>/<repo-name>: <tag>
D. docker fetch <tenancy-namespace>/<region-key>.ocir.io/<repo-name>:<tag>

Answer: C

Explanation:
To pull a Docker image from OCI Registry to the client machine, you need to use the docker pull command with the following
syntax1: docker pull <region-key>.ocir.io/<tenancy-namespace>/<repo-name>:<tag> where:
<region-key> is the key for the OCI Registry region you're using. For example, iad. See Availability by Region1.
ocir.io is the OCI Registry name.
<tenancy-namespace> is the auto-generated Object Storage namespace string of the tenancy that owns the repository from which
you want to pull the image (as shown on the Tenancy Information page)1.
<repo-name> is the name of the repository that contains the image you want to pull.
<tag> is the tag of the image you want to pull.

NEW QUESTION # 67 
With the volume of communication that can happen between different components in cloud-native applications, it is vital to not only
test functionality, but also service resiliency. Which statement is true regarding service resiliency?

A. Resiliency is about avoiding failures.
B. Resiliency is about recovering from failures without downtime or data loss.
C. Resiliency testing can be done only in a test environment.
D. Resiliency is about not bringing a service to a functioning state after a failure.

Answer: B

Explanation:
The correct answer is: "Resiliency is about recovering from failures without downtime or data loss." Service resiliency, in the context
of cloud-native applications, is the ability of a service or system to recover from failures and continue functioning without downtime
or data loss. It involves designing and implementing mechanisms to handle failures, such as network outages, hardware failures, or
software errors, in a way that minimizes the impact on the overall system. The goal of resiliency is to ensure that the application or
service can continue to operate and provide a certain level of functionality, even in the face of failures. This typically involves
techniques such as redundancy, fault tolerance, and graceful degradation. By implementing resiliency measures, a cloud-native
application can recover and adapt to failures, maintain availability, and preserve data integrity. The other statements are not accurate
regarding service resiliency: Resiliency is not about not bringing a service to a functioning state after a failure. Instead, it is about
recovering from failures and ensuring continued functionality. Resiliency is not about avoiding failures entirely. While it is desirable to
prevent failures, resiliency focuses on the ability to handle and recover from failures when they do occur. Resiliency testing is not
limited to a test environment. It is important to test and validate the resiliency measures in both test environments and production
environments to ensure the application can effectively handle failures in real-world scenarios.

NEW QUESTION # 68 
As a developer, you have been tasked with implementing a microservices-based application. Which THREE technologies are best



suited to accomplish the task? (Choose three.)

A. Service Mesh
B. Terraform
C. Anomaly Detection
D. Docker
E. Big Data
F. Kubemetes

Answer: A,D,F

Explanation:
The three technologies best suited for implementing a microservices-based application are: Service Mesh: A service mesh is a
dedicated infrastructure layer that provides features like service discovery, load balancing, encryption, authentication, and
observability for microservices. It helps in managing the communication and interactions between microservices in a scalable and
secure manner. Kubernetes: Kubernetes is an open-source container orchestration platform that enables the deployment, scaling,
and management of containerized applications. It provides features like automated scaling, service discovery, load balancing, and
self-healing capabilities, which are essential for managing microservices in a distributed environment. Docker: Docker is a popular
containerization platform that allows packaging applications and their dependencies into lightweight containers. It provides a
consistent and portable environment for running microservices, enabling easy deployment and scalability. Docker also facilitates
isolation and resource efficiency, making it an ideal choice for deploying microservices. While Big Data, Anomaly Detection, and
Terraform are valuable technologies, they are not specifically focused on enabling the implementation of microservices-based
applications.

NEW QUESTION # 69
......
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