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B #186
Refer to the exhibit.

‘Which SPF record is valid for mycompany.com?

e A v=spfl anmxip4:10.1.10.23 -all

e B. v=spfl a mx ip4:199.209.31.21 -all
e C. v=spfl anxip4:199.209.31.2 -all
e D. v=spfl a nx ip4:172.16.18.230 -all

Ef#: B

R -

The SPF record for mycompany.comis shown in the exhibit as:

v=spfl a mx ip4:199.209.31.21 -all

This means that the domain mycompany.com authorizes the following sources to send email on its behalf:
The A record of mycompany.com, which resolves to 199.209.31.21
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The MX record of mycompany.com, which points to mail. mycompany.com, which also resolves to 199.209.31.21 The IP address
199.209.31.21 The -all qualifier means that any other source is not authorized and should be rejected.

Therefore, the correct answer is C.

Reference:

SPF Record Syntax

Define your SPF record-Basic setup

R #187
Which of'the following two steps are required to enable Cisco SecureX integration on a Cisco Secure Email Gateway appliance?

(Choose two.)

A. Select the correct Threat Response Server based on your region.

B. Enable the Threat Response service under Network>Cloud Service Settings.

C. Enable the Security Services Exchange service under Network>Cloud Service Settings
D. Paste in the Registration Token generated from the Security Services Exchange.

E. Paste in the Registration Token generated from the Smart Licensing Account

iEﬁ: A\ B

R -

one of the methods to enable Cisco SecureX integration on a Cisco Secure Email Gateway appliance is to use the Threat Response
servicel. This service allows the appliance to send telemetry data to the SecureX cloud and provide visibility and response
capabilities across muiltiple security products1. To use this service, the admnistrator needs to perform the following steps1:

Enable the Threat Response service: The admmistrator needs to go to Network > Cloud Service Settings and enable the Threat
Response service. This will generate a registration token that can be used to register the appliance with SecureX1.

Select the correct Threat Response Server: The administrator needs to select the appropriate Threat Response server based on the
region where the appliance is located. The available regions are North America, Europe, and Asia Pacificl.

M #188
Which Cisco Secure Email Threat Defense visibility and remediation mode is only available when using Cisco Secure Email Gateway
as the message source?

A. Basic Authentication

B. No Authentication

C. Microsoft 365 Authentication
D. Cisco Security Cloud Sign On

EfE: B

R #189
Which setting affects the aggressiveness of spam detection?

A. spam threshold

B. maximum depth of recursion scan
C. spam timeout

D. protection level

IEf#: A

Rt

Spam threshold is a setting that determines the minimum score that a message must have to be classified as spam by Cisco ESA. The
lower the threshold, the more aggressive the spam detection is.

References: User Guide for AsyncOS 15.0 for Cisco Secure Emmail Gateway , page 6-5.

Reference: https//www.cisco.convc/en/us/support/docs/security/email-security-appliance/118220-technote- esa-00.html

M #190



Which two statements about configuring message filters within the Cisco ESA are true? (Choose two.)

A. The filterconfig command executed from the CLI is used to configure message filters.

B. Message filters configuration within the web user interface is located within Incoming Content Filters.
C. Message filters can be configured only from the CLI

D. The filters command executed from the CLI is used to configure the message filters.

E. Message filters can be configured only from the web user interface.

IE%: C\ D

TR

Message filters can only be applied to the ESA via command line. So, you will need command line access to the ESA.
Log into the ESA via command line.

Run the following highlighted commands to apply the message filter to the ESA:

ronport.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> NEW

Enter filter script. Enter ' . ' on its own line to end.

large spam no_attachment:

if (body-size > 2097152) AND NOT (attachment-size > 0)) {

quarantine( " large _spam");

log-entry( " *****This is a large message with no attachments™***** ' );

}

1 filters added.

Reference: httpsy//www.cisco.convc/en/us/support/docs/security/email-security-appliance/2 13940-esa-using- a- message-filter-to-
take-act.html
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