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. Programming Fundamentals

1. What i3 programiming?

Wiy do computers need instruclions bo be ciear and precse?
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% Algorithms & Problem Solving

8. What is an algonthm?

G List four characteristics of a good algorithm

10, Wiy mus! an algoditnm always finish 7

11, Why should agoriihms be writlen before coding?

12, identify the input, process, and output tor @ prograr that ciculales a shudent's
avirage Soofe

13. Explain how algodithms reduce ermors in programs

;| Flowcharts

14, WWnal = 3 owchan?

15, Wy are Mowchans useful befode wiiting code?

16. identify the Aowchar symbods used for

s StarlEnd

o Plocess

»  InpUlOulpa

o Decison

17. How do Bowcharts heip delect logic emors eamy?

1B, Explain hiow decisions in Rowcharls affect program fiow

“L Structure of a C++ Program
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‘What information is provided when using IP Search to look up an IP address?

A. Internal IPs only

B. Suspicious IP addresses

C. External IPs only

D. Both internal and external IPs

Answer: C

Explanation:

IP Search is an Investigate tool that allows you to look up information about external IPs only. It shows information such as
geolocation, network connection events, detection history, etc. for each external IP address that has communicated with your hosts.
It does not show information about internal IPs, suspicious IPs, or both internal and external IPs.

NEW QUESTION # 14

Which document provides information on best practices for writing Splunk-based hunting queries, predefined queries which may be
customized to hunt for suspicious network connections, and predefined queries which may be customized to hunt for suspicious
processes?

A. Real Time Response and Network Containment
B. Events Data Dictionary

C. Incident and Detection Monitoring

D. Hunting and Investigation

Answer: D

Explanation:

The Hunting and Investigation document provides information on best practices for writing Splunk-based hunting queries, predefined
queries which may be customized to hunt for suspicious network connections, and predefined queries which may be customized to
hunt for suspicious processes. As explained above, the Hunting and Investigation document is a guide that provides sample hunting
queries, select walkthroughs, and best practices for hunting with Falcon. The other documents do not provide the same information.

NEW QUESTION # 15
‘Which Falcon documentation guide should you reference to hunt for anomalies related to scheduled tasks and other Windows
related artifacts?

A. Events Data Dictionary

B. Hunting and Investigation

C. MITRE-Based Falcon Detections Framework
D. Customizable Dashboards

Answer: B

Explanation:

The Hunting and Investigation guide is the Falcon documentation guide that you should reference to hunt for anomalies related to
scheduled tasks and other Windows related artifacts. The Hunting and Investigation guide provides sample hunting queries, select
walkthroughs, and best practices for hunting with Falcon. It covers various topics such as process execution, network connections,
registry activity, scheduled tasks, and more.

NEW QUESTION # 16
‘What information is provided from the MITRE ATT&CK framework in a detection's Execution Details?

A. Triggering Indicator
B. Command Line

C. Grouping Tag

D. Technique ID

Answer: D



Explanation:

Technique ID is the information that is provided from the MITRE ATT&CK framework in a detection's Execution Details.
Technique ID is a unique identifier for each technique in the MITRE ATT&CK framework, such as T1059 for Command and
Scripting Interpreter or T1566 for Phishing. Technique ID helps to map a detection to a specific adversary behavior and tactic.
Grouping Tag, Command Line, and Triggering Indicator are not information that is provided from the MITRE ATT&CK framework
ma detection's Execution Details.

NEW QUESTION # 17
Where would an analyst find information about shells spawned by root, Kernel Module loads, and wget/curl usage?

A. Sensor Policy Daily report
B. Linux Sensor report

C. Sensor Health report

D. Mac Sensor report

Answer: B

Explanation:

The Linux Sensor report is where an analyst would find information about shells spawned by root, Kemel Module loads, and
weet/curl usage. The Linux Sensor report is a pre-defined report that provides a summary view of selected activities on Linux hosts.
It shows information such as process execution events, network connection events, file write events, etc. that occurred on Linux
hosts within a specified time range. The Sensor Health report, the Sensor Policy Daily report, and the Mac Sensor report do not
provide the same information.

NEW QUESTION # 18
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