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B #29

An enterprise customer with more than 10 million customers has a landscape including an Enterprise Billing System (EBS), a
Document Management System (DMS), and Salesforce CRM. Customer Support needs seamless access to customer billing
mformation from the EBS and generated bills from the DMS. Which authorization and authentication need should an integration
consultant consider while integrating the DMS and EBS with Salesforce?

e A. Consider options to migrate DMS and EBS mto Salesforce.
¢ B. Identify options to maintain DMS and EBS authentication and authorization details in Salesforce.
¢ C. Consider Enterprise security needs for access to DMS and EBS.
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When integrating Salesforce with high-security enterprise systens like an Enterprise Billing System (EBS) and a Document
Management System (DMS), the primary architectural concern is respecting the Enterprise security needs for access control. These
systenrs often contain highly sensitive financial data and are governed by strict regulatory requirerents (e.g., PCI-DSS or GDPR).
The integration consultant must evaluate how to extend existing enterprise identity and authorization policies to Salesforce users. This
often involves a Identity Federation strategy using protocols like SAML 2.0 or OpenID Connect. Instead of maintaining separate
credentials in Salesforce (which Option A suggests and is generally an "anti-pattern” for 10 million records), the consultant should
consider using a central Identity Provider (IdP).

By considering enterprise security needs, the architect ensures that when a support agent clicks a link in Salesforce to view a bill, the
request is authenticated against the enterprise's security gateway. This allows for Single Sign-On (SSO) while ensuring that
authorization (who can see what) remains mastered in the source systems or the central IdP. Migration (Option C) is physically and
technically unfeasible for systens handling

10 million customers' historical bills and real-time processing. The focused objective is to build a "window" into these systems from
Salesforce while maintaining the integrity of the enterprise's existing security perimeter.

HM #30
Northern Trail Outfitters needs to use Shield Platform Encryption to encrypt social security numbers in order to meet a business
requirerment. Which action should an integration architect take prior to the implementation of Shield Platform Encryption?

e A Encrypt all the data so that it is secure.
¢ B. Review Shield Platform Encryption configurations and functional limitations.
e C. Encrypt the data using the most current key.

Ef#: B

fEEL:

Prior to implementing Shield Platform Encryption, the most critical step for an Integration Architect is to perform a comprehensive
Review of Shield Platform Encryption configurations and their impact on existing platform functionality. Encryption at rest is not a
"set-and-forget" feature; it changes how the Salesforce database interacts with various features, and failing to review these limitations
beforehand can lead to significant business disruption.

Salesforce documentation emphasizes that encryption affects several core areas:

* SOQL/SOSL Limitations: Encrypted fields have restricted capabilities n WHERE, GROUP BY, and ORDER BY clauses.1 For
example, if Social Security Numbers (SSNs) are encrypted using Probabilistic Encryption, they cannot be filtered or sorted in a
query.2 This could break existing integrations or reports that rely on finding specific records by SSN.

* Search Functionality: While Salesforce supports searching for encrypted data, there are specific behaviors to consider regarding
how search indexes are built and updated.

* AppExchange and Managed Packages: Ifthe SSN field is used by a third-party app or a managed package, encrypting it might
cause those external tools to fail if they are not designed to handle encrypted data types.

* Field Attributes: Encrypted fields cannot be used as Unique or External IDs if using the probabilistic scheme, which is a vital
consideration for data synchronization architectures.3 Therefore, the architect must first conduct a Business Impact Analysis. This
includes identifying where the sensitive data (SSNs) is used in Apex code, Flows, validation rules, and reports. By reviewing the
configurations and functional limitations first, the architect can decide between Probabilistic (higher security) and Deterministic
(allows filtering) encryption strategies.4 Option A is a step taken during or after implementation (Background Encryption), and
Option C is an anti-pattern, as encrypting " everything” leads to unnecessary performance overhead and massive functional loss.
Only after a thorough review can the architect safely proceed with the technical implementation of Shield.

HH #31

Northern Trail Outfitters (NTO) leverages Sales Cloud for tracking and managing leads, accounts, contacts, and opportunities-
Orders and order fulfiliment is taken care of by an Order Management System (OMS) in the back-office. When an opportunity has
changed 1it's status to "Closed/Won'" and there are products attached, the details should be passed to the OMS for fulfiliment
operations.

The callout from Salesforce to the OMS should be synchronous.

‘What should an Integration Architect do to satisfy these requirements?

e A Build a Lightning Component that makes a synchronous Apex REST callout to the Order Management System when a
button is clicked.
e B. Use Process Builder to call an Apex proxy class to make a REST callout to the Order Management System.



e C. Write a trigger that invokes an Apex proxy class to make a REST callout to the Order Management System.
¢ D. Develop a batch Apex job that aggregates Closed Opportunities and makes a REST callout to the Order Management
System hourly.

IEf#: B
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‘What should an Architect recommend to ensure all integrations to the Northern Trail Outfitters company portal use SSL mutual
authentication?

A. Enforce SSL/TLS MutualAuthentication.
B. Enable My Domain and SSL/TLS.
C. Generate a Self-signed Certificate.
D. Generate a CA-signed Certificate.

IEf#E: A

AR :

Explanation

This is because SSL/TLS mutual authentication is a security feature that allows Salesforce to verify the identity of the client that
connects to its API endpoint on port 8443. To enable this feature, you need to upload a client certificate to Salesforce and assign the
"Enforce SSL/TLS Mutual Authentication” user permission to the users who need to access the company portal. The other options
are not sufficient for this scenario because:

A, Enable My Domain and SSL/TLS, is a prerequisite for using SSL/TLS mutual authentication, but it does not ensure that all
integrations use it. My Domain allows you to customize your Salesforce domain name and SSL/TLS provides encryption for your
data in transit.

C, Generate a Self-signed Certificate, is a step that you need to do on the client side to create a certificate that can be used for
SSI/TLS nmutual authentication, but it does not ensure that all integrations use it. You also need to upload the certificate to
Salesforce and assign the user permission.

D, Generate a CA-signed Certificate, is an alternative to generating a self-signed certificate, but it also does not ensure that all
integrations use SSL/TLS nutual authentication. You still need to upload the certificate to Salesforce and assign the user permission.
References:

Certificates in Mutual Authentication

Configure Your API Client to Use Mutual Authentication

Salesforce Mutual Authentication Setup
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Northern Trail Outfitters' ERP is integrated with Salesforce and syncs several million contacts per day. To prevent specific data from
syncing, the integration uses a SOQL query filtered by sharing hierarchy.

‘Which two things should an architect do to improve the performance of the integration?

Choose 2 answers

¢ A Include selective criteria in query filters.

¢ B. Remove the sharing restrictions.

¢ C. Renmove the query filters.

¢ D. Include non-selective criteria in query filters.

Ef#: A\ B
A :
Explanation

Option C is correct because including selective criteria in query filters can improve the performance of the integration. Selective
criteria are filters that reduce the number of records that need to be scanned by the query optimizer, such as indexed fields, standard
indexes, or custom indexes. Selective criteria can help the query run faster and avoid hitting the query timeout limit or the query row
Option D is correct because removing the sharing restrictions can improve the performance of the integration. Sharing restrictions are
filters that limit the access to records based on the user's role, profile, or sharing rules. Sharing restrictions can add complexity and
overhead to the query execution, as they require additional joins and calculations. Removing the sharing restrictions can simplify the
query and reduce the number of records that need to be processed.



Option A is incorrect because including non-selective criteria in query filters can degrade the performance of the integration. Non-
selective criteria are filters that do not reduce the number of records that need to be scanned by the query optimizer, such as non-
indexed fields, formula fields, or OR conditions. Non-selective criteria can cause the query to run slower and hit the query timeout
limit or the query row limit.

Option B is incorrect because removing the query filters can degrade the performance of the integration.

Query filters are conditions that specify which records to retrieve from the database, such as WHERE clauses or LIMIT clauses.
Query filters can help the query run faster and avoid retrieving unnecessary or unwanted data. Removing the query filters can
increase the number of records that need to be processed and transmitted by the integration.

References: Working with Very Large SOQL Queries: Improve performance with custom indexes using Salesforce Query Plan tool:
Querying Data That Respects User Permissions: How does sharing affect SOQL performance?: SOQL SELECT Syntax : SOQL
Best Practices
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