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HPE Campus Access Switching Expert Written Exam 38 & HPE7-A06 & 5
il 8 (Q24-Q29):

HR #24
Youarc about lo deploy a gateway that is on factory default. ZTP cannot be used for different reasons, but you are searching
forvalid alternatives. What are two valid alternatives for ZTP? (Select two.)

e A. Use OTP by connecting to port 0/0/1 with a static IP. and use a Web browser to complete provisioning,

e B. UseOTP by connecting to port 0/0/1. and use a Web browser to completeprovisioning,

e C. Use OTP by connecting to the console port, and use terminal software to complete provisioning. "Full- Setup" should be
used.

e D. Use OTP by connecting lo the console port, and use terminal software to complete provisioning. *Static- Activate" should
be used.

e E. Use OTP by connecting to port 0/0/0. and use a Web browser to complete provisioning,

EME: B. C
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The question asks for valid alternatives to Zero Touch Provisioning (ZTP) for initially configuring a factory default Aruba gateway
when ZTP cannot be used.

* Aruba Gateway Initial Provisioning Methods:

* ZTP:Automated provisioning using Activate/Central.

* One-Touch Provisioning (OTP) / Manual Setup:Involves direct connection for initial configuration.

* Web UL:Connecting a laptop to a specific management or designated setup port (often GEO

/0/1 on many gateway models) allows access to a web-based setup wizard.

* Console Port:Connecting via the serial console port allows CLI access, which includes guided setup scripts or manual
configuration.

* Analysis of Options:

* A: Port 0/0/0 is typically the OOBM port, not the standard OTP web UI port.

* B: Port 0/0/1 is commonly used for OTP via Web browser on many Aruba gateway models.

* C: Using the console port with terminal software for initial setup (potentially using a "Full-Setup" wizard or script) is a standard
manual method.

* D: "Static- Activate" refers to manual registration with the Activate service, not a console setup mode.

* E: Requires setting a static IP, adding complexity beyond the basic OTP connection method described in B.

* Conclusion:Using the designated OTP Ethernet port (commonly GE0/0/1) with a web browser (Option B) and using the console
port with terminal software (Option C) are the standard, valid alternatives to ZTP for initial gateway setup.

References:Aruba Gateway Installation and Quick Start Guides, AOS-10 Fundamentals Guide (Provisioning sections). This relates
to "Comnectivity" (9%) and "Troubleshooting” (10%) objectives.

HP #25
Which issue may be causing the new door locks on the APs to not work?

A. AF power to the AP is not enough.
B. AT power to the AP is not enough.
C. BT power to the AP is too much.
D. AT power to the AP is too much.

EM: A
bt

802.3af (AF) PoE provides the least power. Many new devices, such as door locks attached to APs, require more power (AT or
BT). If only AF power is provided, it's likely not enough for both the AP and the attached device.

E Y #26
What is the correct sequence of events that occurs when a user device connects to a network using Dynamic Segmentation?
Events Order

@ device s placed on a VLAN based on ts role

Ef#:
iRt

Events Qraer

Explanation:



Order
1 | The device authenticates 10 HPE Aruba Networking ClearPass Policy Mangoes
2 || HPE Aruba Networking ClearPass Policy Managerassigns a role to the device.

3  The device i= placed on a VLLAN based'on s role

t _

This question asks for the sequence of events when a user device connects to a network utilizing Dynamic Segmentation, which
typically mvolves authentication via ClearPass and role-based policy assignment.

* Authentication:When a device connects (wired or wireless), the first step in gaining secure access is authentication. The switch or
AP (authenticator) facilitates this process, usually communicating via RADIUS with ClearPass Policy Manager (RADIUS server).
The device provides credentials or uses certificates (e.g., 802.1X, MAC Auth).

* Role Assignment:Upon successful authentication, ClearPass evaluates policies based on the device

/user context (identity, posture, time of day, etc.) and sends back RADIUS attributes to the authenticator. A crucial attribute is the
assigned User Role. This role encapsulates the access privileges and network configuration for the device.

* Network Placement/Segmentation:The authenticator (switch/AP) uses the assigned role information received from ClearPass to
place the device into the appropriate network segment. This might involve assigning a specific VLAN ID to the port/client or, in
User-Based Tunneling (UBT) scenarios, establishing a tunnel to an Aruba Gateway associated with that role. The step "placed on a
VLAN based on its role" describes one common method of segmentation based on the assigned role.

* Access Granted:Once the device is authenticated, assigned a role, and placed in the correct network segment (VLAN or tunnel),
access is granted according to the firewall rules, QoS settings, and other policies defined within that assigned role. Traffic can now
flow subject to these enforced policies.

References:Aruba Dynamic Segmentation Solution Guides, ClearPass Policy Manager Documentation, AOS- CX Security Guide
(Roles, Port Access). This relates to "Authentication/Authorization” (9%), "Security" (10%), "Switching" (19%), and "WLAN" (9%)
objectives.

B #27
When trying to add a now access switch to the network, theswitch port at the aggregation switch is automatically disabled.
‘What needs to be done to fix this issue?

A. Disable spanning tree loop-guard at the interface level.
B. Disable spanning tree root-guard at the interface level
C. Disable spanning tree bpdu-tilter al the interface level.
D. Disable spanning tree bpdu-guard at the interface level.

Ef#: D

fER .

The issue involves a new access switch's port being automatically disabled when connected to an aggregation switch, likely due to a
Spanning Tree Protocol (STP) protection mechanism

* Analysis of Options:

* Option A (Disable bpdu-filter):BPDU filtering prevents BPDUs from being sent or processed, which could cause loops, not
resolve the issue.

* Option B (Disable root-guard):Root guard prevents a port from becoming the root bridge but does not cause port disablement in
this context.

* Option C (Disable loop-guard):Loop guard prevents alternate ports from becoming designated but is unrelated to port
disablement.

* Option D:Correct. Disabling BPDU guard on the aggregation switch's interface prevents it from disabling the port when it receives
BPDUs from the new access switch.

* Why Option D is Correct:BPDU guard is an STP feature that disables a port if it receives BPDUs, assuming an unauthorized
device is comected. When a new access switch isconmected, it sends BPDUs as part of normal STP operation, triggering BPDU
guard on the aggregation switch and disabling the port. Disabling BPDU guard on the aggregation switch's mterface (e.g., no
spanning-tree bpdu-guard) allows the access switch to participate in STP without being disabled, resolving the issue while
maintaining network stability.

* Relevance to Certification Objectives:

* Network Resiliency and Virtualization (8%):Involves troubleshooting STP mechanisis for fault tolerance.

* Troubleshooting (10%):Includes diagnosing and remediating STP-related issues in campus networks.



* Switching (19%):Covers Layer 2 technologies like STP and its protection features.

References:

HPE Aruba Networking AOS-CX Configuration Guide: Spanning Tree Configuration, detailing BPDU guard.
HPE7-A06Study Guide: Covers STP troubleshooting and protection mechanisirs.

HPE Aruba Networking Technical Documentation: STP Best Practices, explaining BPDU guard behavior.

P #28

An IT administrator uses AOS-CX switches to send TCP 22 traffic from the switch port to a remote server to analysis. The
administrator now wants to save it locally to be downloaded and used later in case the admin changes their mind about the approach
to take.

class ip Class_Mirror22

10 match tcp any any eq 22

policy Policy_Mirror22

10 class ip Class_Mirror22 action mirror.2

mirror session 2
source interface 1/1/20 both
destination tunnel 10.1.100.100 source 10.2.10.1 deésg 10 vrf default

A. destination cpu

B. destination file tshark-pcap

C. destination tunnel file tshark-pcpap

D. destination flashs/my-mirror.pcpap policy Policy Mirror22

EM: B
R

To save mirrored packets locally on an AOS-CX switch for later download and analysis, use the command destination file tshark-
pcap. This will save the mirrored traffic in a pcap file, which you can then download from the switch and analyze as needed.
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