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And we always keep them to be the latest and accurate.

IAPP Certified Information Privacy Manager (CIPM) Sample Questions
(Q81-Q86):
NEW QUESTION # 81 
All of the following are access control measures required by the Payment Card Industry Data Security Standard (PCI DSS)
EXCEPT?

A. Restrict access to cardholder data by business need-to-know.
B. Update antivirus software before granting access.
C. Assign a unique ID to each person with computer access.
D. Restrict physical access to cardholder data.

Answer: B

Explanation:
Comprehensive and Detailed Explanation:
The PCI DSS establishes security measures for protecting cardholder data. While updating antivirus software is a security best
practice, it is not an access control requirement under PCI DSS.
* Option A (Restrict physical access to cardholder data) is required to prevent unauthorized access.
* Option C (Assign a unique ID to each person with computer access) is required to track user actions.
* Option D (Restrict access to cardholder data by business need-to-know) ensures only authorized individuals access sensitive
information.
* Option B (Update antivirus software before granting access) is a security measure but is not classified as an access control
requirement under PCI DSS.
Reference:PCI DSS Official Documentation, Requirement 8: Identify and Authenticate Access to System Components.

NEW QUESTION # 82 
SCENARIO
Please use the following to answer the next question:
Edufox has hosted an annual convention of users of its famous e-learning software platform, and over time, it has become a grand
event. It fills one of the large downtown conference hotels and overflows into the others, with several thousand attendees enjoying
three days of presentations, panel discussions and networking. The convention is the centerpiece of the company's product rollout
schedule and a great training opportunity for current users. The sales force also encourages prospective clients to attend to get a
better sense of the ways in which the system can be customized to meet diverse needs and understand that when they buy into this
system, they are joining a community that feels like family.
This year's conference is only three weeks away, and you have just heard news of a new initiative supporting it: a smartphone app
for attendees. The app will support late registration, highlight the featured presentations and provide a mobile version of the
conference program. It also links to a restaurant reservation system with the best cuisine in the areas featured. "It's going to be
great," the developer, Deidre Hoffman, tells you, "if, that is, we actually get it working!" She laughs nervously but explains that
because of the tight time frame she'd been given to build the app, she outsourced the job to a local firm. "It's just three young
people," she says, "but they do great work." She describes some of the other apps they have built. When asked how they were
selected for this job, Deidre shrugs. "They do good work, so I chose them." Deidre is a terrific employee with a strong track record.
That's why she's been charged to deliver this rushed project. You're sure she has the best interests of the company at heart, and you
don't doubt that she's under pressure to meet a deadline that cannot be pushed back. However, you have concerns about the app's
handling of personal data and its security safeguards. Over lunch in the break room, you start to talk to her about it, but she quickly
tries to reassure you, "I'm sure with your help we can fix any security issues if we have to, but I doubt there'll be any. These people
build apps for a living, and they know what they're doing. You worry too much, but that's why you're so good at your job!" You
want to point out that normal protocols have not been followed in this matter. Which process in particular has been neglected?

A. Forensic inquiry
B. Privacy breach prevention
C. Data mapping
D. Vendor due diligence or vetting

Answer: D



NEW QUESTION # 83 
SCENARIO
Please use the following to answer the next QUESTION:
Manasa is a product manager at Omnipresent Omnimedia, where she is responsible for leading the development of the company's
flagship product, the Handy Helper. The Handy Helper is an application that can be used in the home to manage family calendars,
do online shopping, and schedule doctor appointments.
After having had a successful launch in the United States, the Handy Helper is about to be made available for purchase worldwide.
The packaging and user guide for the Handy Helper indicate that it is a "privacy friendly" product suitable for the whole family,
including children, but does not provide any further detail or privacy notice. In order to use the application, a family creates a single
account, and the primary user has access to all information about the other users. Upon start up, the primary user must check a box
consenting to receive marketing emails from Omnipresent Omnimedia and selected marketing partners in order to be able to use the
application.
Sanjay, the head of privacy at Omnipresent Omnimedia, was working on an agreement with a European distributor of Handy Helper
when he fielded many Questions about the product from the distributor. Sanjay needed to look more closely at the product in order
to be able to answer the Questions as he was not involved in the product development process.
In speaking with the product team, he learned that the Handy Helper collected and stored all of a user's sensitive medical information
for the medical appointment scheduler. In fact, all of the user's information is stored by Handy Helper for the additional purpose of
creating additional products and to analyze usage of the product. This data is all stored in the cloud and is encrypted both during
transmission and at rest.
Consistent with the CEO's philosophy that great new product ideas can come from anyone, all Omnipresent Omnimedia employees
have access to user data under a program called Eureka. Omnipresent Omnimedia is hoping that at some point in the future, the data
will reveal insights that could be used to create a fully automated application that runs on artificial intelligence, but as of yet, Eureka is
not well-defined and is considered a long-term goal.
What element of the Privacy by Design (PbD) framework might the Handy Helper violate?

A. Failure to obtain opt-in consent to marketing.
B. Failure to observe data localization requirements.
C. Failure to integrate privacy throughout the system development life cycle.
D. Failure to implement the least privilege access standard.

Answer: C

Explanation:
The Handy Helper might violate the element of the Privacy by Design (PbD) framework that requires integrating privacy throughout
the system development life cycle. According to the PbD framework, privacy should be embedded into the design and architecture
of IT systems and business practices, not added as an afterthought1 This means that privacy should be considered at every stage of
the system development life cycle, from planning to analysis to design to development to implementation to maintenance2 However,
the Handy Helper seems to have been developed without involving Sanjay, the head of privacy, or conducting a privacy impact
assessment (PIA) to identify and mitigate potential privacy risks3 The product also lacks a clear and transparent privacy notice that
informs users about what data is collected, how it is used, where it is stored, who has access to it, and what choices they have4
These issues could expose the product to legal and reputational challenges, especially in regions with strict data protection
regulations, such as Europe. References: 1: Privacy by Design - The LIFE Institute; 2: System Development Life Cycle -
GeeksforGeeks; 3: [Privacy Impact Assessment (PIA) | NZ Digital government]; 4: [Privacy Notices under EU Data Protection
Law | Privacy International]

NEW QUESTION # 84 
An online retailer detects an incident involving customer shopping history but no keys have been compromised. The Privacy Offce is
most concerned when it also involves?

A. Plain text personal identifiers.
B. No personal identifiers.
C. Internal unique personal identifiers.
D. Hashed mobile identifiers.

Answer: A

Explanation:
An online retailer detects an incident involving customer shopping history but no keys have been compromised. The Privacy Office is
most concerned when it also involves plain text personal identifiers.
Plain text personal identifiers are data elements that can directly identify an individual, such as name, email address, phone number,



or social security number. Plain text means that the data is not encrypted or otherwise protected from unauthorized access or
disclosure. If an incident involves plain text personal identifiers, it poses a high risk to the privacy and security of the customers, as
their personal data could be exposed, stolen, misused, or manipulated by malicious actors. The Privacy Office should take
immediate steps to contain, assess, notify, evaluate, and prevent such incidents, . References: [CIPM - International Association of
Privacy Professionals], [Free CIPM Study Guide - International Association of Privacy Professionals]

NEW QUESTION # 85 
In which situation would a Privacy Impact Assessment (PIA) be the least likely to be required?

A. If a health-care professional or lawyer processed personal data from a patient's file.
B. If a social media company created a new product compiling personal data to generate user profiles.
C. If a company created a credit-scoring platform five years ago.
D. If an after-school club processed children's data to determine which children might have food allergies.

Answer: C

Explanation:
A Privacy Impact Assessment (PIA) is a process that helps to identify and mitigate the privacy risks of a project or activity that
involves personal data. A PIA is usually required when there is a new or significant change in the way personal data is collected,
used, or disclosed. Therefore, a PIA would be the least likely to be required if a company created a credit-scoring platform five
years ago, as this would not be a new or significant change. The other situations involve new or changed processing of personal data
that could have privacy impacts, such as sensitive data (health or children's data), profiling data (user profiles), or large-scale data
(patient's file). References: CIPM Study Guide, page 30; Guide to undertaking privacy impact assessments.

NEW QUESTION # 86
......
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